System Safety in
Guided Weapon and Armament Applications

ABSTRACT
System Safety is a methodology used as a tool to deliver safe
systems to the Singapore Armed Forces. This article follows the
development of the System Safety methodology and explains
how this methodology has become prevalent in DSTA’s
acquisition of guided weapon and armament (GWA) systems.
Insights into the methodology are provided using GWA
examples.
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INTRODUCTION
Safety is embedded in all aspects of Guided
Weapon and Armament (GWA) work to
deliver cost-effective solutions that are safe,
integrated, secure and reliable. Systems
Engineering, Systems Architecture and Systemof-Systems (SoS) thinking are examples of
engineering methodologies that incorporate
safety considerations and holistic thinking
in their processes. The term ‘System Safety’
has become ubiquitous in the field of GWA
and is often used to ensure that a systematic,
methodical and holistic framework of safety
considerations is in place. System Safety
provides the assurance that all safety aspects
have been considered.

System SAFETY AND
ITS ORIGINS
System Safety began as a preventive
measure against mishaps in complex
aircraft and missile systems in the aviation
industry. The System Safety concept calls for
a risk management strategy based on the
identification and analysis of hazards, as
well as the application of remedial controls
using a systems-based approach (Roland and
Moriarty, 1990). The US Military Standard
882D (2000) defines System Safety as
“the application of engineering and
management
principles,
criteria,
and
techniques to achieve acceptable mishap
risk within the constraints of operational
effectiveness and suitability, time, and cost,
throughout all phases of the system life
cycle”.
The System Safety methodology may seem
complex but its principles are common in our
daily lives. For example, preventive measures
such as reflectors, bollards and speed limits
are implemented at road bends to mitigate
against the hazard of road accidents.
Escalators have emergency stop buttons
and built-in fail-safe mechanisms such as
braking mechanisms which are automatically
engaged during power failures to ensure
the safety of commuters. In short, possible

hazards are
holistically.

considered

and

mitigated

In the field of GWA, System Safety is
particularly important due to the potentially
destructive consequences of malfunction
or system failures e.g. severe or irreparable
equipment
damage,
serious
injuries,
permanent disabilities and even fatalities.
The significance of System Safety is well
represented by the GWA community’s motto
– “Mission First, Safety Always”.

INCREASING COMPLEXITY
AND INTEGRATION OF
WEAPON SYSTEMS
Existing weapon standards and guidelines
used for qualifying munitions are based on
a traditional system definition. The scope
of this definition includes product design,
interaction with the natural environment
(i.e. propellant degradation over time) and
common transportation means. Weapon
standards and guidebooks exist due to
the long history of the weapon and gun
manufacturing
industry.
Experienced
weapon and gun makers as well as original
equipment manufacturers are aware of the
potential hazards and have refined their
designs to mitigate them. Any development,
acquisition
or
systems
management
engineering based on these existing
standards and guidebooks will provide
engineering solutions within the boundaries
of the traditional system definition.
Existing standards and guidelines can
provide the basic safety considerations
within a defined system but may not be
adequate for the increasing system-to-system
integration. Further SoS thinking is required
to provide safety analysis outside the set
of stand-alone system boundaries. When
applied at the development or acquisition
phase, System Safety is most effective and
has a high potential of influencing design
– this aids in the incorporation of the
necessary safety features.

DELIVERING SAFE
SYSTEMS TO THE
SINGAPORE ARMED
FORCES
How does System Safety align with the
emphasis on safety by DSTA and the
Singapore Armed Forces (SAF)? How is the
hazard table formulated carefully by the
safety engineer used? Typically, the hazard
table is appended to a Safety Assessment
Report (SAR) for the system in question. The
project team then tables the SAR to a Safety
Board to review the potential hazards and
mitigation measures.
There are many areas that require System
Safety measures and these include
human-machine interface and software
implementation. Thus, a multi-disciplinary
approach is required. A System Safety
Working Group is also needed to assist the
project management team to brainstorm
all possible hazards. Taking reference from
the governing standards and guidelines,
safety measures are implemented to
eliminate or mitigate the hazards. In
considering complex systems such as air
platforms or guided weapon systems, the
number of hazards can sometimes be in
the range of hundreds. Thus, rigorous
consideration and mitigation of all possible
hazards are required to make the system
as safe as possible. Through these thinking
processes, the potential for all hazards
is mitigated to “as low as reasonably
practicable” (ALARP).
Residual risks refer to risks which cannot be
reduced further as they are often inherent in
the activity itself. As part of risk management,
these residual risks and mitigation measures
need to be communicated clearly to the end
users for their acceptance. The case of a car
travelling above the speed limit can be taken
as an example. The driver is aware that he is
exceeding the speed limit and acknowledges
the consequences of being caught by a
traffic camera or getting into an accident.
He decides that speeding is necessary to

reach the destination on time and accepts
the risks of speeding. As a risk mitigation
measure, he may install tyres with enhanced
road-holding capabilities and check his car’s
braking effectiveness regularly. The concept
of risk quantification and communication of
residual risks to the end user for acceptance as
part of the System Safety process emphasises
the importance of enforcing mitigation
measures on the ground.

System SAFETY IN 		
DEVELOPMENT – HAND
GRENADE THROWING
BAY
The re-designing of the Hand Grenade
Throwing Bay is a good illustration. The
project was an early test bed for DSTA’s
System Safety framework. Safety measures
for the throwing bay were deliberated at a
safety review workshop as the members were
familiar with the facility and could contribute
to the hazard analysis during the workshop.
The end product is very similar to the Grenade
Range in Pulau Tekong today, which is used
by SAF recruits as a rite of passage in National
Service.
There were existing design guidelines for
grenade throwing bays but they did not
meet the training requirements of the SAF.
The earlier version of the throwing bay was
built as a short U-shaped wall to serve as a
shield from grenade fragments that could be
projected towards the thrower. If a grenade
were to land behind or in the bay, both the
thrower and the safety officer have to take
cover on the other side of the wall. They have
to run and climb over the wall in a short time
frame of four and a half seconds. However,
this reaction time is possible only if the
thrower is an experienced soldier.
In reality, our army recruits are only two
months into their Basic Military Training
regime when they handle the throwing of
a live grenade for the first time. For most
recruits, this was a challenge despite the
numerous drills they had with dummy
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S/N

1

2

Hazard
Event
Description Phase

Potential
Hazard
Effect

Grenade
detonation
within bay

Injury/
Trainee
Death to drops
personnel armed
grenade
in bay

Grenade
detonation
behind
bay

Firing

Firing

Potential
Causal
Factors

Injury/
Trainee
Death to drops
personnel armed
grenade
behind
bay

Initial
Risks

Recommended
Control Measure

Verification

Residual
Risks

Residual
Risks
Acceptable

Status

Serious

Design:
• Construct slope
within the bay to
increase
probability of
grenade rolling
into drain
• Construct 		
ditch behind for
personnel to
jump in to take
cover

A trial was
carried out
in April 2005
to verify
effectiveness
of grenade
bay drain

Medium

Safety
Board

Closed

Procedure:
Revise Immediate
Action (IA) drill
• Personnel to
jump into ditch
to take cover
• Kicking of
grenade is
prohibited

Documented
the procedure
in the Range
Standing
Orders for
compliance

Medium Design:
• Construct ditch
behind for safe
detonation of
grenade
• The raised 		
platform prevents
hazardous
fragments from
hitting personnel
taking cover in
the bay
Procedure:
Revise IA drill
• Personnel to take
cover in bay
when grenade
drops behind bay

Design
Medium
drawings show
hazardous
fragments
from an
exploding
grenade in the
ditch do not
have a
direct line
to personnel
crouched in
the bay

Figure 1. An engineering drawing of the bay design showing the design features
implemented after the identification of possible hazards. The features protect the
personnel if the IA drills are executed correctly.

Safety
Board

Closed

Documented
the procedure
in the Range
Standing
Orders for
compliance

Table 1. A System Hazard Analysis table showing possible hazards and recommended control measures
grenades. Should a live grenade drop
accidentally in the throwing bay or behind
it, the recruits may not react fast enough
to escape from danger. Therefore, the
design had to be focused on incorporating
safety features that offer greater physical
protection.
There were no design guidelines for the type
of grenade throwing bay required by the
SAF. Hence, a System Safety approach was
adopted at the stage of conceptualising the
design (see Table 1).

From the brainstorming session during the
workshop, a new design was developed
(see Figure 1). With this design, if a grenade
lands in the bay, both the thrower and safety
officer need to jump into a ditch. If the
grenade lands in the ditch, both of them
should stay in the grenade bay, using the
raised platform as a shield from the blast.
Figures 2 and 3 illustrate these possible
scenarios. There is no longer a need to run
or climb to safety, reducing the physical
demands on inexperienced recruits.

Figure 2. The scenario where the grenade drops in the bay
(Source: Adapted from the Ministry of Defence)

21
Figure 3. The scenario where the grenade drops behind the throwing bay
(Source: Ministry of Defence)
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System SAFETY IN
DEVELOPMENT – LIVES
SAVED
The effectiveness of the re-designed Hand
Grenade Throwing Bay was demonstrated
on the morning of 8 March 2008. SecondLieutenant (2LT) Kok Khew Fai was the safety
officer at one of the four grenade throwing
bays at Pulau Tekong Hand Grenade Range.
Upon command, a recruit armed the
grenade, pulled out the safety pin and held
on to the arming lever. He then released the
arming lever and swung back his right arm
to lob the grenade overhead. However, the
grenade slipped from his hand and landed

four metres behind them. Figure 4 illustrates
the incident.
Within seconds, 2LT Kok pulled the recruit
down and shielded the recruit from the
impending blast. The grenade exploded in
four and a half seconds. When the fragments
finally settled, both the recruit and 2LT Kok
emerged from this harrowing experience
safely. For 2LT Kok’s bravery, he was awarded
the SAF Medal for Distinguished Act or
Pingat Jasa Perwira (Tentera). This incident
proved the effectiveness of the grenade
throwing bay which was designed and
conceptualised through the use of System
Safety methodology.

A selfless hero in time of need
Posted on Cyberpioneer: 29 Oct 2008, 1600 hours (Time is GMT + 8 hours)

“It all happened so fast, I didn’t really have time to think,” said 2LT Kok. “I just got him flat on the ground,
lay prone over him and tried to stay very still as we had practised.”
This is the first grenade incident to occur since the throwing bays were enhanced with new safety
features in 2004, and only the sixth incident in the 41 years since National Service was introduced in
Singapore.
Deflected shrapnel from the grenade can go as far as 25 metres from the point of impact, but thanks to
2LT Kok’s quick thinking and the precautionary high walls of the throwing bay, both men were protected
from the fragmented shrapnel and escaped with nary a scratch.
1. On 2LT Kok’s command to throw the
armed grenade, the recruit released his grip
on the arming lever and swung back his right
arm to lob the grenade overhead.
2. The grenade slipped out of the recruit’s
hand and landed four metres behind them,
next to the ditch.
3. 2LT Kok immediately pulled the recruit
down into a prone position on the ground
and covered the recruit with his own body to
shield him from the blast.

System SAFETY IN 		
SYSTEMS INTEGRATION –
PRIMUS
In addition to eliminating hazards identified
at the design stage, System Safety can also
be used to mitigate other hazards during
systems integration e.g. the installation of a
weapon or gun system on a platform or ship.
System Safety is an effective framework in
mitigating interfacing hazards, especially if
these systems integration projects involve
multi-disciplinary expertise.
The
application
of
System
Safety
methodology in the development of the selfpropelled howitzer, PRIMUS, has resulted in
successful risk mitigation through a better
system design. Out of more than 400 potential
hazards identified in the development phase,
the project team worked with designers,
safety engineers and users to eliminate all
risks in the ‘Serious’ and ‘Medium’ categories.
Two residual risks categorised as ‘Serious’
remained. One of them involved the timely
execution of time-on-target missions. The
mitigation measure recommended was to
synchronise the time clocks between the
Command Control Module and the Gun
Operating Module. The other residual risk
lies in the recoil mechanism during weapon
firing – this could be mitigated by having the
Charger Loader stand in a specific position
with his arms crossed while operating the
safety interlock. The detailed and systematic
identification, analysis and mitigation of risks

offered transparency and gave confidence
to the users that all conceivable hazards had
been examined.
The use of System Safety also led to a more
sustainable Operations and Support (O&S)
phase. This is because potential hazards,
mitigation measures and residual risks
associated with the system or equipment
are documented clearly during the
development phase. With this System Safety
framework in place, system managers in the
O&S phase are better informed of the critical
design safety, inspection and maintenance
needs. Subsequent modifications can thus
be carried out safely taking into account
the original safety design considerations
documented
throughout
a
system’s
development.

System SAFETY IN
SYSTEM-OF-SYSTEMS
INTEGRATION – FRIGATE
AIR DEFENCE SUITE
The integration of the Aster Anti-Missile
Missile (AMM) system with the Republic
of Singapore Navy (RSN) Formidable-class
frigates (see Figure 5) is an early example
of DSTA’s application of System Safety at
the SoS level. The traditional approach of
applying the methodology with focus on
the weapon system was no longer sufficient
because the Aster AMM system functions as
part of the larger Anti-Air Warfare defence
suite (or AAW suite). The behaviour of the

4. The high wall of the throwing bay helped
to deflect the blast from the two men.
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Figure 4. Illustration of the incident at the grenade throwing bay
(Source: Adapted from Cyberpioneer)

Figure 5. Combat systems on the RSN Formidable-class Frigate
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other systems in the suite, such as the Multifunction Radar, Combat Management System
and Navigation Distribution System have
downstream effects on the operation of the
Aster AMM system. As a result of complex
interactions among systems, most emergent
behaviour were not obvious and had to be
identified and managed for safe operations.
To address the safety concerns and potential
hazards, a System Safety approach at the suite
level was applied from the design stage by
a team comprising subject matter experts of
various systems in the suite. In addition to the
comprehensive safety assessment performed
on the Aster AMM system, a top-level safety
analysis on the functional flow of the suite
was performed during the development
phase. Several hazards were identified and
all associated software and hardware
functions, or modes leading to these hazards
were analysed.
Following the analysis, several safety related
gaps in the functional flow were discovered.
Design changes were implemented to
eliminate these gaps. In addition, safetycritical functions at the suite level were
identified systematically using the Hazard
and Fault Tree Analysis methodology. These
functions were code-checked, peer-reviewed,
closely tracked and verified in greater
depth to prevent uncontrolled changes. As
part of the verification, safety testing was
conducted at the software unit, system and
suite levels. Risks that could not be entirely
mitigated by design were highlighted as
residual risks for acceptance, and appropriate
recommendations were provided to the users
to further reduce the risk to ALARP. The RSN
has successfully conducted two Aster livefirings which validated the AAW suite.

CHALLENGES IN
System SAFETY WORK
The application of System Safety has its fair
share of challenges, mainly in the form of
quantifying risks in terms of severity and
probability. In the attempt to support the

safety assessment, the detailed design and
the process are invariably scrutinised
continually to make the methodology work
better. It also sets the foundation for the
development of DSTA’s GWA engineers,
where System Safety is gradually introduced
and practised.

CONCLUSION
Since 2000, System Safety has made
significant progress in the process of
acquiring GWA systems and equipment for
the SAF. It is a value-added service that DSTA
provides to make our systems and equipment
safer. DSTA has helped to enhance the
knowledge and application of System Safety
principles and techniques in the engineering
community and to a wider audience. The
System Safety Society (Singapore Chapter)
is an organisation set up for this purpose.
Frameworks have also been put in place
to encourage System Safety engineers to
practise System Safety as a professional
discipline and specialisation. The directives,
life cycle manuals and dedicated System
Safety guidelines of the Ministry of Defence
have been aligned with the guiding principles
of System Safety.
In addition to ensuring the robustness of
GWA systems and equipment, System Safety
will continue to play a critical role in ensuring
the safety of our servicemen.
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