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ABSTRACT
Mobile technology has advanced significantly since the first
commercial cell phone was introduced in 1973. This advancement
of technologies, coupled with the prevalence of the Internet,
have opened up new and exciting opportunities for consumers
and businesses.
However,

the

advancement

of

mobile

technologies

is

predominantly consumer-oriented. For an organisation to use
the mobile phone as a corporate productivity tool, the security
and manageability gaps must be closed.
This article highlights the key challenges in integrating mobile
devices within the defence ecosystem. It discusses critical factors
such as security threats, technical constraints, as well as the
supportability and maintainability of deploying these mobile
devices in an enterprise environment. This article also addresses
key issues in the design and development of enterprise mobility
solutions.
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ENABLING ENTERPRISE
MOBILITY
Mobility has come a long way since 1973
when Motorola invented the first commercial
cellular portable telephone. Approximately
793g in weight and 25cm in height, the
Motorola DynaTAC 8000X may be considered
extremely unwieldy by today’s standards.
However, it was the first mobile telephone
that could connect to the telephone network
without the assistance of a mobile operator.
Today, the availability of high-speed, lowcost mobile Internet access and related
social applications are pivotal driving forces
for the mobile device industry. With rapid
advancement of technologies, enterprises
are starting to adopt mobile devices as
productivity tools.
In the context of DSTA, Project mHabitat
was initiated to enable access of work
emails on a non-camera mobile device. It
started off as a trial but has evolved into a
complex project. To deliver this capability, it
was fundamental to manage and secure the
mobile device. The need for a non-camera
mobile device meant that the project team
either had to choose from a limited range
of mobile phones available in the market,
or modify an existing model. A development
and support team was formed to establish
the mHabitat infrastructure.
The mobile industry remains focused on
the consumer market, creating a lag for
enterprise users and an even greater lag
for security-conscious enterprises like
DSTA. Critical factors such as security
threats, supportability, manageability and
maintainability limitations are often not
considered. Unlike laptops, mobile phones
rarely come with well-integrated commercial
off-the-shelf security solutions. Security risks
also have to be addressed quickly but there
are limited options in the market.

It is also important to address the generic
challenges of supporting a mobile device.
Network stability, different form factors,
battery capacity and other factors create
an environment that is often beyond the
enterprise’s control.
The arrival of Smartphones led to higher user
expectations that cannot be supported by
current technologies. This is a typical phase
that happens in the society’s adoption of new
technologies, known as the ‘Peak of Inflated
Expectations’ (Milanesi et al., 2009).
Therefore, the project management team
(PMT) has to develop creative solutions,
perform systems integration and manage
user
expectations
driven
by
rapid
development in the consumer market.
Building an enterprise mobility solution
becomes a delicate balance among security
requirements, technology capabilities, device
usability and user expectations.
The PMT’s objective is to develop a mobile
device that can provide an electronic
workplace that is both secure and reliable.

THE ENTERPRISE 		
LANDSCAPE
In order to build an effective enterprise
mobility solution, it is important to first
understand the defining attributes of an
enterprise.
An enterprise is typically characterised
by a large user population. This leads
to the challenges of cost, scalability and
manageability issues as well as security of
the enterprise’s data.
These concerns are different from those of a
consumer where innovation, sleekness and
other lifestyle considerations play a more
tangible role in the decision making process.

Enterprise

Consumer

Technology Adoption

Conservative

Aggressive

Sensitivity to Cost

High

Medium

Scale of Deployment

Large pool of users

Single user

Solution Lifespan

Extended

Short

Tolerance for Failure

Low

Medium

Main Priorities

Security and manageability

Design and applications

Table 1. Differences between an enterprise and a consumer when adopting a mobile device
Table 1 illustrates the differences between an
enterprise and a consumer when adopting a
mobile device.
For instance, there is a significant difference
in the scale of deployment between an
enterprise and a consumer. A consumer may
pay more for faster data transmission readily.
For an enterprise, however, this additional
cost has to be multiplied by the total
number of users within the organisation. The
significant increase in cost has to be balanced
with the resultant increase in risk exposure
and return on investment.
The main priorities of an enterprise and a
consumer also differ. Security applications
would be mandatory and of foremost priority
in the deployment of mHabitat, whereas
design and availability of applications are
key considerations for a typical consumer. In
the event where the mobile device is lost, a
consumer may merely feel inconvenienced
due to the loss of personal information.
However, an enterprise usually suffers a
much greater impact when confidential
information is leaked.
From an infrastructure and support
perspective, the solution deployed has
to be robust and scalable to address the
diverse requirements and issues brought
about by a large user population. Hence,
developing an enterprise system would
involve processes that are often lengthy and

tedious to ensure that all concerns are duly
addressed.

THE MOBILITY 			
CHALLENGE
The challenges and limitations of mobile
technology need to be appreciated as they
play a part in shaping an enterprise mobility
project such as mHabitat.

Security Vulnerabilities and
Threats
The average consumer may not realise that
complex software and capabilities expose
the mobile device to a greater risk of
infection from malicious software. It is often
a misconception that the mobile device is
personal and physical possession of the device
is required to retrieve data. In reality, the data
can be accessed by someone else through the
following common methods:

Short Message Services
Text messages are transmitted from the
sender’s mobile device to the receiver using
store-and-forward technology. The message
goes through a Cell Tower i.e. a site where
antennas and electronics equipment are
placed on a radio mast or tower to create a cell
in a cellular network. It is then stored in the
Short Message Service Centre (SMSC), which is
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responsible for routing text messages before
they are forwarded. Messages that are not
encrypted can be compromised easily during
transit or when they are retained in the SMSC.
Text messages may unintentionally reveal
incriminating information to a third party.
Malicious software, also known as malware,
can exploit these security weaknesses and
send messages from the user’s account to
premium-rate numbers which are service
lines that charge higher prices than normal
telephone lines.
According to a Straits Times report published
on 10 November 2010, the ‘Zombie’ virus that
hit China affected approximately one million
mobile phone users. The virus proliferated
automatically by sending text messages
repeatedly to the users’ contacts. The text
contained a link that infected the receiving
device upon access. The SIM card details
were also transmitted back to the hackers’
central server. The virus was estimated to cost
infected users S$386,000 per day. Ironically,
the virus was hidden in an anti-virus
application.

Location Awareness
Typically, the Global Positioning System
(GPS) is used to identify a person’s location.
However, through a mobile device’s constant
communication with Cell Towers to update
and maintain connectivity with the network,
it is possible to derive the location of a user
as well. A mobile device within the range of
a single Cell Tower is assumed to be within

the connectivity radius
of that tower. If the
mobile device is able
to communicate with
three or more Cell
Towers,
a
more
precise location can
be
triangulated
by
comparing the signal
strength and range
between the towers
and device as illustrated
in
Figure
1.
This
information on the
location benefits users
who are planning travel routes. However, if
the same information is obtained by a third
party, it can be manipulated for malicious
purposes such as finding out the location of
secret installations.

Malicious software
A mobile device bought off-the-shelf
usually comes without any firewall or antivirus software. It is typically left exposed to
the Internet by default. Software such as
spyware and viruses can worm their way into
these unprotected mobile devices through
system vulnerabilities or applications installed
by the user. The risks of a trojanised mobile
device are varied, ranging from unexpected
device behaviour to data loss and corruption.
Beyond these risks, some malware are also
known to have the ability to turn on/off
hardware devices such as the microphone
or the camera of a mobile device. It can
also record a user’s conversation or take
photographs without the user’s knowledge.
The security risks are significant, especially
in confidential discussions and planning.
In a report on CNET.com, a security agency
fabricated user credentials and demonstrated
how hidden applications in expansion packs
can be installed easily without the user’s
knowledge (Mills, 2010).

Data Retrieval and Forensics
Data deleted from a computing device is
often perceived to be irrecoverable. However,

Figure 2. Deleting a pointer to the memory address does not remove the
data in the physical memory

a deletion process usually removes only the
data pointers and not the actual data, unless
a specialised and time-consuming deletion
algorithm is used. This is illustrated in Figure
2. The actual data that remains in the device
can be recovered easily by piecing back the
data structure. Software tools for recovering
deleted information are available readily on
the Internet. Loss of information involving
data such as photographs and emails, usually
occurs when the device is sent for repair or
resale. Users are often unaware of when and
how the data leakage happened until it is too
late.
The leakage of information and other
vulnerabilities happen through various
channels, ranging from a simple text
message, remote activation of cameras
and microphones, to Trojans that have
penetrated the mobile devices through the
Internet.

Mobile Device Variety and
Short Shelf Life
A key priority for mobile device
manufacturers is to enhance the usability
and cosmetic appeal of their devices to
attract consumers. Based on perceived market
trends, mobile devices are launched at an
increasing rate, leading to a wide variety of
models that may have a short shelf life.
While these factors benefit the consumer,
they pose significant challenges and require
radical mindset changes from enterprises.

In an enterprise environment, a number of
suitable mobile devices are usually shortlisted
and subjected to a lengthy and rigorous
regression testing cycle, before they are put
into operation for two to three years. This is
no longer possible as mobile devices have a
shorter shelf life now, resulting in a drastically
shortened time frame available to prepare
a mobile device and deploy its supporting
infrastructure.

Effectiveness of Technical
Support Framework
Computers can use mainstream operating
systems such as Microsoft Windows 7
and Linux. On the other hand, operating
systems available for mobile devices are
customised at various stages. Thus, besides
the operating system developer, the mobile
device manufacturer and telecommunication
service providers are also involved in the
end product. This could lead to a gap in
the technical support as the manufacturer’s
warranty usually covers only the routine
hardware servicing.
In February 2010, Microsoft announced
that handsets which were running the
latest Windows Mobile 6.1/6.5 operating
system suffered serious usability issues (e.g.
the inability to answer phone calls) and
periodic performance lags when there was
background traffic (Microsoft Knowledge
Base, 2010). The issue took almost six months
to resolve as the responsibility was shared
among numerous parties who each worked
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Figure 3. Abstract from Microsoft Support describing serious performance issues found in
Windows Mobile devices
on a specific aspect of the mobile device.
In Figure 3, an abstract from the Microsoft
Support portal describes the issues faced by
the operating system provider and hardware
manufacturer.
To a consumer, the gap in technical support
may cause inconvenience or frustration. To an
enterprise, operations and productivity may
be affected when applications fail to work or
important phone calls are missed.

Availability and Readiness of
Technology and Application
BlackBerry provides an end-to-end solution
comprising specialised mobile phones and a
device management system. While an end-toend solution facilitates deployment of mobile
devices and enhances system operability,
the BlackBerry solution is proprietary and
requires all information from its mobile
devices to route via BlackBerry’s processing
centres in the US and Canada. This has given
rise to concerns on data privacy.
Users also expect their mobile devices to
be able to run applications and perform

like their computers. However, despite
technology advances, the inherent form
factor and battery capacity of a mobile device
limit its functionality. Applications originally
designed for mainstream computers may
also not run properly on a mobile device
due to the difference in form factor and
operating system. It is a challenge to design
an enterprise mobile device that is able to
run enterprise applications, perform security
and device management functions as well as
cater to user preferences and requirements.
Figure 4 shows an example of the number of
features and applications being processed in
a typical mobile device.

Environmental Dependencies
Mobility relies heavily on the availability
of a reliable and high speed mobile
telecommunication network. In today’s
interconnected landscape, it is not hard to
find ‘blind spots’ in fringe areas where
coverage is weak. In these fringe areas, the
usability of enterprise services such as the
Virtual Private Network (VPN) is affected,
and the mobile device’s battery life is
reduced as the device struggles to establish

Figure 4. An example of a modern mobile device and its features

and maintain connection. Mobile device
security may be compromised and the Mobile
Device Management Software Agent that
relies on connectivity to send signals may be
disrupted. A remote mobile device erasure
feature will not work without connectivity
as the device cannot receive the erase
command. The solution takes the form of a
regular data exchange between the mobile
device and the Mobile Device Management
servers known as a ‘heartbeat’. The erase
command is activated locally when a
predefined number of beats are missed.
However, this option also creates another
problem of distinguishing between a lost
mobile device and lost network connectivity.

BUILDING ENTERPRISE
MOBILITY
While
mobile
device
security
and
manageability
are
being
enhanced
continually, there is a need to manage
these fundamental gaps proactively when
designing an enterprise solution. For Project
mHabitat, the following concepts and
enablers remain important elements that
define the successful implementation of an
enterprise mobility solution.

Security and Authentication
Information security is the key priority of
the mHabitat solution. The strategies used
against threats and attacks will dictate the
reliability of the solution. Figure 5 shows
the concepts and actions which can be
established to protect against security threats
and vulnerabilities.
Security measures often compromise on the
usability of the phone and can be difficult

Remove

Deter

Repair

Prevent

Recover

Protect

to implement. However, these measures
are essential as they perform the following
functions:

Prevent unauthorised access to the
mobile device
Some form of password or device pin is
required to authenticate users in order
to gain access to the device’s contents.
Two-Factor Authentication is a critical
requirement for access – it may come in the
form of a One-Time-Password, Password
Generating Token or a Smartcard.

Prevent unauthorised extraction of
the mobile device’s data
Encryption of on-board and removable
storage media should be implemented
to protect the data from unauthorised
extraction such as the removal of the storage
media, and subsequent access to the contents
through a media reader. However, encrypted
information is not entirely secure and can be
decrypted given sufficient time. Thus, storage
of sensitive data on the mobile device is not
recommended.

Prevent data leakage resulting from
lost mobile devices
Technologies such as Thin Client should
be implemented to minimise storage of
data on the mobile device. In a Thin Client
environment, data are stored and processed
on a remote server. For example, videos,
images and animations are now downloaded
completely before access but they are
streamed to the mobile device. Any residual
data after access can be removed from the
cache after a Thin Client session is closed.
Concurrently, secondary measures such as

SECURITY THREATS
AND VULNERABILITY

Figure 5. Strategies against security threats and attacks

67

Secure Mobility
for the Enterprise

68
Compliance and Policy
Management
Typically, users expect a certain degree of
freedom to customise their mobile devices.
However, allowing user customisation also
broadens the range of scenarios that can
compromise security. Users may download a
Trojan-infected application unintentionally,
leading to data leakage.

Figure 6. Defence against attacks and security risks on a mobile device

local and remote mobile device wipes should
also be put in place to destroy any residual
data stored on the device.

Prevent viruses and malware
Suitable anti-virus and firewall solutions
need to be installed and updated frequently.
Physical components which are not required
(e.g. camera, GPS) should also be disabled
permanently to protect the mobile device
from malware that can enable tracking and
eavesdropping. The operating system should
also be hardened. This is done by eliminating
unnecessary programs to reduce the security
vulnerabilities.

Prevent zero-day attacks on internal
resources from the Internet
Access to all resources should be via a VPN
tunnel so that the resources do not have
direct access to the Internet. The single point
of entry also helps to ensure a consistent
security posture, which facilitates ease of
monitoring network traffic that enters
the device and restricts entry to malicious
websites.

Prevent traffic sniffing and spoofing
In addition to the VPN solution which already
provides a layer of end-to-end encryption
between the mobile device and the enterprise
network, more layers of data encryption (e.g.
Secure Sockets Layer) can be used between
the device and the application to prevent
traffic sniffing and spoofing attempts.
Preventive measures such as prohibiting
camera devices within military establishments
play a vital role in maintaining information
security. Other features such as voice and text
encryption as well as microphone treatment
offer additional layers of security at the
software and hardware levels (see Figure
6). However, the implementation of these
security features is dependent on the nature
of the mobile device. For example, if the
source codes and Application Programming
Interface of the mobile device’s operating
system are unavailable, programmers may not
have the ability to modify the device for voice
and text encryption or exchange of data.

Users may also tamper with the built-in
security features of the mobile device or
end up locking themselves out. As the
mobile device moves away from its original
configuration, the ability to prevent and
take proactive steps to resolve security
breaches is weakened.
Therefore, a robust policy enforcement and a
compliance audit system need to be in place
to ensure that enterprise mobile devices
operate within established parameters,
even after customisation (see Figure 7). Such
a governing system also helps to ensure
compliance with policies and maintain the
consistency of permitted mobile device
configurations for all users, as it facilitates
quick identification of non-compliance and

gaps for remedy. These factors ensure that
the overall enterprise threat and risk model
is not compromised.

Software and Asset
Management
With many mobile devices in production, it
will be labour intensive for IT support staff
to install software or apply patches for each
device manually. Users will also experience
inconvenience as they need to hand over
their mobile devices to the support staff. In
addition, it will be an administrative burden
to keep track of asset information such
as inventory levels, mobile device status,
software configurations and versioning.
Thus, an efficient Mobile Device Management
system is required to perform automated
or self-help software installation and
patching, as well as asset management. This
management system optimises IT support
efficiency and facilitates the proliferation of
deployed mobile devices. Users can choose
to perform the tasks at their convenience or
allow these tasks to be automated without
any user intervention.
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The system can also improve security by
regulating and monitoring applications
which are installed on the mobile device.
Thus, the installation of unauthorised or
malicious software can be prevented.
In addition, the system should provide a
history of software installation and patching.
Centralised monitoring of resource usage and
trend patterns can facilitate licence tracking,
audit processes and technical support.

Mobile Device Support Model
Users typically expect to have access to
their enterprise mobile devices regardless
of location and time. Correspondingly, they
expect technical support to be available
constantly. This is a paradigm shift from the
conventional technical support of personal
computers (PC) and laptops, where users
bring their laptops to the IT support centres
or have the IT support staff make a trip to
their workstations to troubleshoot PC issues.
If technical issues are not resolved in time,
users who have limited tolerance for device
downtime are likely to turn to self-help
solutions which might create a configuration
drift and other downstream issues.
Hence, to cater to people who are constantly
on the move with their mobile devices,
the IT support role needs to be expanded.
Effective and efficient technical support can
be achieved through mechanisms such as
remote device management.

Device Life Cycle Management
Mobile devices have very short shelf lives and
the task of managing replacements is often
overlooked. An efficient process aligned
with the fast-paced mobile industry needs
to be adopted in order to facilitate prompt
selection
and
operationalisation
of
replacement
mobile
devices.
Proper
management and disposal of the obsolete
mobile devices are also needed to prevent

unwanted attention or embarrassment.
The crushing or smelting of a mobile device
guarantees total destruction of any residual
data.

Infrastructure and Application
Interoperability
An enterprise mobility solution seldom
works in isolation. It usually needs to
interface with the existing infrastructure of
an enterprise to provide applications and
services to the users. With a wide variety
of mobile devices and a growing number
of
mobile
enterprise
platforms
available, it is crucial to identify the
solution that can best fit into the
environment. This maximises compatibility
while reducing unnecessary administrative
overheads and system conflicts. Usability
would also be greatly enhanced if the
application is designed properly to run on
the mobile device.

Technology Limitations
Mobile technology evolves at a rapid pace
and renders today’s solution outdated
tomorrow. The mobile device today may
not have enough processing and storage
capability to perform all the management
and security tasks required. Similarly, the
underlying telecommunication network may
not be robust enough to support the data
transfer involved. However, the same cannot
be said for tomorrow.
Apart from piecing together the various
management and security components
required, it is important to ensure that
these components minimise the computing
overheads so that the mobile device can
continue to do what it was really intended
for. At the same time, the eventual
solution must be competent enough to
withstand telecommunication problems
such as intermittent connectivity or poor
performance.

Internal Factors
User Requirements
Business Requirements
Cost and Budget
Corporate Policies

External Factors
Enterprise
Mobility
Solution

Market forces
Security Threats
Technological
Advancement

Figure 8. Factors which may shape the final mobility solution

CONCLUSION
Enterprise mobility is a challenging
issue. Factors such as user expectations,
technological
maturity
and
product
availability
often
determine
the
solution that will be deployed (see
Figure 8). However, these factors are
often
incomplete,
contradictory
and
inconsistent. Due to these complex
interdependencies, the effort to solve one
aspect of the problem may lead to other
problems.
An effective enterprise mobility solution is
one that bridges these gaps while allowing
room for growth and flexibility. In addition,
it is able to run on different mobile devices
and operating systems while addressing
fundamental usability, management, security
and support requirements. An infrastructure
that supports a single mobile device and
operating system is no longer sufficient.
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The ultimate objective of Project mHabitat
is to implement an effective enterprise
mobility solution that is a productivity
multiplier for the organisation. With a
lightweight, seamless and mobile means of
accessing business applications, DSTA users
would be able to reap the tangible benefits
of true enterprise mobility.
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