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ABSTRACT
The design of ilities in System-of-Systems (SoS) architecture is a key means to manage changes and uncertainties over the
long life cycle of an SoS. While there is broad consensus on the importance of ilities, there is generally a lack of agreement on
what they mean and a lack of clarity on how they can be engineered. This article presents the DSTA Framework for Managing
SoS Ilities, which coherently relates key ilities identified as important for SoS architectural design. Newly established in
January 2013 to guide Systems Architecting practitioners in DSTA, the framework also proposes a set of working definitions
of key SoS ilities and introduces notions of how they could be measured.
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INTRODUCTION
A System-of-Systems (SoS) can be described as a set
of constituent systems or elements that are operationally
independent, but working together to provide capabilities that
are greater than the sum of its parts. Managed independently
and distributed geographically, these constituent systems

work together to perform unique function(s) or capabilities
which cannot be carried out by any individual constituent
system. Figure 1 shows an example of an SoS in which a range
of systems like coastal and airborne sensors, vessels and
information systems from various stakeholders are networked
to achieve a Maritime Security (MARSEC) capability.

Figure 1. Example of a MARSEC SoS
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Terms like robustness, resilience, flexibility, adaptability,
survivability, interoperability, sustainability, reliability, availability,
maintainability and safety are often used to describe desirable
attributes of an SoS. These attributes are commonly referred to
as ilities, because many of them end with –ility.
Ilities are attributes that characterise a system’s ability to
respond to changes, both foreseeable and unforeseeable. Ilities
are sometimes also known as non-functional requirements
because they do not describe what a system should do,

but rather how a system should be. For example, reliability,
availability, maintainability, survivability and resilience are
especially important non-functional attributes for military
SoS-es as they are expected to continue to perform under
harsh environments and even when under attack.

VALUE OF ILITIES
The design of ilities in SoS architecture is a key means to
ensure consistency of value delivery and to manage changes
and uncertainties over the long life cycle of an SoS. This
provides an enduring architecture that is robust and survivable,
yet flexible and forward-looking to allow the insertion of new
systems, technologies or concepts to evolve a new SoS due to
changing threats, technology or stakeholder needs. However,
there is a cost to implementing each ility as well as possible
trade-offs among certain ilities. For example, flexibility may add
vulnerability to the SoS. A balanced approach to ilities design
is therefore required and it is a practical approach to focus on
the key ilities.
Despite the well-acknowledged importance of ilities, there is
generally a lack of consensus on what they mean and a lack

of clarity of how they can be engineered, with the exception of
established areas like quality, safety and RAMS (i.e. Reliability,
Availability, Maintainability and Supportability).
Figure 2 shows a map of 20 of the most common ilities and
their inter-relationships based on a literature research by the
Systems Engineering Advancement Research Initiative group
at the Massachusetts Institute of Technology’s Engineering
Systems Division. The thickness of the lines represents the
strength of the relationships based on co-occurrence in the
literature. The research suggests that a means-end hierarchy
of ilities could exist, with certain ilities supporting other
ilities. However, a universally accepted hierarchy has yet to
be established. It is clear that a practicable framework that
identifies the key ilities and their relationships will be helpful
in guiding the design of ilities in systems architectures. This
is the motivation behind the DSTA Framework for Managing
SoS Ilities.

KEY SOS ILITIES – ROBUSTNESS
AND EVOLVABILITY
SoS-es are typically designed to meet capability objectives
that span a range of predefined missions and tasks. The
SoS architecture designed to realise such a capability must
meet these baseline requirements i.e. fitting the purpose, and
must be robust in delivering the required performance under
predefined operating parameters and the associated
operational contingencies.
Often, the SoS also has to evolve to address changes in mission
context, key stakeholders’ needs and new technologies during

Figure 2. Map of common ilities and their inter-relationships based on co-occurrence in the literature
(de Weck, Rhodes, & Ross, 2012)
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its long life cycle. The changes can include requirements that
were either unforeseen, consciously deferred at the design
stage or requirements that are revised as context changes.
For example, uncertainty over the materialisation of a threat
and/or a lack of cost-effective technological solutions may
lead to the deferment of requirements to a later stage. These
requirements may be re-incorporated when there is more
clarity in the threat or solution space. The new requirements will
merge with the original baseline requirements to form the newly
evolved baseline requirements for the SoS. Some aspects of
the original baseline requirements that have become irrelevant
over time will be removed or revised in the process.
For instance, abrupt shifts in the maritime security landscape
(e.g. rise of non-state actors engaging in piracy) may
necessitate a significantly higher tempo of operations and/or
more surveillance nodes to be established for the MARSEC
SoS. These changes may create permanent stress to the
existing SoS infrastructure (e.g. communications architecture
or logistics chain) in a way that necessitates changes to SoS
design. For example, the availability of new technologies, the
commoditisation of satellite imagery or the maturation of fully
autonomous patrol vessels, may offer opportunities for force
transformation. These possible shifts in context are likely to
translate to revised requirements for the SoS.
From the requirements perspective, it is challenging for an SoS
to meet baseline requirements, and later, new evolutionary
requirements (i.e. unforeseen, revised or previously deferred
requirements that have design implications over time). The

ilities of Robustness and Evolvability for the SoS architectures
were introduced to deal with this challenge.

MEETING BASELINE
REQUIREMENTS: ROBUSTNESS
Robustness refers to the ability of an SoS to maintain its
required mission effectiveness across the entire mission
spectrum (e.g. threat/target types, peacetime to wartime, area
of operations) and associated operational contingencies (e.g.
jamming or damage by external threats, internal system failures)
as defined in the baseline requirements. The Robustness of an
SoS can be measured by how well it can achieve or maintain
the requisite level of Measure of Effectiveness (MOE) across
the entire mission spectrum. Ilities such as Survivability and
Sustainability refer to more specific aspects of Robustness
and can be considered second-order ilities that contribute to
Robustness.
For example, to achieve its high-level mission of ensuring
safe passage of maritime traffic, the MARSEC SoS would be
required to perform a range of tasks (e.g. surveillance, patrol,
boarding operations) and be able to handle the entire spectrum
of threats (e.g. oil tankers, passenger cruise, sailing vessels).
The associated operational contingencies would include
environmental conditions (e.g. extreme weather) and loss of
datalinks (e.g. interferences or jamming, equipment failure).
Figure 3 shows some possible MOE and scenarios that can be
used to evaluate the Robustness of MARSEC SoS in meeting
the baseline requirements.

MARSEC SoS – Baseline Requirements

Measure of Effectiveness

Missions/Tasks
• Surveillance
• Patrol
• Boarding Operations

Ability to detect and respond to maritime
incidents and threats
• P(success)

• Time Taken

Target/Threat Types
• Oil Tankers
• Passenger Cruise
• Sailing Vessels

Selected Set of Scenarios for Evaluation

Area of Operations
• Singapore Territorial Waters

Target/Threat Types

Associated Contingencies
• Extreme Weather
• Other Ad-hoc Missions

Missions/Tasks
• Surveillance

• Sailing Vessels

Area of Operations

• Singapore Territorial Waters
Associated Contingencies
• Sea State 5

Figure 3. Example of MOE and scenarios for evaluation of the robustness of a MARSEC SoS
in meeting baseline requirements

58

DSTA HORIZONS | 2013/14

FRAMEWORK FOR MANAGING SYSTEM-OF-SYSTEMS ILITIES

A possible MOE of the MARSEC SoS can be defined as the
time taken to detect and respond to maritime incidents and
threats. Robustness of the MARSEC SoS can be measured
by how well the MOE stays above a minimum threshold, as
the MOE performance varies with respect to the mission
parameters like threat types, mission context and associated
contingencies. In reality, it is challenging to measure
Robustness across the entire parameter space due to the
many attributes and scenarios that need to be evaluated. A
practical approach in Systems Architecting would be to select
a range of scenarios (e.g. most likely, worst cases) to iteratively
arrive at a robust SoS design (see Figure 4). For evaluation of
alternative architecture designs, Robustness can be measured
by the number of scenarios where the MOE exceeds the
threshold, in accordance with the baseline requirements.

ASPECTS OF ROBUSTNESS SUSTAINABILITY AND SURVIVABILITY
Sustainability and Survivability are important aspects of
Robustness that enable an SoS to continue to operate
effectively throughout its mission cycle, with respect to both
internal contingencies (e.g. logistics demands, accidents,
system failures) as well as external disturbances (e.g. disruption
by adversary, neutral nations’ activities, lightning strikes).
a) Sustainability – An SoS can only be robust in meeting
its baseline requirements when it can operate in an effective
manner continuously during the mission period, and when it can
be maintained and supported in order to be ready for mission
throughout its life cycle i.e. being a sustainable capability. The
traditional realm of RAMS contributes to Sustainability.
b) Survivability – Survivability is the ability of an SoS to
withstand the impact of an external perturbation (e.g. destructive
actions taken by adversaries) on mission effectiveness.
The more survivable an SoS is, the greater the Robustness.
Survivability can be enhanced if the vulnerability of the system
(i.e. weaknesses that can be exploited or targeted) can be
reduced through system design. A more vulnerable system
that is of greater importance will be more likely to be targeted
(i.e. higher susceptibility). On the other hand, a more resilient
system can better withstand attacks.

Figure 4. Variation of MOE performance in key mission scenarios

Mission/System
Performance

Resilience refers to the ability of a system to absorb (e.g.
minimal or graceful degradation) the impact of a disruption
or attack, stay at or recover to above an acceptable level of
performance and sustain that level for an acceptable period

Start of Attack
or Disturbance

Normal
Performance
Acceptable
Performance

Extent of
Degradation

Emergency
Threshold
Duration of
Degradation

Time

Figure 5. Conceptual diagram for measuring vulnerability and resilience (Richards, Ross, Shah, & Hastings, 2009)
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of time. Resilience can be measured by the extent (the less
the better) and duration (the shorter the better) of degradation
in MOE performance when the SoS is attacked (see Figure 5).
A more resilient SoS would be able to reduce the extent and
duration of any degradation in performance and ensure that
they are within acceptable threshold values.
To illustrate using the MARSEC example, there can be a
possible jamming threat affecting Line-of-Sight communication
between the Unmanned Aerial Vehicle (UAV) and shore-based
Command Centre (C2). This aspect of the SoS architecture can
be designed to have greater Survivability either by reducing
the vulnerability (e.g. protection against jamming) or enhancing
resilience by limiting the degree of degradation (e.g. secondary
communication means).

MEETING NEW REQUIREMENTS:
EVOLVABILITY
Evolvability refers to the ability of the SoS to incorporate the
required design changes to meet new requirements that arise
over time, while maintaining Robustness with respect to the
newly evolved baseline requirements. SoS architecture review
may be required if substantial redesign is needed. Evolvability
can be measured by the cumulative cost of transition in terms
of capital costs, engineering complexity and/or manpower over
time.
In the MARSEC example, the SoS can be considered to be
evolvable if it is able to scale up in response to a higher tempo
or a larger area of operations, and if it is able to incorporate new

technological opportunities with relative ease or a relatively
low cost of transition (see Figure 6). On the other hand, a less
evolvable SoS design may need significant reworking of the
existing systems and infrastructure, incurring engineering costs
and causing disruptions to operations. Possible design choices
that enhance evolvability in this case may include adopting a
modular task force design, avoiding tight coupling between
constituent systems and adopting open data standards and
protocols.
The Evolvability of an SoS architecture design can be
evaluated across multiple sets of requirement scenarios over
time (e.g. Years 2020, 2025, 2030). The expected cumulative
cost of transition that enables the SoS to meet the revised
baseline requirements robustly in each time frame can be
used to quantify Evolvability. This metric can be used for
relative comparisons between SoS alternatives. In view of the
long time horizon and uncertainty of future requirements, the
evaluation will be limited to foreseeable new requirements in
the specified time frames (i.e. the known unknowns). The need
for a complete architecture redesign will arise when the SoS
can no longer evolve to meet new critical requirement(s) that
arise(s) in the future.

KEY ENABLING ILITY - FLEXIBILITY
Flexibility is the degree of ease of effecting change(s) to the
SoS, in response to external or internal changes, in order to
maintain its mission effectiveness. There are two different types
of flexibility – operational versus design.

Figure 6. Evolving MARSEC SoS for higher tempo and technology insertion
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a) Operational Flexibility – An operationally flexible SoS
will be able to transit with relative ease between different
modes of operations to satisfy a range of missions and the
associated operational contingencies. Clearly, Operational
Flexibility enables Robustness. Operational Flexibility can
be measured by the transition cost (e.g. degree of human
intervention, time, operations and support cost) associated
with effecting the SoS change(s).
For example, a MARSEC SoS that comprises mostly multimission platforms is inherently more operationally flexible than
one that requires different specialised platforms and systems
to be deployed for different missions. This is because the latter
would incur more time, higher level of human intervention and
possibly, higher operating costs to be reconfigured for different
mission modes.
b) Design Flexibility – The attribute of Design Flexibility
will enable the SoS to incorporate the required changes with
relative ease to meet new requirements. Design Flexibility
can be measured by the cost of transition (e.g. capital cost,
manpower, time, engineering complexity) when the change is
triggered.
It is useful to note that Design Flexibility is evaluated with respect
to a specific change at a particular instance in time, whereas
Evolvability is a more enduring quality that manifests itself
over the long term, after a number of SoS design evolutions.
Evolvability can also be understood as (Design) Flexibility over
time, but Flexibility does not amount to Evolvability. While an
evolvable SoS would exhibit Flexibility over the long term, an
SoS that is not evolvable could still exhibit some Flexibility in
response to specific changes in requirements.
In the MARSEC example, the SoS may be able to incorporate
additional platforms (e.g. Maritime Patrol Aircraft) or new
mission modules from existing vendors, thereby exhibiting a
certain degree of Design Flexibility. However, the same SoS
could be limited in its ability to incorporate next-generation

technologies (e.g. digital radar to replace analogue radar) due
to tight coupling of component systems that use proprietary
data formats or the use of legacy system components with
limited upgrade paths. These previous design choices would
limit the Evolvability of the SoS.

SPECIFIC FORMS OF FLEXIBILITY
Agility, Adaptability and Scalability are commonly used ilities
that can be seen as specific forms of Flexibility (see Figure 7).
Agility is a form of Flexibility where the degree of ease is
measured in terms of time. The term ‘Agility’ is used when
a quick transition of the SoS in response to change is of
primary importance. For example, a MARSEC SoS would be
operationally agile if it could switch quickly from anti-piracy
patrols to search-and-rescue mission when a passenger cruise
ship is in distress.
Adaptability is a form of Flexibility reflecting the degree of
intervention needed to adjust an SoS to meet a new situation
or requirement. A highly adaptable SoS is able to adjust by
itself without intervention. Examples of intervention may
include user-led intervention where there is a need for the
user to sense-make, decide and initiate adaptation responses
or technician-enabled interventions where there is a need for
technicians to reconfigure the SoS. For example, a MARSEC
SoS may include a fleet of unmanned UAV that is able to
sense, analyse and respond collaboratively to different weather
conditions (e.g. strong winds, heavy rain) and change its patrol
patterns without operator intervention. Such an SoS can be
considered to exhibit a higher level of Adaptability compared
to one that requires an operator to monitor weather conditions
through a third party application and decide on the new patrol
patterns.
Scalability is a form of Flexibility reflecting the ease of
increasing the scale of the SoS either during mission period or
over its life cycle. It can be measured in terms of transition cost.

Nature of Change
(e.g. Task, Threat Type, Scale,
Operating Conditions, etc.)

Transition Cost
(e.g. Capital Cost, Human
Intervention, Time, etc.)

Specific Forms of
Flexibility

Any

Any

Flexibility

Scale

Any

Scalability

Any

Time

Agility

Any

Human Intervention

Adaptability

Figure 7. Specific forms of flexibility in relation to the nature of change and transition cost
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For example, a MARSEC SoS may be required to expand its
area of responsibility due to mission contingencies (e.g. ad-hoc
missions). A spike in terrorist attacks on merchant ships may
require the MARSEC SoS to increase its frequency of patrols
and boarding operations. A scalable SoS will be able to cope
with such spikes or permanent scaling up of operations with
relative ease. In the employment of unmanned technologies,
a MARSEC SoS where one operator is able to control multiple
UAVs will be more scalable than an SoS where one operator
can only control one platform at a time.

FUNDAMENTAL SOS ILITY INTEROPERABILITY
Interoperability is a fundamental ility for an SoS. The SoS
Interoperability Requirements – defined to enable the
constituent systems or elements to work coherently with
one another to achieve the desired operational effect – are
necessary and have to be realised. Any interoperability gaps
will likely result in the SoS not being able to meet its capability
objectives. As illustrated in Figure 8, there are different levels
or layers of Interoperability including physical, protocol, data
and information layers. The degree of Interoperability can be

9. Political Objectives
8. Harmonised Strategy Doctrines
7. Aligned Operations
6. Aligned Procedures
5. Knowledge/Awareness
4. Information Interoperability
3. Data/Object Model Interoperability
2. Protocol Interoperability
1. Physical Interoperability
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Technical
Interoperability

Figure 8. Layers of coalition interoperability framework (Tolk, 2003)

measured by how well the SoS constituent elements provide
and/or accept data, information, material and services from
one another.

Higher Interoperability realised within an SoS than what is
necessary would contribute to Robustness, if subsequently
such additional Interoperability design proves to enable
additional Operational Flexibility for the SoS to handle previously
undefined operational contingencies during missions. Higher

Figure 9. DSTA framework for managing SoS ilities (across requirement/parameter space)
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Organisational
Interoperability
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Interoperability design provisions can contribute to Evolvability
if it is congruent with the direction of SoS design evolution.
For example, a MARSEC SoS may have been originally
designed for all messages (e.g. radar tracks from air and surface
platforms) to pass through the shore-based C2 before the fused
situational picture is retransmitted to the respective platforms.
Interoperability between the various platforms with the shorebased C2 would be sufficient to ensure Robustness across
the set of baseline requirements for all stated missions and
areas of operations. An alternative design whereby platforms
could also pass messages among themselves without going
through the shore-based C2 is more interoperable, although
the Robustness with respect to baseline requirements may not
be superior to the former. However, if a new requirement arises
later where the constituent systems need to share situational
awareness picture directly with one another (e.g. for situations
where the shore-based C2 is out of communication range or
when latency requirement becomes more stringent), the latter
with higher interoperability designed upfront would offer added
Flexibility to meet this new mission requirement.

SoS
Requirements

DSTA FRAMEWORK FOR MANAGING
SOS ILITIES
The articulation of various key ilities and their relationships
to one another is consolidated in the DSTA Framework for
Managing SoS Ilities. Figure 9 shows how these ilities relate
to one other across the requirements (baseline versus new
requirements with design implications) and mission parameters
space. Figure 10 shows how these ilities relate to one another
across the different time periods or spirals of SoS evolutionary
development.
In summary, Robustness and Evolvability are the two key
high-level ilities that the SoS architecture should possess.
Sustainability and Survivability are important aspects of
Robustness. Operational Flexibility and Design Flexibility
contribute to Robustness and Evolvability respectively.
Interoperability is the fundamental ility that enables the
realisation of SoS capability.

Baseline Requirements

New Requirements

(Defined at the initial architecting phase)

Mission Spectrum
(i) Mission Context

Parameter
(ii) Targets and Threat
Space for SoS
Types
Requirements (iii) Operating Conditions
(iv) Scale

Operational
Contingencies
External
Internal
Perturbations Perturbations
(e.g. Disruptive (e.g. System
Failures)
Actions)

(Previously deferred or unforeseen requirements that
emerge during operations and implementation phase
leading to design implications)
Examples of New Requirements:
(i) Future Threat or Vulnerability
(ii) New Mission/Tasks
(iii) New Opportunity (e.g. technology or resource)
(iv) Increased Scale of Operations

ROBUSTNESS

Key SoS
Ilities

(Survivability and Sustainability are specific aspects of
Robustness. Reducing system vulnerability and increasing
system resilience enhances Survivability. The traditional
realms of Reliability, Availability, Maintainability and
Supportability contributes to Sustainability.)

EVOLVABILITY

(Can be understood as Flexibility over time)

FLEXIBILITY

(Agility, Scalability, Adaptability are specific forms of Flexibility.)

Key
Enabling
Ilities

Design Flexibility

Operational Flexibility
INTEROPERABILITY

(Interoperability is a fundamental ility that enables SoS capabilities. Higher Interoperability would enhance
Robustness, if it enables additional Operational Flexibility. Greater interoperability design can contribute to
Evolvability if it is congruent with the direction of the SoS design evolution.)
Figure 10. DSTA framework for managing SoS ilities (across time periods/spirals)
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CONCLUSION
The design of ilities in SoS architecture is a key means to
manage changes and uncertainties over the long life cycle of
an SoS. A well-designed systems architecture that has the
attributes of key ilities will be an enduring architecture that
is forward-looking and allows the insertion of new systems,
technologies or concepts for a SoS to evolve to address
changing environment, technology or stakeholders’ needs. The
DSTA Framework for Managing SoS Ilities pioneers the effort
to identify and relate coherently key ilities for enduring SoS
architectural design. The framework also introduces notions of
how these ilities can be measured, which facilitates evaluation
of alternative architecture designs.
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