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E D I T O R I A L

Chan Keng Luck
Editor, DSTA Horizons
Director (Corporate Services)
Director (DSTA College) up to 14 January 2007
Now into its third issue, DSTA Horizons continues to reflect the
wealth of ideas present in our thriving local defence ecosystem
and to bring out the spirit of knowledge sharing in the community.
The heightened interest in DSTA Horizons, seen from the increased
number of articles submitted, can only be attributed to the authors,
past and present, who have dedicated time and much effort to
share their work. Kudos to all of you!
Attesting to the breadth and depth of knowledge abound, this
issue of DSTA Horizons includes 10 articles. Of these, three have
been presented at international conferences while one has won
the Commendation Award in the 2005 CDF Essay Competition.
The publication begins with the article Joint Data Link Warfare,
which examines the use of data links in enabling joint warfare,
and posits a conceptual joint data link architecture to enhance
joint operations.
Cognitive Radio and its Potential Benefits, which explores the
future in radio systems and wireless communications – the Cognitive
Radio, follows. Essentially a smart radio that possesses situational
awareness and the ability to adapt to the environment to enhance
communication, the Cognitive Radio has the potential to bring
about vast benefits in both military and commercial operations.
The third article, JEWEL – M&S Environment for the SAF, highlights
one of DSTA’s many innovations – the Joint Modelling and
Simulation Environment for Wargaming and Experimentation Labs
(JEWEL). The Joint Battle System, a distributed simulation system
based on JEWEL, is currently used by the SAF Centre for Military
Experimentation as a test bed and training platform.
As its name suggests, the fourth article, Indirect Seawater Cooling
and Thermal Storage System in Changi Naval Base, depicts another
of DSTA’s solutions to the Singapore Armed Forces (SAF).
The engineering innovation is cost-effective, resource and energy
efficient, and has received the IES Engineering Achievement Award
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2000, the BCA Energy Efficient Building Award 2002 and the ASEAN
Energy Award 2002.
Less technical but nevertheless relevant and important subjects in
the defence technology community are also featured. DSTA Horizons
2007 includes articles such as Managing Intellectual Property in
Procurement – Applicable Laws and Policies for MINDEF and the
Local Defence Industry, which sheds light on the effective framework
adopted by the Ministry of Defence (MINDEF) and the SAF to
manage intellectual property rights in defence procurement.
Another article, Safety Culture in the Defence Development and
Acquisition Environment, deliberates on how to put in place a
robust safety management framework and foster a safety culture
within the defence community.
DSTA is transforming itself into a knowledge enterprise, in which
our members are empowered through the effective creation,
storing, and sharing of knowledge. The seventh article Building
the Workplace for a Knowledge Enterprise tracks our journey thus
far, and shares the initiatives that will continue to shape and
enhance our work processes.
The eighth article, The Organisation Compass – Enterprise
Architecture, examines the use of Enterprise Architecture to design
the blueprint comprising business processes, data, and the IT
infrastructure to help MINDEF and the SAF realise their business
operating models.
The ninth article, Reliability Growth Planning and Analysis of a
Combat System Using Duane Model and Crow Extended Reliability
Growth Model, provides a useful case study for professionals
seeking to apply reliability growth methods for development
testing. It describes in detail the application of the Duane Model
and the Crow Extended Reliability Growth Model on a
combat system.
With the increasing sophistication of technology, better denial
and deception techniques are being used to deny traditional means
of intelligence collection. The last article, MASINT – The Intelligence
of the Future, explores the potential of a new discipline –
Measurement and Signature Intelligence (MASINT) – and how it
can be developed to boost intelligence collection capability.
We hope these articles continue to stimulate learning and sharing,
and look forward to compiling yet another enriching issue of
DSTA Horizons with contributions from the defence
technology community.
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INTRODUCTION
A data link essentially enables two parties to
communicate messages. Data link is not a
modern conception. For example, smoke signals
were used by Native American Indians to
convey messages across a distance. The
mechanism for creating the smoke signals is
fairly simple: it requires only a fire and blanket.
The signal has to be visible and is usually
situated on top of a hill or mountain.
Confidentiality is achieved since the smoke
signals are devised privately and are
probably context specific. (This is similar to a
“one-time” pad.)
This simple example reveals some salient
characteristics of a data link:
a. It must enable collaboration across
a distance.
b. It must ensure secrecy of information.
c. The message to be conveyed must be clear
and easily understood by the
communicating parties.
Implicitly, the data link devised by the Native
American Indians can help maintain the stealth
of intended receivers, and therefore help create
the element of surprise in a military context.
Ancient techniques for establishing
rudimentary data links were not limited to
smoke signals and fire beacons. Signalling
mirrors were also used to convey messages.
According to Murray (2004), the emperor was
alerted to Marco Polo’s arrival in 13th century
China through a series of sunlight signals
reflected off mountaintops along his route.
Heliographs, tripod-mounted sunlightreflecting devices which convey messages
composed of dashes and dots to a designated
target at a distance, were used by the British
in the North Indian and Afghanistan military
campaigns in the 19th century.

An account of a modern day data link, Link
16, given by Kopp (2004) reveals surprising
similarities in the use context of data links.
Most of the Link 16 terminals were originally
operated in a receive-only mode (cf. Native
Indian scouts hiding in a forest) and the signals
were broadcast through an Airborne Warning
and Control System (cf. mountaintop fire and
smoke) controlling the fighter aircraft with
the Link 16 terminals.

WHAT HAS CHANGED?
It is not difficult to visualise how data links are
used for situation awareness and
synchronisation of actions both in ancient and
contemporary times. While data links appear
to have evolved over time, they may have
changed fundamentally.
A phenomenon widely associated with
“inverting the pyramid” is occurring. This
means that the business of sharing secret
messages is no longer limited to a few. Instead,
it can involve a lot more participants. This
requires creating capacity in the form of
wireless and wired networked infrastructure.
Furthermore, it is insufficient to achieve secrecy
only; integrity and authenticity are now
equally important.
Ancient data links have very little informationcarrying capacity. They limit the information
richness. With advances in sensors, it is now
possible to digitise the battlespace. An
unambiguous digitised battlespace can be
formed with the help of a modern data link
that enables every object, both friend and foe,
to be clearly identified, tracked, and if
necessary, engaged. (This is not the case in the
examples mentioned earlier.)
The definition and design of a data link has
to capture a wider spectrum of operational
contexts, functions and processes. It has also
to be synchronised across different services or
units to achieve a degree of integration and
operational effectiveness. For example, an air
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strike should not result in fratricide and should
not slow the advance of ground mechanised
units; instead, the air strike should reinforce
and enhance the mobility of the mechanised
forces. In order to achieve this, both land and
air elements are required to share a common
data link capability. This common capability
provides ease of integration of all necessary
force elements and enables a shorter
warfighting cycle to be achieved. Thus, the
modern data link is engineered to support a
very rich picture of the battlespace and at the
same time reduce the synchronisation time of
all warfighting elements.
Next, we examine the significance of effective
cross-service (or joint) data links. This is
illustrated by using two land-air integrated
warfare scenarios: German Blitzkrieg in World
War II and Operation Iraqi Freedom (OIF).

GERMAN BLITZKRIEG
Blitzkrieg is German for “lightning war” or
“flash war”. The concept revolves around the
coordination of tanks, air power, and artillery
in a concerted effort to breach an adversary’s
line of defence. It is believed that a rapid
breach followed by penetration deep into the
enemy’s rear, destroying logistics and vital
command and control centres, should disrupt
the enemy’s battle rhythm. The ensuing shock
and surprise would then provide the conditions
for encircling the enemy forces and crushing
them. This is illustrated in Figure 1.

The ability to coordinate land and air forces
for the breach and subsequent rapid advance
proved crucial but difficult. Historians have
credited Heinz Guderian with developing the
solution to this problem by equipping tanks,
artillery and the air force with High Frequency
(HF) radio equipment for communications. As
described by Fiedler (2004), Guderian had
worked out techniques to leverage the Near
Vertical Incidence Sky-wave mode of HF
propagation. This enabled the German ground
forces to communicate over a large area of
operations on the halt and on the move, as
well as with the air force. The FuG-10 HF radio
with both monopole and loop antennas was
the mainstay of German Blitzkrieg
communications.
Tactics evolved to support the ground to air
coordination. Air liaison detachments were
deployed to the ground forces to pass requests
from the ground to the air and receive
reconnaissance reports. This was an early form
of close-air support (CAS).
Although a rudimentary CAS system was
established, the Germans did not train to guide
aircraft onto the targets. Furthermore, not all
tanks were equipped with HF radios. Only the
command tanks had both the ability to transmit
and receive. The fleet comprised mainly HF
radios in receive mode. Thus, the “CAS
network” was primarily a “Command and
Control” (C2) net. Situation awareness was
mainly achieved through voice.

7
Figure 1. (Left) Tanks breaching an enemy line with support from dive bombers (German
“Stukas”). (Right) Forces penetrate deep into enemy rear to destroy bases of support.
(The Origin of Blitzkrieg - WWI, n.d.)
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The new concept, tactics and technology for
providing ground-to-air coordination proved
successful in the invasion of France in 1940 and
up to the early stages of the German invasion
of Russia in 1941. Despite the innovation of
tactics and technology, many problems
continued to plague combined air and ground
operations. The ground officers saw air support
as a means to conduct mass fire at critical
points, overcoming the lack of artillery; the
smaller aerial bombs used also meant that
roads and other transport infrastructure would
be left fairly intact, a condition necessary for
continued force progression into the enemy’s
rear. The air officers contended that
distinguishing friend from foe would be
difficult, and furthermore, targets on the
ground engaged in combat would be dispersed
and concealed, diminishing the effects of air
firepower (Close Air Support, n.d.).
Essentially, both air and land elements lacked
a common recognised ground picture. This was
compounded by a lack of an effective data
link. For example, the Germans had to mark
the ground with symbols to signal to air fighterbombers how far the ground forces had
progressed. Evidently, the measure was
intended to prevent fraticides, reinforcing the
observation that there was a lack of situation
awareness and effective data link capabilities.

OPERATION IRAQI
FREEDOM
Fast forward 60 years later. The battleground
has changed from Europe to the Middle East.
The US-led coalition force has launched OIF.
Unlike the Persian Gulf War and Operation
Enduring Freedom in Afghanistan, the US did
not launch a lengthy aerial bombardment and
amass significant forces before launching the
ground campaign. Instead, General Tommy
Franks envisaged a coordinated, simultaneous
land-air campaign. Following the Blitzkrieg
concept, the US forces would bypass the major
cities and avoid fighting Iraqi Military Units.
The centre of gravity was the capture of
Baghdad. Capturing Baghdad would deal a
heavy psychological blow to the morale of
Iraqi military resistance.

Another objective was to minimise collateral
damage to facilitate post-war reconstruction,
especially to the economic infrastructure of
Iraq, such as the oil rigs and wells. The campaign
imperative was speed and the means to
facilitate rapid ground manoeuvre was through
battlespace shaping, i.e., Corp CAS. In particular,
as V Corp lacked the artillery pieces to support
division battlespace shaping, i.e., Multiple
Launch Rocket System (MLRS) to suppress
enemy air defences, Central Command made
the decision to distribute Air sorties to V Corp
through the Coalition Forces Land Component
Commander (Kirkpatrick, 2003).
The US identified three types of CAS:
Type 1: The controller can see both the target
and the aircraft and directs the aircraft attack
on the target.
Type 2: The controller can neither see the target
nor the aircraft but directs the attack on the
target through intelligence inputs.
Type 3: Same as Type 2 but occurs in a situation
where it is assessed to have a low risk
probability of fratricide.
For Type 1 CAS, a simple point-to-point
communications capability may suffice.
Type 2 and 3 CAS require shared situation
awareness and common data link capabilities.
In OIF, only six percent (Kirkpatrick, 2003) of
CAS was Type 1. This demonstrates the critical
requirement all three elements - the
intelligence input, such as from Unmanned
Aerial Vehicles (UAVs), the Joint Tactical Air
Controller (JTAC) and the engaging aircraft have the same situation awareness of the target
and its environment.
The challenge of CAS was further compounded
by two other factors:
a. The battlespace was non-linear and CAS
was required in “killboxes” that were closed
due to the presence of friendly forces.
b. After Operation Desert Storm, the Iraqis
studied American tactics and adopted
asymmetric strategies to reduce the qualitative
edge of superior American technology. They
would disperse into smaller units and seek
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concealment in vegetation and urban areas,
changing location frequently every four
to eight hours, usually in bad weather or
in darkness.
These factors meant that the blue force had
only a short window of opportunity to engage
the enemy and it had to do so in the presence
of its own forces without fraticides. In the past,
this could mean withholding action and
engaging only when coordination with own
forces was achieved. Now, the forces could
operate in a self-synchronised manner.
Some evidence shows that a data linked
environment was conducive for CAS despite
the challenges. For example, just after 10 days,
the Medina Division, reinforced by the
Hammurabi Republican Guard Division, was
reduced to an assessed strength of 29 percent
from an initial assessed strength of 96 percent
(Kirkpatrick, 2003).
Urban CAS also achieved impressive results. By
the end of the war, urban CAS missions had
destroyed 105 bunkers, 225 buildings and 226
targets which included aircraft, command posts
and mobile C2 equipment.

OPERATION IRAQI
FREEDOM CAS
VS GERMAN BLITZKRIEG
Proponents of land-air integration such as
Guderian believed that effective data link is
the key to land-air integration. The results of
OIF have vindicated this belief. It is also clear
that superior air power led the Iraqi military
to adopt asymmetric strategies, making them
potentially more difficult to engage as targets.
In this aspect, officers of the Luftwaffe were
right. Even with precision weaponry, which is
similar to the idea of using smaller aerial bombs
for CAS in WWII, it would not overcome
asymmetric strategies targeted to avoid the
brunt of airpower.
The ability to detect targets using UAVs and
other real-time and near real-time intelligence
sources was crucial to bringing precision
weaponry to bear. In urban CAS, delayed fused

Joint Direct Attack Munitions enabled targets
to be attacked with low collateral damage.
Such attacks were carried out after sensors
such as UAVs had detected and tracked the
targets, and sometimes decisions were made
to defer a strike to reduce fratricides, collateral
damage and civilian casualties. This
circumvented asymmetric strategies such as
dispersion and concealment.
Closing sensor to shooter loops with precision
and with rapidity differentiated the OIF CAS
from German Blitzkrieg land-air coordination.
OIF CAS was precise because all objects were
digitised and de-conflicted before an
engagement. This was a result of real-time
blue and red force tracking through a myriad
of sensors integrated using near real-time
data links.
The sensor to shooter loops were shorter
because the sensors and shooters were tightly
integrated through data links in many cases.
A combination of video, situation awareness
and C2 data links created a real-time
collaboration environment for prosecuting
Type II and III CAS targets. Usually, the
environment is highly localised and supports
a few nodes (a sensor-C2-shooter system),
reflecting a near optimal pairing of sensors
and weapons to target.
In effect, airpower was reinforced; the
integration of a myriad of sensors, intel
analysts, planners and decision-makers using
data links reinforced the effective use of
air power.
In retrospect, the Germans’ inability to direct
aircraft on targets in WWII was a critical gap
in joint land-air integration capabilities. OIF
appears to have closed this gap admirably
(when the weather was good) with its system
of data links. This is indeed a tribute to
60 years of remarkable progress made in
data links.

9
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OPERATION IRAQI
FREEDOM DATA LINKS
The OIF data links deployed were a system of
multiple data links. Unlike the German system
in WWII, it was not simplistic voice
communications over HF. It depended on a
networking of a handful of data links. Some
of these are:
a. Common Data Links (CDLs) used for down
linking sensor information to Ground Control
Stations and C2 nodes. They are used to support
exchange of Intelligence Surveillance
Reconnaissance (ISR) information and employed
mainly on manned ISR platforms.
b. Tactical Common Data Links (TCDLs), a part
of the CDL family, used to equip unmanned
platforms such as UAVs used in ISR applications.
c. Link 16 which is the US Department of
Defense’s primary Tactical Data Information
Link (TADIL) based on J-series messages. It is
used for C2 messages and air-to-air assets i.e.,
surveillance tracks, Electronic Warfare, weapon
coordination, etc. It supports a wide area of
operations (300 nm diameter).
d. The Enhanced Position Location Reporting
System (EPLRS) / Situation Awareness Data Link
(SADL) which complements Link 16 by providing
the ground situation awareness picture. Aircraft
equipped with SADL can also share air
surveillance tracks and C2.
e. Video Data Links which provide information
/ video downlinks from UAVs and Litening Pods
(on F16s and F15s) to specific JTACs and/or
Special Operations Forces (SOFs) with
special receivers.
Of the four data links, EPLRS played an
important role for CAS because it was able to
display the five closest friendly units within
proximity, regardless of the target position.
This was critical as the Blue Force Tracker (BFT)
provided a non real-time update of Blue Forces’
position with refreshes occurring approximately

every five to 10 minutes. The information from
BFT could not be used to gauge the accurate
position of a unit to avoid fratricides.
The video downlinks from UAVs and video
pods gave JTACs and SOFs a positive
identification of a target. It also enabled the
JTACs and SOFs to guide shooters such as F16s
and F15s to the targets. Battle Damage
Assessment (BDA) through the video downlinks
was also instantaneous, enabling a faster
decision to re-strike if necessary.
While EPLRS and video data links provided the
capability for precise and rapid decentralised
execution, the suite of CDLs, TCDLs and Link
16 provided the means for integrating
intelligence with C2, enabling centralised
control and the efficient allocation of resources,
such as weapons and sensors to target pairing.
The increase in the sophistication of data links
enabled integration and operational
effectiveness. However, it came with a price.
The Germans in WWII relied mainly on HF
radios for communication. This entailed the
same frequency and waveform operations. The
advantage was greater manageability and
unquestioned interoperability across land-air
elements. OIF used different data link types.
Consequently, for interoperability, “gateways”
were required. For example, integrating Link
16 and EPLRS/SADL required the Transparent
Multi-Platform Gateway (TMPG). The TMPG
translated Link 16 TADIL-J messages to SADL
type messages.
The different types of data links have created
a situation where gateways have become a
necessity. The gateways can be deployed on
ground platforms, such as the BUG-E, or
airborne platforms such as the KC135 ROBE.
The manageability, mobility, persistence and
survivability of these platforms have to be
factored into the mission equations for success.
Recognising the problem, the US has embarked
on the Joint Tactical Radio System (JTRS). A
key piece of technology is the Wideband
Networking Waveform (WNW). This will be a
common capability to enable cross-service
integration. The JTRS will harmonise the
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incompatibilities and resolve some of the issues.
However, because the JTRS programme has
placed too much emphasis on legacy
waveforms, backward compatibility and
replacement of legacy radio systems, it is
experiencing cost overrun and schedule slips.
The programme has to be structured around
the WNW but with interoperability with fewer
legacy waveforms. This also means that
gateways will be necessary in the interim to
operate with legacy radio systems.
A multi-data link environment would seem
inescapable. With the current emphasis on
joint interoperability, this means gateways on
the ground, in the air and on ships. These
gateways are a current reality but they do not
promote agility and nimbleness. Very often,
they have a large footprint, i.e., US ROBE and
BUG-E which is counter to mobility, lowsignature and survivability
Should cross-service integration comprise a
system of multiple data links interconnected
by gateways? Should it be one with greater
commonality, and therefore, reducing the
number of gateways? Which is more efficient
and effective?

AN EFFECTIVE
JOINT DATA LINK
ARCHITECTURE CONCEPT
The land-air integration is but one example of
cross-service, integrated operations. In the
nomenclature of network centric architecture
given by Dekker (2005, Architecture D), the
“joint” architecture is the most complex for
data link solutioning. This is due to the complex
matrix of information exchange requirements
among platforms and also due to the
heterogeneity of the platforms, which imposes
different requirements on the data links, i.e.,
terrain, speed etc.
Furthermore, it is expected that the joint
network-centric architecture will have a richer
interconnectivity matrix as more unmanned
sensors and weapons which are harmonised

with manned systems are introduced . This
integrated system of systems, conceived to
shorten the engagement cycle, will create new
demands on data links in terms of bandwidth,
latency and range.
These systems will initially be few, as they have
to undergo a phased transition of
experimentation, integration and operational
transformation before they are cost-efficient
for mass adoption. This process leads to high
demands for such assets and their products,
i.e., sensor imagery, video, etc. Joint access to
such products, whether in their raw or
processed form, will be vital to creating an
accurate common operational / tactical picture.
The access has to be sustained even while on
the move without limiting the operations
tempo. This leads inevitably to the development
and research of ad hoc networks. In this
approach, the proponents frame the problem
of data links around ad hoc, mobile
networking capabilities.
An example of this approach is given by
the US Wideband Networking Waveform
which is currently developed to provide
advanced ad hoc networking capabilities for
a joint networking, data-linked environment.
Most proponents of ad hoc networking
envision a network of seamlessly connected
nodes with multi-hop capabilities and
autonomous routing scaling to thousands of
nodes. In examining the conditions of joint
connectivities, an ad hoc networking capability
is necessary but not sufficient to achieve
effective and optimal data link capabilities.
We may draw some insights from scale-free
network research.
In 1998, physicist Albert-Laszlo Barabasi
mapped the World Wide Web using a web
crawler (Scale-Free Network, n.d.). He found
that the Web did not resemble a random,
distributed network, against conventional
wisdom. Instead, the web exhibited many wellconnected nodes. Unlike random, distributed
networks, the proportion of well-connected
nodes does not diminish as more nodes are
added, but rather, remains constant. Barabasi
coined the term “scale-free networks” to

11
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Figure 2. Performance Score of Scale-Free Networks (Dekker, 2005)
represent this specific class of networks.
It turned out that scale-free networks describe
a fairly large spectrum of networks,
including power grids, social networks and
gene-to-gene interactions.
Several properties of scale-free networks
interest us:
a. Scale-free networks are more resilient to
errors than random, distributed networks.
Since data transfers in a wireless medium are
sensitive to errors (more errors lead to lower
data throughput), scale-free networks have
an advantage.
b. Although scale-free networks are resilient
to random errors, they are vulnerable to direct
attacks on the “hubs”.
c. Research indicates that removing a highcapacity, direct link to a “hub” reduces the
value of the network more than removing long
range but lower-capacity links.
The author has performed some preliminary
studies on adapting the ideas of scale-free
networks to wireless ad hoc networks (Chia,
Tri & Su, 2006). One possibility is to adopt
diversity techniques to reduce the vulnerability
of direct “hub” attacks. Thus, in theory, a scalefree network could be made robust to both
random errors and deliberate attacks.
It must be emphasised that scale-free networks
are different from ad hoc networks in the sense
that ad hoc networks assume random
distribution of the nodes. To communicate

end-to-end, ad hoc networks do not limit the
number of hops to achieve communication.
In fact, ad hoc networks are designed to be
efficient for end-to-end connections across
multiple hops. Scale-free network research has
shown that this is not desirable. Instead, direct
connections with very limited multiple hop
connections are preferred as this is shown to
be topologically more stable (from the view
point of errors).
Dekker (2005) has performed simulations to
compare the performance differences between
ad hoc, random networks with those of scalefree networks, with emphasis on military
context. The results are shown in Figure 2.
The parameter p is the Kawachi process
parameter that determines the attachment
behaviour of nodes in large networks. For p
equal to unity, a random or distributed network
is formed. (This is usually the ad hoc networking
case.) For p greater than or equal to two, a
scale-free network is produced. (For these cases,
the networks have mostly direct connections
not with each other, but communicate through
hubs that have evolved to be optimal for
connections.) It is shown in Figure 2 that the
performance, determined by loss exchange
ratios of two opposing forces, is better for the
scale-free network compared to a random,
fully distributed network (fully ad hoc).
The reason for the difference in performance
is two-fold. First, the presence of “hubs” in
scale-free networks facilitates direct links.
Second, in the scenario, the links simulated are
fairly high-speed links (relative to mobility).
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The results indicate that ad hoc networking is
a necessary condition but not sufficient for
optimal connections of joint data links. Special
algorithms that mimic the “preferential
attachment” scheme of scale-free networks
should be incorporated into ad hoc networks.
If this condition is fulfilled, it is possible to
achieve fault-tolerant, optimal ad hoc networks
for joint data link operations. The results also
mean that it may be more productive to focus
on the creation of highly dynamic subnets with
predominantly direct connections and possibly
very few hubs of opportunity. In this case, ad
hoc routing is not a dominant consideration.
The ability to carefully select these “hubs”
through algorithms is the key. Since these hubs
carry the bulk of information, the subnets
should preferably be broadband enabled.
The hubs themselves should then be ad hoc
networked across a very “thin” backbone,
suggesting that this backbone may not
necessarily be itself broadband. The reason for
this is that long range links have to be more
robust and a trade-off between robustness
and data carrying capacity is necessary. This
concept is depicted in Figure 3.
Here is an explanation of the different
components:
a. The “thin” backbone provides wide area
coverage and trades off high data rates for

longer range and wider coverage. It is also
robust to possible interference.
b. The broadband local area network (LAN) is
devised to be an ad hoc, peer-to-peer network
so that the ability to form “hubs” temporally
and spatially is facilitated. Furthermore, the
links should be high capacity in nature; the
higher capacity links ensure that local force
elements are synchronised and function much
faster to prevent attacks that could inflict harm
on the system.
c. Both the “thin” backbone and broadband
LAN can function independently of each other.
However, should the need arise to leverage
each other for extended and expanded
situation awareness, common protocols and
message translators can provide the means to
connect seamlessly.
The “thin backbone” is accessible only to a
select group of participants – the “hubs”. This
ensures low latency across very wide coverage
and long ranges. Since this is a select group,
there are fairly few participants. Second, the
“thin backbone” has to be fairly flexible for
technology insertion. This provides the
possibility to remove the trade-off between
data rate and range. In addition, new
participants can be added. A “thin backbone”
composed of software defined radios providing

“THIN” BACKBONE (WIDE AREA COVERAGE)
Translators

BROADBAND
LAN

Protocols

BROADBAND
LAN

BROADBAND
LAN

13
NODES CONNECT DIRECTLY
(FULL-MESHED)
Figure 3. Joint Data Link Architecture Concept
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flexibility of waveform and frequency should
be optimal.
The broadband LAN shall increasingly comprise
Commercial Off-The-Shelf equipment such as
WiFi and WiMax, and be based on Internet
Protocol adapted for military environment,
frequencies and range. This creates the
condition for maximum number of participants
to be equipped with the same communications
means. With mass proliferation, peer-to-peer
connections and the exchange of information
are assured. This is the commercial model –
ubiquity drives connectivity.
In our architecture, “hubs” are gateway
equivalents. Thus, our architecture also
advocates more commonality and less gateways
for optimal operations.

CONCLUSION
There is currently no analytical template to
compare different data link architectures for
efficiency and effectiveness. Reasons for
adopting any data link architecture are also
not purely driven by technical merits alone.
They have a lot to do with the alliances and
hence, interoperability requirements for
coalition operations. European countries, for
example, have adopted two primary data links
– Link 16 and Link 11 (22). This is to interoperate with US forces and equipment.
A second driver is legacy systems. Many
countries have indigenous data links, i.e.,
Sweden’s Ra-90, which are already in-service.
These systems have to be taken into
consideration when developing a data link
architecture for joint operations.
Thus, we expect the above conceptual
architecture, driven purely by technical factors,
to evolve taking legacy systems and future
defined coalition operations into account. A
resultant architecture may then be different
from what we have envisioned.
Another consideration is that any adversary
will adapt to superior technologies using
asymmetric strategies. From WWII to OIF and
the Israeli-Hezbollah war, it has been proven

that when faced with an overwhelming force,
the adversary will disperse and conceal itself.
Cordesman (2006) noted the limitations of
intelligence, target and BDA against an
adaptive enemy. Taylor (2005) made the same
observation that current light ground and
aerial surveillance is insufficient to gather
intelligence on an adversary that adapts,
disperses and conceals himself using knowledge
of the surveillance capabilities of the US and
other Western Countries. The US Army appears
to have evolved its warfighting system to fight
a dispersed enemy in line with the observations
of Cordesman and Taylor long before the
Afghan and Iraqi wars. The warfighting system
is known as Future Combat System.
Because the adversary is intelligent and
adaptive, and we should not assume otherwise,
the data link system for joint operations must
be designed to be capable of supporting future
operations against fleet-footed, highly stealthy
adversaries. Against such adversaries, the data
link must support equally fleet-footed and
stealthy sensors, i.e., soldiers on the ground.
To be clear, it does not help to give a soldier
a Link 16 terminal because of the form and fit.
Thus, future data links must be “sized”
appropriately for disadvantaged users or nodes,
i.e., tactical unmanned systems. In this aspect,
our architecture which advocates very few
hubs (resource-rich) and many nodes (resourcepoor) directly connected with these hubs strikes
a good balance between performance,
affordability and flexibility.
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INTRODUCTION

to establish clear lines of communication to
their command post and to one another. The
situation stabilises quickly, as the homeland

[Scenario 1 – Present Day]

security force’s entire command and control

An emergency has occurred at the Suntec

hierarchy is firmly put in place. The citizens

Singapore International Convention and

inside the centre wait confidently for the

Exhibition Centre during a mega event where

situation to be taken care of, with access to

there are more than 50,000 delegates and

real-time public news via their 4G video mobile

visitors present. There is chaos and panic.

phones.

Anxious citizens frantically attempt to use
their mobile phones to contact their loved
ones but the lines are jammed. The entire
homeland security force, including the police

WHAT IS A COGNITIVE
RADIO?

and the military, quickly converges on the
scene.

Command Posts are set up

immediately in the vicinity. Attempts to
establish clear lines of communication for the
various units from the homeland security
force have been frustrating, as the
communication devices are either not
interoperable or are jamming one another.
It is a nightmarish situation, since without
any means to communicate, the entire
command and control hierarchy is rendered
ineffective. The scene is one of total anarchy.
The situation stabilises only after a long delay
during which the authorities establish
communication lines via careful spectrum
management and network access regulation.
[Scenario 2 – The Future]
An emergency has occurred at the Suntec
Singapore International Convention and
Exhibition Centre during a mega event where
there are more than 50,000 delegates and
visitors present. There is initial chaos and
panic. The entire homeland security force,
including the police and the military, quickly

Rene Descartes famously proclaimed “Cogito,
ergo sum”1 or “I think, therefore I am”, thereby
convincing himself of his own existence.
Likewise, cognition is the cornerstone of a
Cognitive Radio (CR).
CR is usually discussed in the same breath as
Software Defined Radio (SDR)2, simply because
the best brain is helpless unless there is a body
for it to act with. The SDR is the body which
the CR acts with to sense the world around it
and influence its position in the world. The CR
can thus be viewed as the next quantum step
beyond Software Radio.
CR is a smart radio that possesses selfawareness, environmental / contextual
awareness, and adapts itself accordingly. The
term Cognitive Radio was coined by Joseph
Mitola III in his PhD dissertation at the
Royal Institute of Technology, Sweden,
and encapsulated the radio ideal –
a flexible, multipurpose device which
o ff e r s c o m m u n i c a t i o n e v e r y w h e r e ,
anywhere, anytime.

converges on the scene. Command Posts are
set up immediately in the vicinity. Inside the
centre, anxious citizens use their cognitiveenabled mobile phones to contact their loved
ones, and despite the heavy call traffic, there
is good call quality and coverage. Outside
the centre, various security units use their
cognitive software-defined handheld radios

Like any thinking organism3 the CR has to go
through a thought process to lead to changes
in its internal model (learning) and its actions
(adaptation). The CR’s cognition cycle is shown
in Figure 1.
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Generate Alternatives
(Programme Generation)

Evaluate Alternatives

Figure 1. Cognition Cycle (Mitola, 1999)
Cognition cycle behaviour can be generalised
into two main tracks:
Reaction Loop (External loop in Figure 1) –
The envisioned CR observes the outside world,
orients itself in the context of this world, and
either plans, decides, or acts immediately,
depending on the urgency of the situation.
Learning Loop (Internal loop in Figure 1) –
The CR observes the outside world and applies
the external stimulus to its knowledge base
with artificial intelligence.
Joseph Mitola classified the tasks to be
performed into nine levels based on the level
of cognition required (Table 1).
Until recently, the radio has been a “dumb”
piece of equipment that could only function
as it had been pre-programmed to, and adapt
in a very limited manner when the operator
manually controlled the mode change. This
was in a very large part due to the radio’s
dependence on specific hardware, resulting in
incompatible systems which could only
interoperate with each other via implementing
specific gateways for each pair of radio types
that needed to communicate with each other.
The gateway was thus the single point of failure
in connecting two different radio nets, and

was a critical weakness in force intraconnectivity. In addition, implementing a
different gateway for each pair of radio types
would be expensive and laborious for forces
with many different radio types. This is because
the number of gateways increases dramatically
as the number of radio types increases.
In the late 1990s, the US embarked on the
Joint Tactical Radio Systems (JTRS) programme
to solve its blue force intra-operability problem.
The JTRS would replace legacy radios with “a
family of interoperable, digital, modular,
software-defined radios that operate as nodes
in a network to ensure secure wireless
communications and networking services for
mobile and fixed forces” (Joint Program
Executive Office, 2006). This ambitious goal
was to be realised by the SDR, which by
decoupling the radio from its hardware, was
a radio that could be reconfigured via software
to perform different functions. This would
result in a flexible system and break the then
stovepiped development of radio systems.
Thus, the SDR marked the first evolutionary
step towards the fully adaptive radio idealised
by the CR.

19
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Cognition
Level

Capability

Task Characteristics

0

Pre-programmed

Radio has no model-based reasoning capability

1

Goal-driven

Goal-driven choice of frequency band, air interface,
and protocol

2

Context
Awareness

Infers external communications context with
minimum user involvement

3

Radio Aware

Flexible reasoning about internal and
network architectures

4

Capable of
Planning

Reasons over goals as a function of time, space
and context

5

Conducts
Negotiations

Expresses arguments for plans / alternatives to users,
peers, and networks

6

Learns Fluents

Autonomously determines the structure of
the environment

7

Adapts Plans

Autonomously alters plans as learned fluents change

8

Adapts
Protocols

Autonomously proposes and negotiates new
protocols
Table 1. Cognition Tasks (Mitola, 2000)

WHY IS COGNITIVE RADIO
VIEWED AS A DISRUPTIVE
4
TECHNOLOGY
The SDR can be described as today’s frontrunner in radio research and technology, and
yet, cannot truly claim to have attained
cognition level 1. The SDR, for all its flexibility,
is still dependent on manual reconfiguration
(Over The Air or otherwise) and is not able to
adapt in goal-driven scenarios without
substantial operator/man-in-the-loop
intervention.
In contrast, the CR is ideally able to perform
high-level cognition tasks autonomously. Taken
to extremes, the CR is able to propose and
negotiate protocols (Level 9) with minimal user
intervention. This is akin to two humans who
speak different languages being able to

communicate with each other (after a learning
period) without outside help.
In truth, the CR need not attain Level 8 to push
radio communications to a new frontier. With
context awareness (Level 2), self-awareness
(Level 3), planning capability (Level 4), and
negotiation capability (Level 5), the CR would
already have relieved radio operators of much
of the frequency preplanning and other tasks
required for blue force communications.
Figure 2 shows the suite of functions which
may be required in order to unleash the full
potential of a cognitive radio. The radio must
sense the external environment, know its own
position in this context (hence the need for
positioning), and be able to access multiple
bands and networks.
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Figure 2. Potential required functionalities of a cognitive radio5

POTENTIAL BENEFITS
Dynamic Spectrum Access
A major motivation for the development of
CR today is its promise of opportunistic and
dynamic spectrum access. Today, licensed
spectrum is a scarce and costly resource.
However, studies conducted in the US indicate
that at any one time, in any one location, the
actual spectrum usage is only 5-10%.
The CR senses spectrum usage by licensed users
and uses the unused spectrum, giving way to
licensed users when it detects that the licensed
user is transmitting a message. This application
brings tremendous benefits to the commercial
telecommunications industry, and is currently
a major driver in CR research.
In the military context, dynamic spectrum access
does away with much of the laborious
frequency preplanning and coordination
required before deployment. Blue force
interoperability is also enabled since two
mutually interfering equipment in close
proximity would adapt to each other in such
a way that interference is reduced.

Increased Network Throughput
and Reach
In a normal scenario, a sender who desires to
transmit a message would need to sense if the
desired spectrum is currently occupied by a
sender. If it was, many current network
protocols required the second sender to back
off. In contrast, CR offers the potential for
both senders to transmit simultaneously. Using
an algorithm similar to dirty paper coding, the
second sender could encode his transmission
such in a way that the interference presented
by the second sender to the first receiver was
transparent to the first receiver. A priori
knowledge of the first sender’s transmission
by the second sender is required; this would
be obtained by the CR via its spectrum
sensing methods.
Alternatively, an idle CR that detected a
transmission from another node in its network
could aid the transmission by transmitting a
copy of the same message, thus increasing the
reach and achievable data rate of the
transmission. Collaborative sending would
need to be balanced against each node’s own
need for transmission. Network coding
techniques, with which a node in reach of both

21
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the sender and receiver nodes encodes the
messages between them smartly to reduce the
total number of messages sent between the
two communicating nodes, could also be
applied in an adaptive / cognitive radio network
with greater ease than a non-adaptive
network6.
In a non-collaborative scenario, the CR would
increase data rates and reach by sensing the
interference within its context, and adapting
to it when the need arises by tweaking its
own radio parameters e.g. transmitted
power, modulation scheme, or even
antenna directivity.

Interoperability
Due to the congested nature of the
electromagnetic spectrum, it is common for
multiple emitters to share the same frequency
band. Thus, interference mitigation is
unavoidable for blue force interoperability.
CR’s dynamic spectrum access functionality
goes a long way towards mitigating much of
the mutual interference. Smart transmission
encoding by secondary users of the spectrum
as described above would also mitigate the
interference experienced by receivers. In
addition to frequency access and encoding
techniques, CRs equipped with smart
directional antennas and power control would
also focus their transmission only in the
direction of the intended receivers at an
appropriate power level to minimise potential
interference to other receivers.
Interoperability between different systems has
been a major concern for many military forces.
As noted earlier, the US was motivated to drive
SDR development simply because they had
difficulties communicating across their different
radio systems (Joint Program Executive Office,
2006)! A high-level CR would mitigate this
problem by negotiating and proposing new
protocols. Essentially, two Level 8 CRs would
be able to communicate by autonomously
proposing new protocols between themselves.

On a less ambitious note, a Level 3 CR would
learn about the existing radios in its proximity
and depending on a priori knowledge, switch
to the appropriate protocol to communicate
with its desired receiver nodes. This does away
with the need to carry multiple radio
equipment or to implement a gateway for
each pair of radio types.

Communications Assurance
All users of wireless communicators such as
mobile phone users have had the experience
of a call being interrupted by noise or even
suddenly terminated as they moved from
location to location. A CR would sense the
changes in the external environment and adapt
based on the user’s requirements. For example,
in an especially noisy area, the CR could sacrifice
data rate for low bit error rates by changing
its modulation, or by simply changing the
frequency band. Over time, the CR would learn
the combination of parameters that works best
in each environment e.g. foliage vs. urban
terrains, and adapt by adopting the optimal
set of actions for each environment. Examples
of observed parameters (“meters”) and the
possible reaction parameters (“knobs”) are
shown in Table 2.

CHALLENGES
The challenges to realising a CR in the military
context are manifold, ranging from physical
considerations to policy development.

Software Challenges
CR has the ambitious goal of incorporating
and implementing the learning capacity and
flexibility of a human brain into a machine.
The tasks associated with this goal are
staggeringly complex. These range from basic
cognitive functions such as data collection from
the environment and user sensing, to mediumlevel functions such as performing dynamic
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Layer
MAC

Meters
(Observable parameters)

Knobs
(Writable parameters)

Frame error rate

Source coding

Data rate

Channel coding rate and type
Frame size and type
Interleaving details
Channel / slot / code allocation
Duplexing
Multiple access
Encryption

PHY

Bit error rate

Transmitter power

Received signal power

Spreading type and code

Noise power

Modulation type and order

Interference power

Pulse shaping

Power consumption

Symbol rate

Fading statistics

Carrier frequency

Doppler spread

Automatic gain control

Delay spread

Antenna directivity

Angle of arrival
Other

Computational power

CPU frequency scaling

Battery life
Table 2. Examples of Meters and Knobs7
resource allocation and radio parametric
adaptation in real time, and high-level
functions such as collaborating and negotiating
with ever expanding ad hoc networks and
applications. In addition, the military
operational scenario is unpredictable and ad
hoc, requiring communications any time and
anywhere, presenting a problem that is not

of the JTRS programme as well as other nonUS programmes, coupled with the maturity of
the common Software Communications
Architecture (SCA)8, a few finer details remain
to be worked out. One of these finer details
is the adoption of common security hardware
requirements for the SCA-compliant SDR
platform.

easily bounded or predictable. The artificial
intelligence skill set required to tie the CR
together is a key challenge that needs to be
overcome to realise this dream.

Radio “Hardware” Challenges
The CR needs a “hardware” platform, very
much like how a Microsoft Windows Operating
System needs a PC with which to influence its
position in the world. Although SDR technology
has progressed significantly since the inception

The CR’s hardware requirements are not trivial.
For example, in order to dynamically access
spectrum without interfering with primary
users, the CR would need -- (a) to have a
receiver much more sensitive than that of the
expected receivers in the area; (b) to filter the
multitude of incoming signals and decide which
are the valid signals from existing users; (c) to
locate the existing users; and (d) to adapt in
real time its own transmission behaviour in
terms of power, direction, frequency band,
modulation, etc. The challenge for CR hardware

23
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is to fit all of these requirements into a single
cost-effective and portable platform9.

Regulatory Challenges
In order for CR to interoperate on a large scale,
rules of behaviour need to be set out and
adhered to. For example, in the commercial
context, in the case of dynamic spectrum access,
the interests of licensed spectrum users need
to be protected. Unfortunately, the current
technology is not sufficiently mature in
providing the necessary level of assurance to
existing primary users to reduce their resistance
against the deregulation of spectrum access.
In the military context, etiquette would dictate
the behaviour of “secondary” users who want
to operate in the same spectrum and locality
where other military “primary” users are
already operating. Such rules of behaviour
could help to mitigate the mutual interference
effects of emitters and receivers located on
the same platform10.
Policy development for CR is a necessary but
delicate and painstaking process involving
various stakeholders ranging from regulatory
bodies to industry and R&D players who
would influence the policy trends with
their technology.

Security Challenges
Over-the-air reconfiguration of a SDR offers
an operational flexibility that is currently
unheard of. However, a highly-evolved CR that
is able to negotiate with other radios and
modify its own protocols would be even more
vulnerable to malicious software attacks.
Hence, there are security implications associated
with the SDR/CR downloading, installing and
using software that could reconfigure the radio
behaviour such as frequency, power, and
modulation. Unauthorised modifications to
the SDR/CR, for example, could result in system
overload, violation of power control profile,

unauthorised access to content, impersonation
and spoofing behaviour. In the military context,
the security implications cannot be
underestimated.
Security issues include the identification of the
authority to control the reconfiguration,
protection of the reconfiguration signal,
accuracy of the reconfiguration information,
secure download of the reconfiguration
software, and conformance requirements of
the hardware (Cook, 2004 and NTIA, 2005)11.

CONCLUSION
With the trend towards network-centricity
both in the commercial and military arenas,
the use of wireless communications
technologies and devices is becoming more
prevalent everyday. The solution to meeting
this insatiable appetite for connectivity, in the
face of limited frequency spectrum and rigid
regulatory policy rules, while not increasing
costs (operator or man-in-the-loop), lies in the
spirit of CR.
This dream is not beyond reach. The Defense
Advanced Research Projects Agency’s Next
Generation (XG) programme is developing the
technology and system concepts to dynamically
access the radio spectrum. The first in a series
of field demonstrations of XG integrated tests
was recently conducted and showed that XG
could operate without interfering with existing
radios in the area12.
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ENDNOTES
1. This is the Latin rendition of Descartes’
original statement “Je pense, donc je suis”
in 1637.
2. A SDR is a radio whose channel modulation
and demodulation waveforms are defined
in software. As the purpose of a SDR is to
allow re-programmability simply via loading
new software, the SDR performs much of
its signal processing on re-configurable
electronics such as general purpose
processors.
3. Many cognitive radio researchers
perceive the Cognitive Radio as a
biological organism due to its ability to learn
and adapt to external stimuli.
4. Disruptive technology is a term coined by
Harvard Business School professor Clayton
M. Christensen to describe a new technology
that unexpectedly displaces an established
technology.
5. Adapted from Joseph Mitola’s Doctor of
Technology Dissertation, 2000.
6. MIT CSAIL and University of Cambridge
(Ref [3]) have worked on a new forwarding
architecture for wireless mesh networks
called COPE. COPE’s advantage can be seen in
the simple scenario of two nodes, X1 and
X2, communicating across an intermediate
relay node. In most network architectures,
a total of four transmissions would be required
for X1 and X2 to communicate. Under COPE,
the relay node stores the data from X1 and X2
and transmits an XOR of these two data

packets. X1 can then recover X2’s data by
performing an XOR of its own data with the
data from the relay node. The same applies to
X2. The total number of transmissions required
is reduced to three. Experimental results
indicate that the network throughput gain
varies from a few percent to several times
depending on traffic patterns, protocol,
congestion levels.
7. Courtesy of Centre for Wireless Technology,
Virginia Polytechnic Institute and State
University.
8. The latest released SCA version is SCA v2.2.2.
Note: SCA v2.2 is most commonly adopted
by industry players.
9. The authors note that the signal detection
threshold is higher than the receiver
sensitivity in order to reduce false alarms.
Thus, the CR may not detect an existing
signal that is very weak even if the signal
level is above its receiver sensitivity and
transmit, causing an increase in interference
to the existing user.
10. Today, the conflicts between emitter(s) and
receiver(s) on the same platform are resolved
via sending blanking signals to the affected
Systems when the emitter wishes to transmit.
11. Please see Ref [1] & [7].
12. Please refer to Shared Spectrum
C o m p a n y ’s 1 8 S e p t e m b e r 2 0 0 6
p r e s s
r e l e a s e
a t :
http://www.sharedspectrum.com/content/pre
ss/XG_Demo_News_Release_060918.pdf
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INTRODUCTION
As a small nation, Singapore has limited human
resources, land and airspace. The strategic use
of Modelling and Simulation (M&S) to help us
overcome these constraints is therefore crucial.
We thus formulated our simulation master
plan, called the Vision for SAF Simulations
(VSS), back in the mid-1990s. The Joint
Modelling and Simulation Environment for
Wargaming and Experimentation Labs (JEWEL)
was conceived as the simulation environment
in support of VSS. This enterprise-wide
approach to simulation is analogous to what
is happening in the business and command
and control (C2) worlds.
Designed with reusability and interoperability
as its primary precepts, JEWEL would be an
open software environment that allows the
incorporation of new technologies and
standards from governmental, commercial and
R&D bodies. It would be a launching platform
from which new application needs can be
satisfied accurately and quickly. To maintain
openness and as a result future-proof JEWEL,
DSTA believes that substantial attention must
be devoted to its information architecture,
both in terms of representation as well as
content, as demonstrated in our adoption of
High Level Architecture (HLA) and Extensible
Markup Language (XML), among other
standards. JEWEL would support the Singapore
Armed Forces (SAF) in training, analysis,
experimentation and acquisition.

JEWEL
Motivation

Reduced Cost, Shorter Time-to-Deploy,
Reduced Risk. Through the reuse of common
components and models, the cost to develop
new M&S applications would be greatly
reduced, as we only need to develop the deltas
to meet the specific user requirements. This,
in turn, translates to shorter time required to
deploy the systems. Project risks would also be
reduced, as we are reusing tested components
from similar projects.
Meeting User Requirements “On Demand”.
With composability built into the environment,
the systems deployed will be more flexible and
re-configurable to meet different
experimentation requirements, on demand.
Greater
Command,
Control,
Communications, Computers and IntelligenceSimulation and Simulation-Simulation
Interoperability. The focus on shared conceptual
and data models, common interoperability
standards and components will enhance
interoperability among simulations, and with
the C4I systems.
Improved Consistency. Standardisation
facilitates the verification and validation of
models. Reuse of these validated models will
enhance the consistency of outcomes across
our M&S systems, which is key if M&S were to
aid decision-making.
Extended Systems Shelf Life. The adoption
of an enterprise architectural approach rather
than the stovepipe system approach will lend
greater manageability to continuously upgrade
our systems in order to keep up with new
technology and standards, thereby extending
the shelf life of these systems.

Anatomy
The primary motivation behind JEWEL is the
anticipated increase in demand for M&S in the
SAF to support experimentation, training and
operations. We can no longer afford to rely
on the traditional approach of developing
stovepiped simulation systems for each
application. A more radical approach that
involves the development of a common,
interoperable and shared M&S environment
will be required, with these long-term benefits:

JEWEL is a collection of data and interface
specification standards, frameworks and tools,
and composable models and databases, as
shown in Table 1. The rows of the table are
explained as follows:
Repositories of Composable Models and
Databases. This layer refers to the physical set
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of reusable models and databases that are
developed or acquired to perform specific
simulation functions.
Frameworks and Tools. This layer consists of
the technical frameworks that provide the glue
essential for the different simulation tools to
integrate seamlessly with one another. Some
of these tools are available commercially offthe-shelf while others are custom-developed
for the JEWEL environment.
Data and Interface Specification Standards.
In order to enhance the level of interoperability
among simulation systems, and between
simulation and C4I systems, it is important that
these systems adopt consistent data and
interface specification standards. This would
minimise the problems associated with the

interpretation and mapping of data as a result
of representation differences.
Across Table 1, we account for all activities
during the M&S lifecycle. The columns are
explained as follows:
Modelling. Model development poses great
challenges to system developers, as it requires
both the technical expertise of programmers
and the domain knowledge of subject matter
experts. Maintaining models as technology
changes is also an issue. The direction is
therefore towards a formal development
approach whereby models are captured at the
conceptual level, independent of the
underlying platforms and technologies. The
generation of platform-specific codes should
be automated as far as possible.

Activities
Modelling

Deployment
Composition
and System
and Integration Configuration

Simulation

Analysis

Models (and Specifications) Repository
Sim-C4I Interface Maps Repository

Repositories of
Composable
Models and
Databases

Frameworks and Tools Repository
Real-time Platform Reference Federation Object Models
Battlespace Repository
System Configuration Repository
Simulation State Repository

Framework
and Tools

Integrated
Model
Development
Environment
Terrain
Development
Tools

On-Demand
Synthetic
Battlespace
Composer

System
Configuration
Editor

Scenario
Editor
Distributed
Simulation
Engine
Computer
Generated
Forces
Framework
Injects
Framework
Assortment
of Graphical
User

Data Analysis
Console
After Action
Review Tools
Data
Analysis
Tools

Models Specifications
Sim-C4I Interface Maps Repository

Data and
Interface
Specifications
Standards

Tools Interface Specifications
High Level Architecture Federation Object Models Specification
Battlespace Specification
System Configuration Specification
Simulation State Specification

Table 1. Anatomy of JEWEL
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Composition and Integration. Battlespace
composition adopts the “lego brick” paradigm
for M&S system development. It stems from
the desire to re-configure and reuse systems
through plug and play. It is often a stated
system objective among the more recent M&S
developments such as OneSAF and is a result
of the advancements made in componentbased technologies.

and interoperability. DSE also embodies high
performing design and implementation
decisions, in order to satisfy the disparate needs
of various M&S communities. These include
experimentation and training.

Deployment and System Configuration.
M&S systems today do not normally operate
in a standalone manner. They are often
embedded within C4I systems, and operate
within a federation comprising other simulation
systems. HLA is the current technology for
integration among simulation systems. The
technology is still being enhanced to address
some of its current limitations. Integration
between M&S and C4I systems is traditionally
achieved through the use of dedicated
gateways. Increasingly, web technologies are
being considered as the enabler for greater
Simulation-Operations integration.

Introduction

Simulation. This is the focal point of all
simulation environments as it is where the
actual simulation is being executed. All the
other stages exist to support the runtime
simulation. The key issues that characterise this
stage are mainly performance-related, such as
the scalability of the specific runtime simulation
architecture and the level of interactivity. A
simulation engine is usually at the heart of the
runtime architecture, which in turn is supported
by other simulation components such as
behavioural or Computer Generated Forces
(CGF) engines.
Analysis. Analyses are conducted in order
to maximise the values of the simulation runs.
Standard after-action-review features include
the ability to perform record and playback.
More advanced capabilities would include the
ability to use commercial off-the-shelf tools
for statistical analysis as well as data mining
of data captured during simulation runs.
We devote the entire next section to the
Distributed Simulation Engine (DSE), as it is
the core component of JEWEL, and plays a
pivotal role in our endeavour to achieve reuse

DISTRIBUTED
SIMULATION ENGINE

DSE is a software framework that provides
the following:
A set of base classes that represents the
common concepts. By default, these classes
define a set of Application Programming
Interfaces (API) that different components of
applications may use to interact with one
other (see later sections). These base classes
can be used to define application specific
concept types.
A simulation kernel that keeps track of time
and orchestrates the execution of all
application components.
Communication capability that handles
networking issues between processes built
on DSE.
Distributed database services for storing
runtime instances of all concepts.
Avenues for attaching commonly used
repositories or libraries of functions. Examples
include the assets definition database, scenario
loader/writer, simulation state record/playback
module and environment database, etc.

Key Concepts Defined
We have defined four main concepts that
represent the software equivalent of the
real-life battlefield:
Entity. This refers to any object that has the
capability to act and react, which can include
brigades, squadrons, tanks, soldiers, task forces,
missiles, radar, etc. An entity contains attributes
that define its characteristics, such as the
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amount of fuel, number of missiles, travel
velocity, level of casualty, physical shape and
size, etc.

something that may be of significance to other
entities happens. The models that perform
sensor operations usually receive these events.

Model. Whereas entities represent the
objects that can act and react, models define
how they perform such action and reaction.
For instance, an action of one entity is to fire
a missile, and the reaction of another entity is
perhaps to compute the damage sustained.
This concept includes the following
sub-concepts:

Command. Commands represent instructions
or orders given to the entities. For example,
an order to attack an enemy position will
include the identification information of that
position, contained in a command object. This
concept includes the following sub-concepts:

- Behavioural Model. Analogous to the
human brain, this defines the decisionmaking processes of each entity. For
instance, an aircraft performing a civil air
patrol may have to deliberate between
engaging an approaching enemy fighter
or not.

- Action Command. Commands targeted
for Action Models.

- One-time Action Model. Action models
implement the exact physical level activities
that are performed by the entities.
A distinction is made between activities
that must be performed throughout the
lifetime of the entities and those otherwise.
One-time Action Model refers to the latter.
- Repetitive Action Model. This defines
activities that must be performed
throughout the lifetime of entities.
In addition to representing entities’
behaviour, the model concept also extends
to modules that display a Graphical User
Interface that interacts with users and
modules that handle the networking aspects
of DSE.
Models in DSE are classified into two
categories: Global or Entity-based. Entitybased models contain codes specific to
individual entities (e.g. models that
implement the action of an entity),
whereas Global models maintain visibility
of all entities (e.g. User Interface models
that provide avenues for users to
control the simulation).
Event. Events represent the “happenings”
in the battlefield. Events are created when

- Behavioural Command. Commands
targeted for Behavioural Models.

Command is also a convenient mechanism
for status reporting. That is, the recipient of
a command can use that same command to
convey the status of task completion back
to the command issuer.
DSE was written in C++, and was designed
under the premise that all simulations can, and
should be built by simply “specialising” the
base classes (“class inheritance” in C++
nomenclature) of these concepts. Thus, creating
a new model class by inheriting from the Model
base class (defined in DSE) and inserting
additional attributes and logic (by means of
overriding virtual functions) that are peculiar
to how an F16 aircraft manoeuvres would
create an F16 aircraft motion-dynamic model.

Design Considerations for
Scalability
Scalability Defined. Scalability refers to the
ability of a simulation system to support larger
scenarios. Larger scenarios encompass an
increase in one or both of the following: the
number of simulated objects and the size of
the battlefield. In reality, no software scales
infinitely, due to the limits imposed by the
Operating Systems (OS), processing hardware
and network infrastructure.
Objects Count. DSE was designed to represent
up to 2 63 objects during each simulation,
although the processor speed and network
bandwidth will further limit the number of
supportable models or processes.
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Process Distribution. DSE enables the splitting
of a simulation application into processes, each
simulating different objects or parts of objects.
Such splits can be attained without adding on
to the load of the inter-simulation network
(typically a High Level Architecture-Runtime
Infrastructure network), because DSE
implements its own intra-simulation network.
The provision of an intra-simulation network
has these additional benefits:
Allows more intimate relations between
models within the same application, thereby
increasing modelling efficiency.
Able to scale without relying on HLA. The
intra-simulation network can also be enhanced
independently, should new and better
networking technologies surface.
Enable scalability without affecting HLA,
especially during scenario creation. HLA
supports runtime coordination among
applications well, but does not contribute to
convenience during scenario creation.

Design Considerations for
Extensibility
Extensibility Defined. Extensibility refers to
the ability of a simulation application to
support new kinds of objects. In a sense all
applications are extensible, just that extending
some requires greater effort than the rest.
General Techniques. DSE is an Object-Oriented
software that is highly modularised, with welldefined interfaces that connect to all
application components (the concepts, defined
earlier). Applications built on DSE must package
their models into Dynamic Loadable Libraries
(DLL), so that they can be loaded and unloaded
dynamically during runtime. Another benefit
of using DLLs is that models can be added
without requiring re-compilation or re-linking
of any software component.
Extensible Parts. All concepts defined earlier
are extensible with DSE. All extensions to
applications built on DSE can be performed
without resulting in code compilation, except
new models, in which case coding and

compilation is necessary. This effectively means
that non-technical end-users may extend a
simulation by adding new entity types, together
with their characteristics, without looking at
a single line of code. Apart from models,
entities, events and commands, databases for
scenario and environment representation can
also be plugged into DSE easily, so long as the
pre-defined APIs are adhered to.

Design Considerations for
Efficiency
Efficiency Defined. Efficiency is the measure
of the throughput of a simulation against time.
Basically, the more objects that can be
simulated within a fixed time, the more
efficient the software is.
General Techniques. Multithreading and
parallel execution by process distribution are
two general performance-enhancing
techniques employed by DSE.
Localised Memory Allocation/Re-allocation.
The time consumed by the operating system
during new memory allocation is not
predictable, and the delta can range from just
a few microseconds to a few milliseconds. To
overcome this potential performance letdown,
most simulation software reserve a large pool
of memory at start up and implement their
own localised memory allocation or reallocation routines. DSE goes one step further,
to also reuse memory lots previously allocated
to data of the same type. This further shortens
the time needed to allocate or re-allocate
memory, and paves the way for more efficient
logging and networking functions.
Runtime Model. The two well-established
runtime models adopted by simulation systems
are time-stepped and event-driven models.
Conventionally, applications that require a
high level of user-interactivity adopt the timestepped model, while non-real-time and noninteractive applications take advantage of the
event-driven model for efficiency reasons.
DSE is time-stepped driven with an adjustable
frame size and rate. A new simulation state is
computed in every frame. If the frame size is
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Simulation
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An enhancement to the
standard time-stepped
model is to implement a
hybrid runtime model. This
will be elaborated next.

Execution Scheduling Policy.
It is important to note that
the battlefield is best
represented if all models
execute in parallel and
Figure 1. Effects of Frame Size and Rate
continuously. However, this
is
not
possible,
as
it
would require one Central
x ms and rate is r, DSE will invoke all application
Processing
Unit
for
each model. As such,
models at x ms interval and the simulation
some
scheme
of
scheduling
the execution
clock will advance by x*r ms, as illustrated
of
the
models
within
each
process
in Figure 1.
is necessary.
Legend: sr
ss
x
r

-

start time (real)
start time (simulation)
frame size
frame rate

Figure 2 depicts the perfect scenario, in which
the computation time consumed to calculate
each state falls within x milliseconds. For DSE
to handle exceptional scenarios, three timing
modes were implemented:
Race Mode. Simulation states are computed
one right after another. This is useful for
applications that do not require user
interaction, and only the final state is
of importance.
Disregard Real Time Mode. If the time to
compute state n exceeds the frame interval,
computation of state n+1 commences
immediately after state n is computed.
However, if the time to compute state n is
shorter than the frame interval, the kernel will
wait until the frame interval elapses completely,
before computing the next state. In both cases,
the simulation time advances by the same
amount – the frame interval. Applications
may assume that each computation
computes the next state of objects for fixed
time advancement.
Follow Real Time Mode. Advancement of
simulation time is tied to real time, at the
specified rate. Computation of one state may
be skipped if the previous state requires more
than the frame size to compute. Applications
must be built to compute states of objects for
variable time advancement.

On top of the basic runtime model, DSE
implements an efficient scheduling algorithm
that supports advanced scheduling options,
as follows:
Time Schedule Order. Much like event-driven
simulation, this feature will enable models to
schedule their own execution time. However,
unlike event-driven simulation, execution is
carried out only at the nearest later frame
time, rather than immediately. Entities, models
and in fact any application function can be
scheduled at a time decided by the application.
Variable Frequency. Useful in handling
models of differing updating resolution. For
instance, the position of a tank on the ground
can be updated at one second interval, while
an aircraft requires at least 100ms.
The advanced scheduling algorithm is able to
improve the overall efficiency of simulations
because of its ability to spread out the
invocation of low frequency entities and
models. For instance, in a scenario with two
aircraft and 10 tanks, only one aircraft and
two tanks need to be invoked for computation
in each frame if the update resolution of
aircraft is 200ms, that of each tank is 1000ms,
and the simulation frame interval is 100ms.
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Design Considerations for
Reliability
Reliability Defined. Reliability refers first to
how frequent downtimes occur for an
application. Applications with high reliability
experience a lower frequency of downtimes.
Ideally, there should be no downtime at all.
As DSE is an extensible software framework
(i.e. it will execute together with non-native
codes), it is unrealistic to aim for the highest
level of reliability (i.e. no downtime). Therefore,
DSE provides a mechanism to ensure quick
recovery from such downtimes.
Data Replication. There are generally four ways
for data to be shared among the processes of
distributed applications and each has its pros
and cons, as described below. DSE applies the
second method:
Centralised Database. This is the traditional
approach, in which the entire simulation
database is hosted on one server. All processes
connect remotely to access the database.
Although slow in access speed, data consistency
is maintained with ease. Adopting mirroring
technology will remove the single point
of failure.
Replicated Database. The database is
replicated across all processes. While utility of
network goes up and maintenance of data
consistency is tough, this method incurs low
data access latency and allows flexibility in
terms of data and scenario size.
Shared Memory. Using a combination of
hardware and software, this solution allows
processes across multiple machines to share
the same memory spaces. One major drawback
of this method is its limited address space and
the fact that the failure of any single
component will result in complete system
failure, although the lowest data access latency
can be expected.
Scalable Parallel / Message Passing
Interface. Housing all processes of one
application in one Symmetric Multiprocessing
machine that also hosts the database, this

method often produces the highest
performance for specially designed
applications. The drawback is the proprietary
status of both hardware and OS, leading to
high cost in deployment and maintenance.
Replication technique provides the best
compromise in access speed and scalability.
With an up-to-date local database, data access
by each process can be immediate. Besides,
since each process holds a replicated database,
there is no worry of unexpected data loss due
to faults affecting just a few processes.
However, the main disadvantage of this
technique is that redundant data may be sent
to a process that does not require them. For
instance, a Man-Machine Interface process that
handles logistics functions need not know the
radar range of an aircraft. Also, updates need
not necessarily constitute value changes,
and that means additional possibility of
network optimisation.
While PCs and networking technologies are
advancing at such a pace that these issues
might disappear altogether in due course, the
project team also evaluated a few techniques
that could reduce the network bandwidth
required. These techniques can roughly be
categorised as follows:
Filtration-Based. Techniques under this
category seek to cut down network bandwidth
required based on exploring the ‘need’ to send.
- Spatial Vicinity. Adopted by HLA Data
Distribution Management, this technique
reduces the data sent to each federate by
considering the spatial vicinities of entities.
That means, if Entity 1 is beyond the range
of interest of all entities in Federate A,
updates for Entity 1 will not be sent to
Federate A. This technique assumes that
there is no need for all federates to store
data of all entities, since the area of
operations of each federate is small,
compared to the entire battle scene.
- Declaration of Production and Needs.
At the models and entities level, each object
class declares the data they produce and
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require. Based on these declarations, only
data needed by a process is sent to
that process.
- Ownership Migration. By migrating the
entities between processes, we can create
clusters of entities that require frequent
data exchange and run them in the same
process, to minimise data transmission across
the network.
- Direct Declaration of Change. This
method demands that applications make
specific declarations each time one or more
attributes are changed. Therefore only
changed data need to be transmitted to
the network.
- Double Buffering. Maintaining a copy of
all data, a comparison can be made each
time a decision has to be made on whether
a piece of data needs to be sent. Both data
buffers are synchronised at the end of
each frame.
Compression-Based. Compression algorithms
could be used to compress data at the sending
point, and de-compress the same data at the
receiving point. This has the effect of reducing
the actual bits and bytes transmitted
across network.
Subject to the availability of an algorithm that
is both efficient and effective in future, a
compression-based technique can be applied
in addition to other techniques. DSE
implemented a combination of the fourth and
fifth method of the filtration-based techniques.
The choice was made based on elimination.
The first method is well suited to federate-tofederate rather than process-to-process
communication, while method two demands
substantial processing just to organise the
subscription information.
Crash Recovery. The simulation state record
and playback module provided by DSE is able
to log down simulation states at a frequency
specified by the user.

Design Considerations for
Reusability
Reusability Defined. Reusability defines how
easy an application, software module or
component may be reused.
Reusable Parts. DSE defined interfaces to which
the following application components can be
plugged and played:
Models. These include behavioural and
physical models, and their associated
parameters, entities, events and commands.
Databases. Definition of assets,
system/application configurations, scenario
(including environment and orbat), etc., are
all databases that may be replaced easily,
thereby enhancing their prospect of reuse.

Design Considerations for
Flexibility
Flexibility Defined. Flexibility is a measure of
how easy an application can be configured and
re-configured.
Assets Definition Database (AssetDB).
Recognising that the greatest stumbling block
the users face would be the wait for a system
to be re-configured to suit their needs, DSE
includes a flexible asset definition mechanism
that allows new simulation entities to be
created by the end-users themselves.
All DSE objects, except models, can be defined
in the asset definition database, which is XMLbased. These objects are then instantiated at
runtime by DSE.
The AssetDB provides clarity, as it provides a
single file at which simulation objects are
defined, instead of having them hard-coded
as classes in multiple files within the simulation
software. Supporting inheritance, the AssetDB
makes objects creation versatile by allowing
new objects to take on all parent attributes
and have additional ones specific to them. In
addition, specifying the parent object name in
the model code can cause retrieval of all of its
inherited objects.
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Design Considerations for
Interoperability
Interoperability Defined. Interoperability
refers to how well two or more simulation
applications can contribute to a
common scenario.
HLA Compliance. DSE supports HLA via a
gateway that marshals data between the HLA
network and DSE’s intra-simulation network.
The gateway is designed as a model that can
be plugged in to DSE easily. In a similar manner,
DSE can support connectivity to any new
protocols and standards.

CASE STUDY

3. Simulation – For executing models of the
entities present in the PLS. The models would
include platform motion models, sensor
models, CGF behavioural models, weapon
models, etc.
4. 3D visualisation – Each PLS can provide an
Out-of-Window view of the simulation
environment, to allow the players to be
immersed in and interact with the simulation.
The PLS can be configured to support different
roles, such as CGF controller, platform
operator (plane cockpit, ship bridge,
vehicle commander’s seat), or tactical
commander station.
Figure 2 shows the JBS system architecture.

Joint Battle System

Lessons Learned

The Joint Battle System (JBS) is a distributed
simulation system used in the SAF as an
experimentation test bed and training
platform. It is built upon the JEWEL
environment, and the latter’s development
rationale and philosophy is manifested in JBS.
It is designed to be flexible, scalable and
highly configurable to serve SAF’s varied
and demanding experimentation needs.

In adopting JEWEL as the enterprise M&S
framework, and implementing JBS and other
systems using JEWEL, some insights have been
gleaned from the experiences.

JBS Architecture
JBS is composed of any number of Player
Stations (PLS), an Exercise Control Station and
an optional Data Analysis Station. These
stations are linked together via HLA.
A PLS which consists of four PCs joined together
by the DSE provides intra-simulation network.
The four PCs serve the role of:
1. HLA Gateway – To communicate and
exchange simulation updates among
the PLS.
2. C2 – To provide a mock-up of the console
of a generic C2 system. These mock-up
consoles allow the players to exchange C2
messages via a dedicated C2 Local
Area Network.

Model Reuse
JBS has been the base system from which new
simulation test beds were created. These new
set-ups often require enhancements in the
form of adding new models or modifying
existing ones. New versions of the models can
also be plugged back into JBS. These activities
to co-evolve reusable models illuminated one
critical limitation of JEWEL – that for models
to be plugged and played, additional efforts
are needed to synchronise the way models
make use of the data they exchange with
other models.
Our study revealed that apart from disparities
caused by differences in the simulation
framework (issues aptly resolved by adopting
the same framework, such as DSE), we need
to be mindful of the following factors:
Different Application Needs. Simulations
have been used in training, experimentation,
analysis and acquisition. Differences in use
imposed different requirements on how
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Figure 2. JBS System Architecture
simulations are designed and implemented.
These affect their data Input/Output
requirements, with some requiring or
producing more data than others. Nonfunctional requirements such as execution
frequency and execution condition add to
their differences. All these differences affect
the models' packaging and interfaces.
Furthermore, there is no standard way to
define what models should contain. For
example, a model in one application can
consist of sensor, decision-making, movement
dynamics and weapon system routines of
an aircraft, while in others each of the
routines constitutes a model. The reason for
the former is efficiency, since the modules
are now able to access functions or data
produced by other modules directly, and
this is often the adopted design for
virtual applications.

Different Fidelity, Resolution and Granularity.
Related to the previous point, simulations
for different uses also differ in fidelity,
resolution and granularity of their models. For
commanders’ training using constructive
systems, which requires decision-making,
command and control of huge forces, low
to medium granularity models of aggregated
forces are commonplace to lighten the
processing load. On the other hand, training
of operators using virtual systems demand
entity-level granularity for realism. Virtual
systems often require high-resolution models
as well to give realistic look and behaviour
of the simulated entities. Simulations for
experimentation require higher fidelity
models compared to simulations for training
to ensure that the results are credible. Even
higher fidelity is necessary for acquisition
purposes since the assessment of equipment
would not be accurate otherwise.
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To overcome these challenges, we need to look
at ways to capture important properties of
models, perhaps to the extent of capturing
the algorithmic processes encapsulated within,
and harmonise all data required and produced
by all interacting models. We are beginning
to examine the Conceptual Models of the
Mission Space, and ideas such as the Levels of
Conceptual Interoperability Model, Base
Object Models and Conceptual Models, and
we aspire to align JEWEL along these
international initiatives.

AssetDB
The goal of AssetDB is to provide a way for
non-technically trained users to create and
configure new object types to be simulated,
by mixing and matching existing models. The
current implementation, however, can result
in system crashes or unrealistic simulation
results if the users mixed incompatible models
together. For instance, a user could attach a
ground radar on an aircraft without knowing
that the ground radar model was not designed
with the automatic behavior to scan areas
below the platform.
There should therefore be a way for model
developers to specify the constraints of
their models.

Use of HLA and Real-time Platform
Reference Federation Object
Models 1.0
HLA was chosen as the communication protocol
between the PLS. This design decision was
made to create a dual-layer network (i.e. HLA
plus DSE’s intra-simulation network) for data
localisation and bandwidth optimisation.
We also hoped that this implementation would
enable integration with other HLA and
Real-time Platform Reference Federation Object
Models (RPR FOM) compliant simulation
systems easily, as though they are just
another PLS.
While this design allowed for larger scenarios
to be enacted, the constant struggle between
extending the HLA FOM and living with limited
interoperability among simulated entities
demanded a re-look into our design philosophy.

This is due to these conflicting ideals:
We should conform to RPR FOM or any
internationally recognised FOM, so that
integration with similarly compliant systems
would be a breeze.
We should allow simulated entities running
in different PLS to exchange data, so that
more algorithmic optimisation can
be performed.
As a result, we decided to forgo the first ideal
– assuming that a FOM’s mapping gateway
would be used when connecting to external
systems – and accepted that while RPR FOM is
suitable for inter-system data exchanges, it is
not suitable for intra-system purposes that
require more “private” data of entities to
be published.

Distributed and Delta Logging
For the DSE logging mechanism to function in
JBS, every distributed process within JBS had
to transmit their simulation state over to a
selected process that runs the logger. This
resulted in an increase in network bandwidth
utilisation, and the single logger process could
not record the complete simulation state at
33Hz frame rate.
To overcome this problem, we modified our
logging process to allow distributed logging.
Individual processes perform recording of their
own state, which will be merged after
simulation is completed. With this solution,
we managed to avoid unnecessary
consumption of network bandwidth.
To reduce the amount of data to be recorded,
we further enhanced the logger with delta
logging capability, which allows the snapshot
interval to be chosen and only changes in
between snapshots are recorded. Resource
utilisation, in this case, was improved and
requirement for large storage media
was reduced.

Fault Discovery and Rectification
During the development of JBS, the lack of a
simple front-end for injecting user commands
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for testing purposes proved to be painful.
Ad hoc codes were created as part of a model
to generate such interactions. These had to be
re-compiled frequently due to adjustments to
test scenarios, however minor they
might be.
In addition, the distributed nature of DSE
prevented the same simulation state to be
recreated, making it difficult to re-enact the
same erroneous state for debugging purposes.
These limitations resulted in long hours of
integration testing and debugging. JEWEL
should address these limitations.

FUTURE PLANS
We intend to explore the Model Driven
Architecture-based translation approach to
component-level reuse. To overcome the
difficulties in testing and debugging a
distributed simulation system, we plan to look
into ways to ensure data consistency. We have
also begun, and will continue to explore ways
to embrace Web-based Technologies and
Service-Oriented Architecture for M&S.
To better manage our expanding repertoire
of reusable M&S components and the
increasing number of deployment sites for
JEWEL-based simulations, we will set up a
JEWEL Knowledge Bank to enable greater
collaboration among the developers and
promote reuse.

CONCLUSION
In this paper, the authors attempted to provide
a complete picture of the rationale and vision
of JEWEL. In contrast, only selected
development efforts were captured, with the
good intention of focusing this paper on the
fundamentals – the core component of JEWEL.
It is envisaged that additional papers that deal
with the other components of JEWEL will be
written and shared in the near future.
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THE ENGINEERING
CHALLENGE
When DSTA was tasked to develop a new naval
base in Changi, the main challenge was to
provide cost-effective engineering solutions
that could meet current as well as future needs
of the Republic of Singapore Navy. The
solutions were to allow new technologies and
innovations to be incorporated and integrated
into the overall engineering design. The
development aimed to provide flexibility,
enhance operational efficiency, conserve water
and energy, and optimise capital investment.
In addition, careful consideration was given
to the growth of the supporting infrastructure
and trends in the external environment that
would impact the future developmental needs,
such as the ongoing deregulation of power
supply in Singapore.
In the design of the air conditioning system
for the buildings in the new naval base, the
objective was to have an energy-efficient
system that consumes minimal water. Various
options, which included the conventional aircooled and water-cooled systems, were studied
and evaluated. While the conventional aircooled system did not fit the requirements

with its poorer energy efficiency, a watercooled system consumes a huge amount of
water. The marine environment is also known
to create corrosion problems for conventional
air conditioning systems. These problems
would be further accentuated if decentralised
cooling towers or air-cooled condensers were
installed in every building. However, given the
proximity of the naval base to the sea, the use
of seawater for cooling purposes was
considered a viable option.

SYSTEM INNOVATION
The system innovation implemented for the
naval base is the unique integration of Indirect
Seawater Cooling, Thermal Storage and an
On-Demand condenser water distribution
network. Refer to Figure 1.
The objective is to provide air conditioning to
the buildings in the naval base in an energyefficient manner through the use of a watercooled system, without consuming potable
water. The use of an indirect seawater cooling
system gives higher energy efficiency in heat
rejection without having to use expensive
corrosion resistant chillers, pipe work and
associated equipment. Furthermore, an indirect

Figure 1. Basic Concept of Indirect Seawater Cooling and Thermal Storage System
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seawater cooling system enables the corrosion
and bio-fouling problems associated with
seawater cooling to be localised. The
integration with thermal storage further
optimises the efficiency of the seawater
infrastructure by utilising its spare capacity
during off-peak hours. In addition, it favours
the demand-side energy management and is
ready to benefit from the increasing difference
between peak and off-peak electricity rates
brought about by the deregulation of power
supply. The on-demand condenser water
network is a fully variable flow system and
supplies water according to demand in cooling.
This optimises the pumping energy required
for condenser water distribution.
This system innovation was developed in
phases, starting from 2000. It was awarded the
Engineering Achievement Award by the
Institution of Engineers Singapore in 2000, the
Energy Efficient Building Award by the Building
and Construction Authority in 2002 and the
ASEAN Energy Award in 2002, in recognition
of the outstanding engineering contributions
made in the design of the system based on
applicability and originality. The next few
sections will elaborate on the system design.

Figure 2. Indirect Seawater Cooling System

INDIRECT SEAWATER
COOLING SYSTEM
An extensive literature research into the use
of seawater for cooling purposes was
conducted. Study trips to existing facilities that
use seawater for cooling purposes, such as the
Senoko Power Station, Marina Hotels and
Shopping Complex and Chek Lap Kok Airport
in Hong Kong, were made to learn from their
experiences. Different design concepts were
studied, assessed and evaluated. The options

47
Figure 3. Indirect Seawater Cooling System in Changi Naval Base
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Figure 4(a). Seawater Intake Chamber

Figure 4(b). Titanium Plate Heat Exchanger

Figure 4(c). Condenser Water Pump

Figure 4(d). Electro-Chlorinator

were narrowed down to the direct and indirect
seawater cooling systems.

maintainability. Figure 4 shows the seawater
cooling system installed in the naval base.

Figures 2 and 3 show the indirect seawater
cooling system, which comprises mainly the
seawater intake chambers, a seawater cooling
plant and a condenser water distribution
network. The sea serves as a huge heat sink
with an unlimited cooling capacity, which
removes heat from the air conditioning plants.
Seawater is drawn in from the intake chamber
and the seawater cooling plant facilitates the
heat transfer between the seawater and the
condenser water. The condenser water is then
distributed throughout the base to various
buildings through the distribution network.

Challenges In Seawater Cooling

The seawater cooling plant consists of platetype heat exchangers, primary condenser water
pumps, an electro-chlorinator and controls. A
plate-type heat exchanger is employed for
indirect seawater cooling for better

The major challenges encountered in
implementing the seawater cooling system
were seawater corrosion and marine growth.
The feedback gathered from visits to some
seawater cooling projects had suggested
unfavourable experiences encountered in the
operation and maintenance of seawater plants.
To keep these problems to a minimum,
different design concepts were evaluated. In
addition, research studies were conducted in
the selection of corrosion resistant materials
and to determine the effective strategy to
combat marine growth (Teo, Ng, Chang, Ng &
Ng, 2000). Furthermore, means to control
marine growth must be environmentally
friendly, as far as possible, to prevent any
significant impact to the quality of the seawater
in the basin.
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Effective Corrosion Control
Scheme
a. Indirect Seawater Cooling Concept
The indirect seawater cooling system was
chosen for implementation. With a more
localised seawater circuit, corrosion control
can be focused and effectively managed
through the use of superior corrosion resistant
materials without inflating the cost significantly.
Although direct seawater cooling appears more
efficient in heat transfer and utilises less
equipment, its seawater circuit will be fairly
extensive. The air conditioning plant and all
the piping would then have to be seawater
resistant and maintained against corrosion and
fouling. Indirect seawater cooling, on the
other hand, has a localised seawater circuit
and uses fresh water in the condenser water
network. Hence, the air conditioning plant and
piping are similar to those used in a
conventional air conditioning system. Refer to
Figure 5.

Figure 5. Direct Vs Indirect Seawater Cooling System

Microbiological
- Slime, Algae
30

Macroinvertebrates
- Mussels, Barnacles

70

b. Use of Corrosion Resistant Materials
To effectively manage seawater corrosion,
extensive studies were conducted and an
evaluation of the array of corrosion resistant
materials available in the market was carried
out. The most effective materials were selected
for implementation. Factors considered when
selecting the materials included material
compatibility, seawater condition, service life
span, environmental friendliness, maintenance
requirement and cost. Fibre Reinforced Plastic
piping, titanium plate heat exchangers, duplex
stainless steel pumps and copper nickel passive
filters were selected for the building of the
indirect seawater cooling system.

Effective Marine Growth
Control Scheme
The main macro-fouling organisms around the
Singapore coastline are green mussels,
barnacles and tubeworms. A typical
classification of bio-fouling organisms in

Figure 6. Typical Marine Fouling Organisms
seawater environment is shown in Figure 6.
We employed the use of mechanical and
chemical treatment to minimise bio-fouling.
a. Mechanical Treatment
The use of a screen filter at the seawater intake
chamber helps to prevent foreign objects,
including macro organisms, from entering the
seawater cooling system. Travelling rotary
screens are conventionally used in other
seawater cooling systems. However, such a
filter system tends to be labour intensive and
costly to maintain, given the high maintenance
and electrical power consumption. An
alternative was sought and it was found that
a passive screen filtration system would use
less moving parts, which enhances the system’s
reliability, maintainability and safety.

49
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the intake of seawater, through the heat
exchanger, the outfall and back to the harbour.
For environmental friendliness, chlorine is
generated from the electrolysis of seawater
using electro-chlorinators and injected into
the seawater circuit at the seawater intake.

FRP material with
mussels

Figure 7(a). Laboratory Set Up

-

Hypochloride
AWT-375
Camtrol 1300/1301
C-Treat 6
Drewsperse 767
Magna 1B Seacide
Mexel
Oil Chem B62

-

Hypochloride
Camtrol 1301/1300
Magna 1B Seacide
C-Treat 6

- Hypochloride
- Camtrol 1301

Figure 7(b). Results from Laboratory Testing
In addition, this system is less labour intensive
and relatively easy to design and install. Biofouling resistance materials such as 90/10
copper nickel iron alloy for the passive seawater
intake filter were used. To prevent the
attachment of clams and mussels, a minimum
flow velocity of 1m/s in the pipeline is designed.
In addition, the avoidance of stagnant
conditions and good maintenance during
operations are essential to minimise
bio-fouling problems.
b. Chemical Treatment
A filter screen cannot prevent the microscopic
bacteria, fungi and larvae of mussels from
entering the cooling systems. Chemical
treatment is therefore necessary to prevent
the establishment of a biofilm. The chemical
treatment programme is of great importance
in seawater cooling systems, beginning from

A study was conducted to determine the
optimal chlorine-dosing plan to prevent the
build-up of marine organisms in the seawater
circuit. A laboratory study was also carried out
to evaluate the biocidal efficacy of eight
commercial biocides. Environmental factors
were also taken into consideration for the
selection. The laboratory set up is as shown in
Figure 7. Laboratory analysis has determined
that a continuous chloride dosing, at a dosage
of about 1.5ppm at the water intake region
would minimise bio-fouling. The residual
concentration at the discharge is expected to
be lower (<0.9ppm) due to losses and chemical
degradations. The seawater in the vicinity
would further dilute the discharge. In the event
of breakdowns of the electro-chlorination unit,
biocides such as Clam Trol CT1301 can be used
as a substitute, at a dosage of about 25ppm.
This biocide dosing is also used for
prolonged shutdowns.

OPTIMISATION OF THE
HYDRONIC SYSTEM
The varying cooling demand from each building
and the phased development of the naval base
would require comprehensive studies to ensure
that the system performs optimally throughout
the implementation. For the condenser water
distribution network, a fully variable flow
system, otherwise known as the decoupler
concept, was adopted to conserve pumping
energy. A study was done to model the
seawater cooling system using hydronic
computer simulation (Toh, Wong, Ng & Han,
2000) so as to further optimise the energy
efficiency of the system over several phases of
the naval base development.
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The study included an analysis of the
temperature, flow and pressure losses in the
reticulation system and heat exchangers at
ultimate full load, full load at phased operation,
and off-design conditions. It established the
control concept for the seawater cooling system
and defined the optimum flow control
strategies for the condenser water piping
network. The study also established that the
flow rate in the seawater circuit should be 16
percent more than that of the condensing
water circuit for best results. The estimated
overall improvement in system efficiency was

Make ICE

Exploit the use of cheaper
off-peak power for air
conditioning and reducing
the electricity bill

Melt ICE

Store ICE

Figure 8. Thermal Ice Storage System

Figure 9(a).
Thermal Ice Storage
System

15 percent. Based on the study, the equipment
was appropriately sized and selected for
implementation.

THERMAL STORAGE
The thermal (ice) storage system produces ice
during the off-peak period (night time), which
can be stored and used to supplement part of
the air conditioning load during the peak
period (day time). See Figure 8. By carefully
sizing the thermal storage capacity, the peakcooling load in the day could be ”shaved” and
“transferred” to the night. See Figure 9.
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Figure 9(b). Partial Storage Load Levelling
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The “shaved” capacity was designed at
approximately 25 percent of the peak-cooling
load for the buildings in the naval base. This
helped maximise the overall savings, taking
into consideration the tariff gap and the costs
of the thermal (ice) storage and indirect
seawater cooling systems.
The creative combination of thermal (ice)
storage with seawater cooling has brought
with it several advantages. In shifting part of
the cooling load into the night, the ice storage
mechanism is able to fully exploit the nighttime spare capacity of the seawater cooling
system to make and store ice. This spare
capacity from the equipment would
otherwise be lying idle due to the reduced
night-time load.

Commissioned
and operational
since October
2000

Figure 10. Thermal Ice Storage Plant in
Changi Naval Base
In addition, by shaving off part of the peak
day cooling load and ”shifting” it to the night,
the thermal (ice) storage helped reduce the
day capacity needed from the seawater cooling
system, thus reducing the infrastructure
requirements. These include reduced pump
sizes, piping and power supply infrastructure
for the indirect seawater cooling system and
condenser water circuit, thus making it even
more cost-effective. Figure 10 shows the
thermal (ice) storage plant.

OTHER SPECIAL
CONTRIBUTIONS AND
BENEFITS
This system innovation has contributed to the
conservation of energy and water, which are
both scarce resources in Singapore. In addition,
it opens up an avenue for owners to reduce
their operating costs by shifting some of the
power requirements for air conditioning to
the night and thus benefit from the lower cost
of off-peak electricity. The viability of indirect
seawater cooling also offers another option
for other coastal developments to use seawater
for cooling applications. The studies on
corrosion control and combating marine
growth will provide useful data for application
in other developments.
It also sets an example in the use of thermal
storage for demand-side management, which
has gained significance with the gradual
deregulation of power supply market in
Singapore. In this new competitive playing
field, power utility prices can be expected to
become more competitive. This innovation will
allow the customer to maintain flexibility and
react to the widening gap between peak and
off-peak power tariffs. In developed countries
such as Japan, the peak and off-peak
differentiation is about 80 percent.
Though now a niche application for Changi
Naval Base (CNB), this fledging technological
innovation can be expected to gain further
acceptance and benefits in the new energy
market. The successful implementation of this
innovation in Singapore will encourage
developers from other countries to give due
consideration to this option. There is strong
potential to adapt this innovation in other
coastal developments.
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APPROACHES IN
MAKING A DIFFERENCE
DSTA was able to achieve this innovation
through its comprehensive understanding of
the technological trends and developments in
the building industry and the creative
application of the appropriate technologies.
In developing this project, DSTA collaborated
with experts and researchers from our tertiary
institutions and local research agencies. The
scope of collaboration included research in
corrosion and marine growth controls for the
seawater circuit (Teo, Ng, Chang, Ng & Ng,
2000), computer simulation study on the
performance of the proposed on-demand
district cooling system (condenser water
network) (Toh, Wong, Ng & Han, 2000) and
performance study on thermal storage
(Wijeysundera & Lee, 1997). Computerised
engineering and simulation tools were used
to evaluate the various design options before
deciding on the optimum implementation.
Leveraging external expertise has improved
the quality of the design and pushed the limits
of energy efficiency to a higher level.

CONCLUSION
In summary, the proximity of the CNB to the
sea presented the opportunity to use seawater
optimally. Although it presented difficulties in
terms of corrosion and bio-fouling, the
challenges were overcome with careful
engineering and extensive studies with experts
and researchers from local universities and
research agencies. The CNB was able to benefit
from better energy efficiency through a watercooled system that does not consume fresh
water. The system continues to save a significant
amount of fresh water annually as compared
to a conventional water-cooled system.

The use of thermal (ice) storage, which
favoured demand-side energy management
has allowed us to maintain flexibility and react
to the widening gap between peak and offpeak power tariffs. The unique combination
of the indirect seawater cooling, thermal (ice)
storage systems and hydronic optimisation
makes this entire cooling system a cost-effective
and viable solution for the requirements of
the CNB.
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Applicable Laws and Policies for
MINDEF and the Local Defence Industry
INTRODUCTION
What is Intellectual Property?
Intellectual Property (IP) describes a wide variety
of original or innovative works by authors,
artists and inventors. As a generic term, it refers
to all forms of creative output. IP is intangible
in nature. Yet, when manifested in a tangible
form for consumption by the masses, in an
industrial design or artistic product for example,
it is capable of generating revenue or
flourishing as a marketable asset. The law
recognises this, and seeks to provide
mechanisms to restore the intrinsic value of IP
to its creators or rightful owners through
various legal devices such as assignments and
licensing. This way, IP law regulates the use
and ownership of inventive or creative works,
thereby encouraging further intellectual
endeavours in the relevant fields for the good
of the industry as well as the general public.

What are IP Rights?
IP rights, then, are a bundle of legal rights
conferred exclusively upon authors, artists and
inventors to protect the fruits of their creative
labour and investment from being infringed
or misused. Generally, these rights preclude
third parties and non-owners from dealing in
the IP without permission. They serve to deter
others from copying or taking unfair advantage
of the works to which the IP relates. For
example, it is only by way of an outright sale
of the IP in question or a licence thereof to
third parties that the same may be reproduced
or adapted elsewhere for use. In terms of
business dynamics, an IP’s potential for such
commercialisation is deemed as being most
valuable. This proposition applies equally in
the defence industry, where various sources
of IP may result from a multitude of
procurement activities, acquisition exercises as
well as joint ventures for the enhancement of
technologies and other defence capabilities.
It therefore becomes imperative to understand
the sources of these IP and IP rights in defence,
as well as the nature of the defence
procurement process itself, so that a sound

policy for managing the same may be devised
and implemented in practice.

IP AND DEFENCE
Defence Procurement
Every government has a need to procure goods
and services to sustain a variety of municipal
functions and activities. When the government
acquires such goods and services to meet the
specific defence needs of the state, the
processes involved in the acquisition are
referred to as defence procurement. 1
The goods that may be needed for defence
purposes include aircraft, tanks, warships,
weapons, and other military equipment. On
the other hand, the services required could
range from the transportation and
warehousing of the goods themselves, research
and development (R&D), and materiel
maintenance, to incidentals such as insurance,
legal and technical consultancy services.
Given the complexities of modern warfare, the
range of goods and services that a state might
possibly need for its defence can never be truly
exhaustive. That said, many states have, in the
course of their procurement practice, departed
from conventional off-the-shelf purchases to
satisfy their defence needs. Those states are
now increasingly looking towards technology
transfers and collaborations to meet the
operational and military requirements of their
armed forces. Invariably, such trends in
procurement have dramatically enhanced the
sciences, technologies and other capabilities
in the defence industry. These activities
account for the principal sources of IP in
defence procurement.

Sources of IP in Defence
Procurement
In Singapore, all defence-related matters –
including defence procurement – fall within
the purview of its Ministry of Defence
(MINDEF). In turn, most of these procurement
functions are undertaken and administered by
DSTA.2 When MINDEF or DSTA engages in
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and other sources incidental to the
procurement process. Almost all IP of interest
to the defence industry are capable of
protection in one form or another. The more
common forms of these IP are copyright,
patents and confidential information. 3

Law of Copyright

defence procurement, much effort goes into
the processes of sourcing, tendering and
contracting for the required goods and services.
Invariably, the resultant procurement contract
would identify the sources of IP that may be
engaged for or generated in the process, and
document how the same are to be managed.
An existing IP which has been introduced into
the contract is referred to as “Background IP”,
while that which has been developed as a
consequence is known as “Foreground IP”.
Typically, the IP that may be derived during
the course of procurement are the result of
the following activities:
a)

b)

c)

R&D work as conceptualised by the armed
services, either to be performed internally
by DSTA as part of its pre-contractual
activities, or those contracted out to the
industry to be performed by others;
Field trials and testing by MINDEF, DSTA
or the armed services, for the purposes of
conceiving or ascertaining operational
requirements and other military
capabilities to be developed or procured;
and
Technology Transfer Agreements (TTAs)
and similar Memoranda of Understanding
(MOUs) established by MINDEF or DSTA
with their strategic partners for jointly
developed projects and other
research-based or defence-related
collaborative works.

Conceivably, IP may also be embodied in the
form of technical information and know-how
such as those discernible from products,
procedures, reports, designs, data, specifications

Copyright serves to protect the expression of
ideas represented in a tangible or material
form, for example, a written document,
drawing, etc. It confers upon the owner a
bundle of exclusive rights to do certain acts in
relation to the copyrighted work or subject
matter, such as reproducing, publishing,
performing or adapting the same for use
elsewhere. For this reason, copyright is
generally described as the right to stop copying.
In Singapore, the
Copyright Act4 provides
the legal basis for the
protection of original
literary, dramatic,
musical and artistic
works, sound recordings,
films, broadcasts, cable programmes and
published editions of works. In order to qualify
for copyright protection, the work must be: (i)
expressed in a tangible form; (ii) original; and
(iii) the result of some effort and skill. Copyright
protection arises automatically when the
original work is created or published. There is
no system of copyright registration in
Singapore, and no particular formalities are
required to be adhered to in seeking protection
under the Copyright Act.
Conceivably, in the context of defence
procurement, copyright would apply to matters
such as technical reports, scientific data,
engineering drawings and other specifications.

Law of Patents
Notwithstanding the foregoing, the most
important form of IP protection in the defence
industry for scientific and technological
inventions still lies in the grant of a patent. In
Singapore, the Patents Act 5 provides the legal
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granted, it remains in force for a period of 20
years during which the patentee is conferred
the exclusive right to exploit the invention or
authorise another, for example, through
licensing, to do so.

Law of Confidence
Apart from the law of patents, valuable
scientific and technological information that
may be derived during the various stages of
the procurement process can also be protected
by the law of confidence. The law is also
capable of protecting trade and governmental
secrets attached to or documented during
the course of procurement from any
unauthorised disclosure.

An example of a Certificate of Grant of
Patent issued by Singapore.
basis for the protection of such inventions.
A patent gives the inventor, or the patentee,
the exclusive right to control the use, sale or
exploitation of his invention for a period of
time. In return for this monopoly, the invention
must be publicly disclosed so that others may
benefit from the information given. In the
context of procurement, such information is
most useful to defence scientists and engineers
in facilitating their research and development
of complex military systems and
other capabilities.
For an invention to be patentable, it must: (i)
be novel; (ii) involve an inventive step (i.e.
something which is not obvious to a person
skilled in the relevant field); and (iii) be capable
of industrial application. If these requirements
as to patentability are satisfied, an application
may be filed with the Intellectual Property
Office of Singapore (IPOS) for the grant of a
patent. Applications are made on prescribed
forms comprising: (i) the specifications which
describe the invention; (ii) the claims which
define the matters sought to be protected;
and (iii) an abstract which furnishes technical
information. Once the patent has been

In contrast to the statutory protection afforded
to copyright and patents 6 , the law of
confidence in Singapore is not codified but
based largely on the English common law. In
addition, unlike copyright and patents, that
law also does not provide exclusive or
monopolistic rights for confidential
information. Instead, a range of remedies is
available to restrain any unauthorised
disclosure of the same. These include
injunctions against further disclosure and use,
as well as damages or monetary compensation
for parties aggrieved by the breach of
their confidences.
The law of confidence protects only
confidential information. In order for the
information to be protected, it must therefore
have the requisite quality of confidentiality
about it. This means that the information must
not be common knowledge or otherwise be
in the public domain. Further, in order for an
action for breach of confidence to arise, it is
necessary to show that the confidential
information was imparted in circumstances
importing an obligation of confidence between
the parties. In the defence industry, this
obligation is invariably contractual in nature,
and either expressly defined and protected by
the terms of a “confidentiality” clause in the
procurement contract, or extensively
documented in an accompanying
Non-Disclosure Agreement.
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MANAGING IP IN
PROCUREMENT
IP Ownership and
Commercialisation
Evidently, an enormous commercial value is
attached to IP. Its value is derived from the
exclusive rights accompanying IP ownership to
reproduce and exploit it, or authorise others
to do the same. In the context of procurement,
such ownership rights are instrumental in
developing technological and strategic
advantages for national defence capabilities.
That said, it must be emphasised that
ownership is not the only way in which IP rights
may be secured. The commercialisation of IP
can also be realised through a sale or licence
to third parties. In a sale, all the exclusive rights
attached to the IP are assigned to the “new”
owner. However, with licensing, the proprietor
of the IP retains a certain degree of ownership
and control over it, and very much determines
how the IP is to be used or exploited
commercially. This control is manifested by
the terms or scope of the licence used.
Alternatively, a joint venture may also be
considered as a means of commercialising IP.
This is especially so in the case of patents,
where the involvement of two or more interest
groups may be more suited in ensuring that
the IP is effectively developed and harnessed
for value.

Guiding Principles and Desired
Outcomes for the Defence
Industry
It is apparent that in the course of procurement,
the Government needs those rights associated
with IP to develop and sustain its defence
capabilities. However, it would be erroneous
to simply assert that whenever the Government
engages in defence procurement, it needs to
secure all related IP rights every time such that
the use of and access to the same remain

uninhibited throughout
the acquisition cycle. In
practice,
the
Government does not
require such an extensive
right to IP as part of the
procurement process.
Further, not all IP rights
are needed by the
Government in the first
instance. For example,
some rights may only be required for the
purposes of post-contractual management such
as during the maintenance or upgrade of the
defence system. Still, others may only be
necessary for the limited purpose of
conceptualising the operational requirements
which set in train the procurement process in
the first place. The reality is that the
Government generally does need to own or
even acquire the rights to IP – either
Background or Foreground – in order to realise
its procurement objectives. Prudence also
dictates that the Government refrain
from acquiring those IP rights purely as a matter
of contingency, or “just in case”, as there
are liabilities and risks attached to
such acquisitions7.
Besides, it makes both economic and strategic
sense for the Government to allow the
Background or Foreground IP of a procurement
contract to reside with the contractor, especially
when the latter is in a better position to exploit
or commercialise the IP for the betterment of
the local industry. This not only promotes
innovation and growth in the defence and
other industrialised sectors, but also optimises
the overall value of IP in Singapore. A
sustainable industry can then contribute to the
development of national defence capabilities
by providing industry investment and support
in R&D and other defence-related disciplines.
Conceivably, such investment and support
would, in the long run, reduce the overall cost
to the Government of operating its
procurement regime in the build-up of its
defence capabilities. All these outcomes augur
well for both the Government as well as the
local defence industry in terms of the economy,
defence and national security.

61

-05_IntellectualPropty_fin.FH11 4/4/07 1:54 PM Page 7

62

IP Policies for Defence
The disparity in defence wants and needs with
regards to IP rights has inspired the
development of new strategies to improve the
management of IP in procurement. These
strategies have since been translated into IP
policies, many of which have been assimilated
by enlightened nations in their defence
procurement regimes.
The starting point in any discourse on the
policies for managing IP in defence is to
recognise the fact that the Government is often
both a contributor and consumer of IP in the
procurement process. This is especially true of
developmental or R&D works where various
sources of Background and Foreground IP are
often engaged or generated in order to realise
the operational needs of the armed services.
Invariably, almost all of the Government’s IP
requirements are met by the local defence
industry or an appointed overseas industrial
supplier. It therefore becomes imperative in
the formulation of defence IP policies that the
Government adopt an industry-friendly
approach which is cost-effective, practical and
fully supportive of commercialisation initiatives.
Such an approach encourages innovation and
investment by the industry, leading to better
prospects for the Government in securing
enhanced IP user rights for itself, including
rights to industry-initiated IP improvements.
Allocating IP ownership to the industry also
ensures the efficiency of the procurement
process and that only the actual needs of the
Government are realised or addressed. All these
policies could conceivably help lower contract
prices and reduce the operating costs of
procurement for the Government. Conversely,
if the Government had insisted on owning IP
in all instances, the contractor would most
likely factor the expense of non-ownership in
its pricing, thereby inflating the cost of
procurement. It would also discourage
proactive involvement by the industry in the
development of national defence capabilities.
The Government should thus be mindful of
acquiring only the IP rights that it needs in
order to meet essential, operational
requirements and procurement objectives.

It therefore follows that the framework of a
sound policy for managing IP in procurement
should ideally be premised on these
general principles:
a) that the Government will only acquire IP
rights based on actual need, such as those
which are necessary to support and develop
national defence capabilities;
b) that the local defence industry (i.e. the
contractor) should own the Foreground IP
under procurement contracts unless to do
so would be contrary to national interests
or prior commitments with strategic
partners, allies or friendly nations (e.g.
pursuant to TTAs or MOUs) 8 ;
c) that the Government will obtain
appropriate rights to the IP at appropriate
times for the purposes of using and
supporting the defence system which has
been supplied by the contractor in the
course of procurement; and
d) that the Government will be committed in
supporting the local defence industry to
commercialise the Foreground IP that arises
from procurement contracts.
The above IP principles are generally consonant
with international norms and modern
procurement standards. They emphasise the
need for the Government to promote the local
defence industry by actively allowing the latter
to exploit or commercialise the IP derived
during the course of procurement. This not
only encourages the industry’s contribution to
national defence capabilities, but also sustains
the market competitiveness of the defence
procurement regime. Tellingly, those IP
principles have since been adopted as policies
by the UK’s Ministry of Defence (MoD) and
Australia’s Department of Defence (DoD) as
part of their procurement practice. 9

Government Guidelines for
Managing IP – the Singapore
Perspective 10
The UK and Australian approaches to defence
IP management have provided much impetus
to the formulation of Singapore’s IP policies
for procurement. As recently as 2004, the
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Ministry of Law and the IPOS tabled a set of
guidelines for managing IP in Government
agencies. Several principles were devised, none
of which deviated significantly from the general
ones that have been enunciated above.
This was followed by a circular issued by the
Ministry of Finance which documented the
Government’s decision that its agencies
“procure or retain only IP rights that they need
for operational reasons, and allow the IP to
be owned by the party who is in the best
position to exploit the IP in the commercial
space”.11 That said, the same circular also lists
certain situations where the Government
agencies may still choose to own the IP arising
from procurement, namely, “where there are
national security or national interest
implications in letting the contractor own the
IP”.12 All these pronouncements were to apply
to public procurement at all levels, be them
by Ministries, Departments, Statutory Boards
or Organs of State. Inevitably, they would
also apply to MINDEF and its central
procurement arm for the purposes of defence
acquisitions, DSTA.

MINDEF’s Procurement Policy on
IP Management
Given the pronouncements by IPOS and the
Ministries of Law and Finance, as well as the
merits of having an IP policy that focuses on
treating the local industry as integral to
national defence capabilities, it is little wonder
that MINDEF has evolved a similar framework
for managing IP in procurement.
Interestingly, MINDEF’s policy on IP
management was first mooted in March 1996
when its then Defence Procurement
Division13 tabled a proposition embodying
more or less the general principles stated
earlier. The proposition espoused the following
as indicative of an informed MINDEF-wide
policy on IP ownership:
a) that, generally, MINDEF will not want to
own the Foreground IP arising from
procurement contracts; and
b) that MINDEF will, however, insist on the
right to: (i) use the Foreground IP; (ii) allow

a third party to use that IP for the purposes
of maintenance and operation of the
defence system, or training MINDEF
personnel; and (iii) allow a third party to
develop the IP for upgrading the defence
system if the contractor is unable to do so.
The proposition was approved by the then
Permanent Secretary (Defence Development),
and has since been adopted as MINDEF policy.
All in all, these initiatives have brought
MINDEF’s policy on IP management in line with
those of other developed states such as the
UK and Australia, among others. Accordingly,
DSTA has also revised the existing IP clauses
which appear in its standard form procurement
contracts to accurately reflect the prevailing
MINDEF policy on IP management.14

CONCLUSION
It is clear that IP plays an important role in
shaping the defence procurement market. Its
importance is underscored by the manner in
which implementation programmes and
procurement policies within the defence
industry have invariably involved an
appreciation and application of IP concepts,
as well as its ownership and user rights and
potential for commercialisation. Drafters of
procurement contracts have also been mindful
of developing provisions which are consistent
with the prevailing policies on managing such
IP in defence. Suffice to say that the way in
which IP is managed in procurement is highly
reflective of the success of a nation’s defence
acquisition, spending and overall management.
For these reasons, MINDEF’s prevailing policies
on IP management are to be lauded. By
integrating the local defence industry in its
policies, MINDEF has sustained that industry’s
support for and contribution to national
defence capabilities. A sustainable defence
industry is instrumental to the success of any
given procurement regime. By targeting only
essential IP rights which are needed to meet
operational requirements and procurement
objectives, MINDEF has empowered and
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facilitated the local defence industry in
developing new capabilities as well as
supporting existing ones. This is the ideal which
all states should aspire to in operating their
defence procurement regimes, and managing
the IP that are engaged or generated therein.

ENDNOTES
1. Defence procurement is actually part of
the wider notion of public procurement, which
is “…the acquisition by public procuring entities
of goods, construction, and services from
private sector suppliers” – Campell (editor),
International Public Procurement (Dobbs Ferry,
N.Y.: Oceana Publishing) (2000).
2. DSTA is the central defence procuring entity
for MINDEF. DSTA is a statutory board,
so-called because it is established pursuant to
a specific statute, the Defence Science &
Technology Agency Act (Cap. 75A, 2001 Rev
Ed). Section 7(1)(a) of the Act empowers DSTA
to take the charge in defence procurement
matters by “…enter[ing] into contracts for
itself or the Government for defence systems,
facilities, technology, equipment, materials or
services or for the execution of works or any
other contract…”.
3. The other forms of IP include industrial
designs (for the protection of designs of
commercial items) and trade marks (for the
protection of certain forms of branding).
Admittedly, these forms of IP are less pervasive
in the context of defence, and are therefore
outside the ambit of this essay.
4. Cap. 63, 1999 Rev Ed.
5. Cap. 221, 2005 Rev Ed.
6. Under the Copyright Act and Patents Act
respectively.
7. For example, in the case of patents, the
application process is often long and complex.
There are also attendant costs involved, such
as the fees for engaging Patent Attorneys and
the registration process itself.

8. As mentioned on page 59, TTAs and MOUs
account for one of the sources of IP to be
derived in the course of procurement.
9. These are variously documented in the
Defence Industrial Policy for the UK, and the
Commonwealth Procurement Guidelines
for Australia.
10. The information under this section (as well
as the section that follows) is culled mainly
from the author’s professional knowledge of
the defence procurement process in Singapore.
That knowledge – which is either unclassified
or already in the public domain – is derived
from his career, firstly, as a Legal Counsel in
the then Defence Procurement Division of
MINDEF, and subsequently, as the incumbent
Head of both the Agency & Statutory Law
Practice at MINDEF Legal Services as well as
the Legal Department at DSTA. For reasons of
policy, the author regrets that he is unable to
attribute most of the contents therein to official
sources within MINDEF and DSTA.
11. Finance Circular Minute No. M9/2004.
12. In the context of the circular, “national
security” has been taken to mean “it will have
an impact on defence, domestic security or
foreign relations”. The other situations
mentioned in the circular include those where:
(i) the IP serves to identify the Government or
associate particular goods or services with the
Government; (ii) the Foreground IP created is
for general public dissemination and
information; (iii) the Foreground IP created is
used to augment an existing body of IP that
the Government has developed internally or
already possesses, as a prerequisite for the
subsequent transfer of the augmented IP to
the private sector for commercial exploitation;
and (iv) the Government Agency has made
significant intellectual contributions to the
project development and has demonstrated
plans to commercialise the Foreground IP.
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13. The Defence Procurement Division is now
one of the incorporated departments of DSTA
by virtue of the Defence Science & Technology
Agency Act (Cap. 75A, 2001 Rev Ed.).
14. The revisions relate mainly to the
“Ownership of Intellectual Property” clause.
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Defence Development and
Acquisition Environment
INTRODUCTION
Human errors or technical failures have often
been perceived as root causes of accidents, but
the investigation and analysis of the
circumstances surrounding major accidents,
such as Challenger and Chernobyl, have
revealed issues beyond these causes related to
the organisation. It is generally accepted that
basic faults in organisational structure, climate
and procedures may predispose an organisation
to an accident.
This brings us to the concept of “organisational
culture”. Many managers see it as a strategic
tool that will enhance the performance of the
organisation. Some studies have even found
that the success of an organisation is directly
linked to the strength of its culture (O’Reilly
& Tushman, 2002). While the importance of
safety culture may seem obvious for a
contractor developing and/or manufacturing
weapons, munitions and other war-fighting
systems, its role in government organisations
managing such development and acquisition
is not so clear. Should the contractor bear the
bulk of the responsibility for safety? Is there
a need to foster a safety culture in the
managing organisation, and how can that
be done?
This paper will explore these questions and
suggest ways to foster safety culture in a
defence development and acquisition
organisation. The paper starts by highlighting
an accident involving the chamber explosion
of a Singapore Armed Forces (SAF) 155mm
howitzer in 1997. By highlighting some of the
findings of the investigation, we hope to
explain why we embarked on a safety journey
to continually look for ways to strengthen our
accident defence measures. We will then take
a step back and look at the SAF and the
environment under which it operates. These
factors play an important role in determining
how the public perceives safety risks in
Singapore. The paper will then define the term
“safety culture” and go on to discuss how a
safety culture can be cultivated and measured
within the context of a government defence
development and acquisition organisation.

PERCEPTION OF SAFETY
IN THE SINGAPORE
ARMED FORCES
Chamber Explosion of 155mm Howitzer:
A 155mm howitzer belonging to the SAF was
engaged in a live firing exercise at an overseas
training location on 9 March 1997. The gun
had fired six rounds and had just loaded the
seventh round when an in-bore explosion
occurred. It resulted in the death of two
Singaporean soldiers and injured 12 other
personnel in the vicinity of the gun. The
Committee of Inquiry (COI) convened to
investigate the accident found that a faulty
point-detonating fuze attached to the High
Explosive projectile was the most probable
cause of the accident (COI, 1997). It was
postulated that despite requirements for fuzes
to be assembled in an unarmed position, the
fuze was delivered to the SAF with its Safe and
Arming mechanism in the armed position.
When the fuzed projectile was flick rammed
into the gun chamber, the set-forward force
activated the explosive train in the armed
fuze and this led to the in-bore detonation of
the projectile.
As a result of the accident, the fuze design
was changed, the production and inspection
processes were tightened but can more be
done to prevent such accidents from recurring?
Whenever a mishap occurs, there is a need to
guard against an overly simplistic analysis of
the accident. Often, decisions made by the
management may inadvertently create
circumstances under which others make errors
at the workplace. Although the armament
acquisition and development organisation does
not engage directly in any high-risk activities,
it delivers solutions and capabilities to the
armed forces and many of these solutions have
the potential to inflict harm on their operators
or result in collateral damage if they do not
perform as intended. Accidents not only lead
to casualties and fatalities but also undermine
the operational readiness and war-fighting
capability of the armed forces. End-users expect
the delivered solutions to be effective and safe
thus safety will always be a shared responsibility
between the users, the contractors as well as
the managing organisation. From this
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perspective, a robust safety culture which exists,
not just in the contractor organisation, but
also in the managing organisation will provide
an additional layer of safeguard against
accidents.

Figure 1. The birth of Singapore's
conscript army.
Public Tolerance of Safety Risk in a Citizen’s
Army: As Singapore continues to develop, the
general public will also come to expect higher
levels of excellence in the areas of health and
safety risks management. This expectation is
even more pronounced when it comes to the
safety of those entrusted with the nation’s
defence. When Singapore gained its
independence on 9 August 1965, the country’s
leaders quickly realised that the size of
Singapore's resident population would not be
able to support a military force comprising
regular soldiers. National Service (NS) was thus
introduced in 1967 to build up the required

manpower resources in a relatively quick and
cost-effective manner. All fit and able-bodied
men are generally enlisted into two years of
compulsory military service and subsequently
become part of the SAF’s reserves as NSmen.
As the SAF consists mainly of conscripts,
accidents involving SAF personnel will always
attract public interest. Public tolerance for such
accidents is expected to be lower than that
for an Army made up of regular soldiers. The
well-being of the conscripted soldiers takes on
even greater significance since the typical
Singaporean family is small in size. According
to Heng and Png (2004), the average family
has only two children. The declining birth rate
of the population means that small nuclear
families are likely to be the norm in Singapore.
Parents expect their sons to go through NS
relatively unscathed.
With training going on throughout the year,
training accidents may still happen despite
efforts to eliminate them. As Defence Minister
Teo Chee Hean acknowledged during the
budget debate in March 2006, despite the best
of efforts, “it is not possible to entirely
eliminate training incidents”. Mr Teo, however
also pointed out that the Ministry of Defence
(MINDEF) is committed to ensuring that the
system remains rigorous, human errors are
minimised, mistakes are learnt so as to “reduce
to absolute minimum or eliminate them if
possible, such accidents” (Minister for Defence,
2006). With the armed forces so committed
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Figure 2. The challenge of managing the acquisition of complex system-of-systems
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to safety, what more can those responsible
for equipping the SAF do to complement
and enhance the safety efforts of the
fighting organisations?

CHALLENGES IN
DEFENCE DEVELOPMENT
AND ACQUISITION
Unlike companies in the private sector where
profit defines success, public institutions often
face the challenging task of managing
potentially conflicting objectives. One of the
challenges of defence development and
acquisition is to ensure that the system
delivered to the user not only meets mission
requirements but is also as safe as possible.
How does one manage performance, cost,
schedule as well as safety in an optimum and
acceptable manner?
These challenges are even more prominent
for Singapore. With a limited budget,
Singapore’s approach towards defence
acquisition is to buy off-the-shelf whenever
possible to exploit the efficiencies of the
market. Since we are a relatively small
buyer in the defence equipment market,
suppliers are sometimes unwilling to
provide detailed information of their systems.
With insufficient information, it can become
difficult for detailed safety assessments to
be performed on those acquisitions. In other
cases, the contractors may not have performed
their safety assessments to the desired level
of rigour. In those cases, additional budget
has to be catered for and the schedule has to
be extended so that additional safety
assessment and/or qualification test can
be performed. The expectations and
environment under which the local defence
development and acquisition organisation
operates provide a compelling case for
cultivating a robust safety culture.

DEFINITION OF SAFETY
CULTURE
Before we attempt to define “safety culture”,
we need to first define “organisational culture”

as it is a word with many meanings and
connotations. Some common definitions are:
1) The dominant values espoused by an
organisation, such as “product quality” or
“price leadership” (Goffman, 1959, 1967;
Van Maanen, 1979b, as cited in Schein, 1992).
2) The philosophy that guides an organisation’s
policy towards employees and/or customers
(Ouchi, 1981; Pascale and Athos, 1981,
as cited in Schein, 1992).
3) The rules of the game for getting along in
the organisation, “the ropes” that a
newcomer must learn in order to become
an accepted member (Schein, 1968, 1978;
Van Maanen, 1976, 1979b; Ritti &
Funkhouser, 1982, as cited in Schein, 1992).
The definition that we adopt for this paper is
“the set of beliefs, values, and norms, together
with symbols like dramatised events and
personalities, which represents the unique
character of an organisation, and provides the
context for action in it and by it” (Fincham &
Rhodes, 2005). Put simply, a clearly defined
culture should reflect the collective beliefs
of the organisation and serve as a beacon
to guide the actions and behaviour of
all employees.
Many organisations, especially those in the
construction industry, claim to champion safety
culture but how much of what they have done
actually embodies it? Very often, we see
banners and boards put up at construction
sites reminding workers of the importance of
safety but are these claims of “safety first” just
lip service? If the belief in the importance of
safety does not manifest itself in tangible ways
that influence and shape the behaviour of
everyone in the organisation, is the
organisation really fostering the desired
culture? The definition above rightly
emphasised that beliefs, values and norms
must provide the “context for action” in the
organisation but having a context for action
also implies that the beliefs must be
“actionable”. How does the organisation create
a conducive environment for the desired
culture to take root?
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SAFETY CULTURE IN THE
DEFENCE DEVELOPMENT
AND ACQUISITION
ORGANISATION
An organisation’s culture is not just a list of
values espoused by the management to be
framed on the wall of offices. Those are simply
ideals. What you strive to be as an organisation
and what values you hope to embrace may be
different from the values expressed in your
practices and behaviour. In their study of 18
successful companies in the US, Collins and
Porras (2002) found that these companies are
usually built on a solid foundation of core
values. Most importantly, these companies go
beyond paying lip service to the idea of culture;
they ensure that the desired beliefs, values
and norms are firmly entrenched in the
company psyche in “specific, concrete ways”
(p. 135). The basic ingredients for fostering an
“organisational culture” are perhaps universal
but the proportions of each ingredient and
the flavours to add might be different, for
example, between MINDEF and IBM.
If safety culture is the strategic intent of a
defence development and acquisition
organisation, what are some of the tangible
steps that can be taken to bring it to reality?
To effect a cultural change is to fundamentally
alter the beliefs and thus the associated
behaviour of the people. It takes more than
just management exhortation or bureaucratic
work processes to achieve that kind of change.
People need to be inspired by the collective
vision and be persuaded by the logic behind
it. At the same time, the organisation must
institute changes that will shape the behaviour
of its employees. It should tweak its
performance appraisal to measure the desired
outcome and change the incentive system to
reward people for exhibiting the desired
behaviour. The organisation should also lay
down work processes that will guide people
towards the desired outcome. Lastly, these
changes are largely internal to the organisation
and in order to increase the robustness of the
safety culture, we also need to influence the
other players in the defence development and
acquisition ecosystem.

HEART-WARE –
PERSUASION AND
INSPIRATION
The leadership and commitment of
management: Schein (1992) said that one of
the most powerful primary mechanisms for
cultural embedding and reinforcement is what
the leaders and managers “pay attention to”
(p. 270). Broadly speaking, two levels of
changes are required to effect meaningful
changes to the culture of the organisation. At
the first level, organisational elements or
mechanisms such as a performance appraisal
system aligned with the values of the
organisation that shape and promote the
desired behaviour should be put in place. At
a deeper level, the beliefs and values that
underpin those elements or mechanisms have
to be embedded into the mindset of the
people. Recognising the necessity of these
changes and implementing them demands
tremendous commitment and resolve as well
as leadership from all levels of management.
When the management leads the change
process, the credibility and probability of success
increases. The leadership role played by the
management should not be underestimated.
The story of HP’s growth from its humble
beginnings in the garage of Bill Hewlett and
David Packard is the stuff of corporate legends.
When HP went public in 1957, its founders
realised they needed a set of corporate
objectives to guide their division managers,
thus the “HP Way” was born. The “HP Way”
is not just a list of ideals. For each of the seven
objectives, the founders had explained why
that objective was important to HP (i.e. the
underlying beliefs supporting this objective).
Over the years, new employees would talk
about how impressed they were by the fact
that the founders had articulated their
thoughts about the company’s goals - not only
that, the founders were also committed to the
“HP Way” (Dong & Sturner, 2002). It became
a source of inspiration to generations of
employees and became part of the HP culture.
HP’s experience has provided us with an
important lesson. In many organisations
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performing defence-related work, it is easy to
find top management espousing “safety first”.
However, there is a difference between
knowing why safety is important and being
able to relate to and internalise the beliefs
and values supporting it. It is important to
address the latter if we want to bring about
the deeper level of change highlighted earlier.
To do that, the management should lead in
finding answers to the following questions
before embarking on the cultural change: why
is safety so important in our organisation? Why
should safety be part of our organisational
culture? What can we achieve through a robust
safety culture? In order to answer these
questions, one is forced to take a long, hard
look at the fabric of the organisation. When
the beliefs and values being promulgated are
well supported by these “underlying reasons”,
they have a greater chance of being accepted
and internalised by people. Establishing the
beliefs and their underlying reasons should be
the first step towards leading cultural change
but it will not be enough. The management
must be willing to commit time and effort to
communicate and explain them to the
employees frequently. Similarly, time and effort
must be catered to drive the other tangible
aspects of the cultural change effort.
The vital role of communication: Beliefs, values
and norms are the foundation of organisational
culture. At the end of the day, beliefs and
values are personal and formed over time. To
effect changes to the organisational culture,
the beliefs and values of the employees have
to be changed over time. In every organisation,
there will be believers, sceptics, non-believers
and people who fall somewhere in between.
The reasons for resisting the cultural initiative
vary - some may feel that the existing culture
is good enough while others may think, rightly
or wrongly, that the espoused beliefs conflict
with their own. This is why establishing the
organisation’s beliefs and the underlying
reasons for those beliefs is just the starting
point - the management has to communicate
them to the employees subsequently and
convince them. A good communication strategy
should seek to persuade and inspire but
all too often it fails during execution.
We believe that three aspects of the
communication strategy are particularly

important and worth highlighting. Firstly, the
management team should undertake the
responsibility of communicating and explaining
the organisational beliefs, their beliefs, to their
employees. By doing that, the management
team sends a clear message that these beliefs
are important. It takes more than slogans or
cliches about “putting safety first” to inspire
employees to move beyond scepticism and
become receptive to the organisation’s beliefs.
All too often messages delivered via official
communication channels sound canned and
contrived. Instead of focusing purely on the
logical benefits of having a strong safety
culture, management should always seek to
put across their personal convictions in the
organisation’s beliefs to the employees. This
could be done via some form of corporate
story telling or sharing about lessons learnt
from past accidents. The exact avenue, whether
delivered in staff conferences or through email
broadcasts, is not as important as the message
itself. Events such as staff conferences,
workshops or family days are all opportunities
for the management to communicate their
beliefs outside the context of work. It takes
time to effect the desired cultural changes thus
any changes in the management or the
strategic priorities of the organisation have to
be managed carefully so that they do not send
conflicting or even erroneous signals to
employees. In an organisation where there are
regular changes in the management team, it
is especially important that the incoming
management team reaffirms and
communicates its commitment to the
organisation’s beliefs early in its tenure. As to
be expected of any change initiative, not all
employees will buy into the message initially.
This should not deter the management from
pursuing the cultural change initiative and
delivering the message consistently. Like a
supertanker, an organisation can only be
steered slowly towards its desired state. This
aversion to change or “organisational inertia”
can be overcome through sustained efforts.
By reaching out to and convincing a core group
of early adopters, incremental changes may
be effected to the culture of the organisation.
Over time the cumulative effects of the
“nudging and pulling” by the management
and the early believers may influence others
to become more receptive to the message.
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Secondly, in promulgating the beliefs and
values of the organisation, efforts should be
made to acknowledge if not address the
concerns of all employees, in particular those
of the Integrated Project Teams (IPTs). In a
project-oriented organisation, the IPTs are the
rank and file who grapple with daily issues of
system performance, budget and schedule.
Finding out their concerns would help the
management determine how best to push
forth with the safety culture initiative and in
doing so help prevent scepticism from breeding.
There are many ways to solicit concerns and
feedback; these include anonymous surveys
and focus group discussions involving a wide
cross-section of employees. It is also advisable
to avoid running the safety culture initiative
like a campaign as it is often perceived by
employees as a short-lived pet project of the
management. This kind of scepticism is
detrimental to fostering a sustainable safety
culture in the organisation.
Thirdly, the communication strategy should
cater to projects that straddle across disciplines
and functions. For example, a naval platform
may consist of radars, communication systems,
ship propulsion, offensive weapon systems and
many other sub-systems. A separate project
team may manage each of these sub-systems.
The message must be driven home to all project
teams because the safety of the entire system
is only as good as its weakest component. The
commitment of the top management and an
effective communications strategy can only go
so far towards influencing employees. The
critical determinant of the cultural change
initiative is the employees themselves. By
recruiting people whose beliefs are compatible
with that of the organisation, the probability
of them internalising the beliefs will be greater.

SHAPING OF BEHAVIOUR
Recruit employees whose values are
compatible with those of the organisation:
One of the most important ingredients to
fostering a desired organisational culture is to
recruit people who would assimilate well into
it. A typical job interview might rightly focus
on the personality, skills, experience and
qualifications of the candidate but for an
organisation seeking people compatible with

Figure 3. The safety of a system is only as good
as its weakest link.
its culture, the scope of the interview should
be enlarged. The interviewer should make use
of this opportunity to explain the beliefs and
values of the organisation to the candidates.
The candidates should be made to understand
that they would be expected to behave in ways
consistent with these beliefs and values. In
addition to that, whether they will enjoy their
work will be determined to a large extent by
how compatible they are with the guiding
values and beliefs of the organisation. The
purpose for doing this is not to de-emphasise
the importance of job competencies - those
and other aspects of the candidate’s resume
should still be assessed. Rather, it ensures that
the usually latent issue of beliefs and values
are surfaced and discussed openly. The
candidates can then better determine whether
their personal beliefs and values are compatible
with those of the organisation. The candidate
that eventually joins the organisation will most
likely have a higher chance of assimilating into
the culture.
A candidate applying for a position in a defence
acquisition organisation may not know or at
most may be vaguely aware that safety is
important. Interviewers should explain its
importance especially among other potentially
competing objectives such as schedule and
performance. When you do that, you are in
fact telling the candidate, “Over here, we are
not just concerned with delivering solutions
to our users in a timely and cost-effective
manner. That is very important but we are also
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Basic Competencies
Required to build and sustain the culture and values
Applicable to all in the organisation

Business Competencies
Skill-based competencies cutting across many
business units

Technical /
Functional
Competencies
Technical
know-how
required for
specific job
in a
business unit
Figure 4. T-Shaped Competency Structure
committed to delivering solutions that are as
safe as possible without compromising user
requirements. If you join us, you would be
expected to exercise due diligence in your work
to ensure that our users have a good and safe
system.” This is especially relevant for positions
involving programme or project management
or other specialist functions like safety,
quality assurance, ammunition surveillance,
systems development, systems engineering,
systems testing, systems integration, etc.
After the desired candidate is accepted into
the organisation, he should continue to be
observed and mentored so that his
existing beliefs and values can be nurtured
and reinforced.
Empower employees through training and
competency building and reward those whose
behaviour and output fit the organisational
ideology: Safety is usually a cardinal
requirement for defence-related projects but
it should not be exclusively pursued at the
expense of all other requirements. A more
desirable objective is for IPTs to exercise due
diligence and ensure that safety is optimised
under the constraints of performance, budget
and schedule. This implies that safety should
be managed actively, like cost, performance
and schedule. To do that well, IPTs need to
possess competencies in safety engineering
and management as well as the various
technical domains required by the project. A
robust competency framework will enable
employees to identify competency gaps and
develop them systematically. One competency

framework that can be adopted is the T-Shaped
Competency Structure (Figure 4).
Under each of the three categories of
competencies, individual competencies in terms
of knowledge, skills and attributes are
identified and four levels of proficiency are
used to measure each of them. This framework
provides a systematic way of helping employees
identify areas of weaknesses that may prevent
them from exercising due diligence in
managing safety in their work. Having said
that, a robust competency framework alone
cannot ensure that employees will manage
safety actively. How can we expect safety to
take root if the incentive and reward systems
are driving different behaviours? If IPTs are
rewarded solely for completing project
milestones on time, will IPT leaders be
motivated to play a more active role in
managing safety? It is a known fact that
rewards and compensation schemes are vital
components in supporting organisational goals
and values. An effective performance appraisal
system should allow employees to apply their
competencies and identify ways in which safety
can be factored into their work. It should also
allow for adequate measurements of
performance in those identified objectives.
Employees who meet these targets should be
appropriately rewarded so that the desired
behaviours are reinforced. At this point, it is
important to recognise that a safety culture
cannot be driven purely by rewards. It is the
employees’ ability to shape their behaviour
over time that is vital to nurturing the desired
organisational culture.
Reinforce the norms and beliefs through welldefined processes: Some people may argue
that in an organisation with a robust culture,
processes should not be required. Some people
even see them as a contradiction in terms. Why
make your IPTs follow standard processes when
they should be driven to achieve the desired
outcome in the most effective way? By
establishing clearly defined processes, IPTs will
know what is expected of them at each stage
of the project in order to achieve the desired
end result. This is particularly important and
useful for new and inexperienced employees.
By crafting processes in ways consistent with
the organisational values and requiring IPTs
to follow them, the desired behaviour is
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it wants to manage
safety under the
p a r t i c u l a r
circumstances
surrounding each
development or
acquisition. Over
time, this upfront
thinking
and
consideration will
tend to become a
norm embedded in
the psyche of IPTs. At
this point, it should
be highlighted that
the procedure does
not stipulate the
criteria of adequacy
Figure 5. A well-defined process shows the Programme Management
for the safety
Team the way forward
approach because as
highlighted earlier,
enforced and encouraged. We are not saying
this may not be possible given the large variety
that strict adherence to a set of processes or
of systems being developed or acquired.
procedures will ensure that the IPTs deliver
Instead, each IPT is empowered to establish
the safest system. At most, a process only sets
the safety approach and subsequently to justify
the baseline on what should be done in order
and convince the endorsement forum on its
to meet that objective. Moreover, it is neither
adequacy on a case-by-case basis. Through this
possible nor desirable to create processes that
method, IPTs are encouraged to exercise sound
cater to all projects, given the large variety of
judgement at all times and where necessary,
systems being developed or acquired. It is also
go beyond what is stipulated in the processes
difficult to state objective and clear-cut criteria
especially for complex systems that have higher
for the desired standard of the safety work for
levels of safety risks. We believe that if people
all projects - the IPT for each project is in the
are given this kind of “guided empowerment”,
best position to determine that.
they will know what is expected of them in
terms of safety and internalise these
We will illustrate this point using an example.
expectations over time. By giving people a
Currently, developmental and acquisition
path to follow yet allowing them the freedom
projects under our purview are required to
and flexibility to go beyond what is stipulated,
adopt the system safety methodology and a
we are giving the safety culture room to take
set of procedures has been written to guide
root, grow and flourish.
its implementation. One “pre-tender” task
requires the IPT to establish and seek
Measure the state of health of the safety
endorsement for, among other things, the
culture: Having taken concrete steps to establish
through-life safety approach adopted for each
the values, communicate them to the people
development or acquisition via a System Safety
and create the environment that nurtures the
Program Plan (SSPP). The safety approach is
desired behaviour, the state of health of the
crafted by considering various factors, such as
safety culture should be monitored regularly.
the safety risks posed by the system, the
This provides a yardstick on how robust the
maturity of the technologies used in the system,
safety culture really is and helps identify areas
the track records and competencies of likely
of weaknesses that must be addressed. It also
contractors. By stipulating that a safety
provides a rough gauge on the “return on
approach has to be established before the
investment” for the efforts that have gone
invitation-to-tender, the IPT is required to
into fostering the safety culture. This could be
establish upfront and seek approval for how
done through safety workshops, focus-group
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discussions and anonymous surveys. The
questions used to solicit opinions and feedback
must always be tailored to the requirements
of the defence acquisition and management
environment for them to be meaningful. Some
categories of questions that could be used to
measure safety culture are as follows: perceived
relevance of safety culture, accessibility of
communication channel, processes to support
safety culture, ability to balance safety against
competing requirements, perceived
management support, training and staff
competency, enthusiasm towards safety and
the level of safety consciousness. The results
of such surveys should be analysed and the
identified areas of weaknesses addressed. The
management should also discuss the results of
these surveys or focus-group discussions with
all employees. This serves three important
objectives. Firstly, it demonstrates the
willingness of the management to share the
findings and having an open culture of sharing
is an important element of a robust safety
culture. Secondly, it creates a sense of
involvement for all participants in the effort
to foster a safety culture. Thirdly, it encourages
participants to think about the findings and
this may result in additional feedback that can
be used to improve the management’s
understanding of the findings.
Pushing forth with a robust safety culture in
the defence development and acquisition
ecosystem: The preceding discussions covered
issues vital to fostering safety culture within
the authority organisation managing the
development or acquisition. However, the
authority organisation is only one player in
the entire defence development and
acquisition ecosystem. Other players in the
ecosystem, such as the contractors, also perform
important roles in ensuring the safety of the
delivered system. Singapore is a relatively small
buyer in the defence equipment market and
thus its ability to push forward with a robust
safety culture in its ecosystem can be especially
challenging. To address this, we have adopted
a multi-pronged approach. As highlighted
earlier, a SSPP is prepared by the IPT prior to
the invitation-to-tender phase. This SSPP also
contains a comprehensive set of safety
requirements generated via a Preliminary
Hazard Analysis. These safety requirements

are specific to the actual environment and
scenarios under which the system will be used
and are included in the tender documents.
By consistently specifying detailed requirements
in the tender documents and then evaluating
contractors based on their degree of
compliance with these requirements, we are
communicating to potential contractors the
standards expected of them in terms of safety.
After the contract is signed, Quality Liaison
Meetings and Product Audits are also
performed on selected contractors to ensure
that the system produced conforms to
stipulated safety requirements. In addition,
hazard analyses are also prepared by the IPT
as part of the Safety Assessment Report after
the contract is signed. These hazard analyses
contain detailed verification requirements for
the hazard mitigation measures identified. The
IPT will rigorously verify that each mitigating
measure is adequately implemented before
the hazard is deemed closed. Other than
explicitly telling contractors the standards
expected of them and their products in terms
of safety, these actions communicate to the
contractors a clear message: that safety is
important and taken seriously by the managing
organisation. Through the dynamics of a
customer-contractor relationship, a slow and
gradual change to the safety culture of the
ecosystem could be effected.

CONCLUSION
In this paper, we have highlighted the impetus
for fostering a safety culture in the defence
development and acquisition organisation. In
our quest to uphold safety among various
budget and schedule constraints, a robust
safety culture that reflects the collective beliefs
of the organisation and serves as a beacon to
guide the actions and behaviour of all
employees offers the best solution. Cultural
changes do not take place overnight. Changing
the culture of an organisation is akin to steering
a supertanker. The supertanker is huge and
has poor manoeuvrability - any changes in its
course have to be plotted out early and
performed over relatively long distances.
Similarly, it takes time to instil into the
organisation those values and beliefs that are
vital to fostering a safety culture. Sustained
efforts are required. In addition to that, the
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cross-disciplinary and cross-functional nature
of most projects makes it difficult to create a
simple “one-size-fits-all” solution. We believe
that a robust safety culture has the greatest
chance to take root and flourish if the approach
is holistic and we have discussed various ways
to do this in a defence development and
acquisition organisation. The journey towards
nurturing a truly robust safety culture is likely
to be long and winding but the rewards may
well be worth the effort.
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Workplace for a
Knowledge Enterprise
TRADITIONAL OFFICE
ENVIRONMENT
Like most organisations, our office environment
has evolved over the years. We brought in
new tools along the way. With different
organisations coming together to form DSTA
in 2000, there are a myriad of tools that have
not been rationalised or integrated into our
workplace, despite organisational restructuring
and consolidation.
Until recently, our project teams still operate
several legacy and disparate document
repository systems. For long-term record
keeping and archiving, our registry is still very
much paper based. Much of the workflow and
document routings are handled manually,
which is slow and time consuming.
For a long time, the email and office suite have
been dominant tools in our office environment
for handling messaging, unstructured content
and for communication. The email system is
a good tool for ad hoc messaging in small
group settings. Increasingly, however, with the
exponential growth of the Internet and
widened collaboration, our staff have to cope
with so much more information, resulting in
information overload.
The email system has many limitations for
project collaboration, knowledge sharing and
communication across relatively large
communities. Demand for multi-party
collaboration is increasing. Information is not
always readily visible, available or accessible.
Much time is wasted on managing, looking
for or even checking the availability of relevant
information. Therefore, the way we organise
and collaborate on information has great
impact on our overall workplace productivity
and effectiveness.

KNOWLEDGE WORKPLACE
In the manufacturing industry, a factory would
typically need to be organised around its
machinery to achieve the optimal production

capacity. Likewise, a knowledge enterprise
would need a well-designed knowledge
workplace system to enable its knowledge
workers to operate and realise their
full potential.
In 2004, a DSTA mobile network was first
launched to enable the staff to connect and
work using a secured notebook via an Internet
connection. This is a big step towards building
a new generation workplace called eHabitat
to support an increasingly mobile workforce.
At the DSTA Learning Festival in 2005, the
vision of the eHabitat was launched as our
Habitat, wherever we are. The eHabitat
aims to:
- Connect people, organisation and
knowledge
- Extend our workplace for learning and
knowledge sharing
- Build community culture and values
As shown in Figure 1, the knowledge workplace
should be able to unlock and yet protect the
wealth of information in various rich-media
forms. The information is delivered to the
knowledge workers based on their roles and
identity. The information should be relevant
and organised for effective acquisition,
collaboration and decision-making.
The desired knowledge workplace is not just
about technology or software systems. In the
book “Harnessing Dynamic Knowledge”,
Professor Mark E. Nissen emphasised that
“enhancing knowledge flow requires
simultaneous attention to personnel, work
processes, organisations and technologies.
The four organisational elements operate
as a cohesive system and should be addressed
as an integrated design problem” (Nissen,
2006, p. 14).
The success of the knowledge workplace would
require a collective effort by various
stakeholders, including leadership from the
higher management and buy-in from our
knowledge workers. However, this is a great
challenge as most organisations would have
created a hierarchical structure with a division
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Figure 1. Unlock and Deliver Relevant Information
of responsibilities. To achieve a cohesive
system, there is a need for a strong business
case and clear demonstration of business value
to the various stakeholders. In the context of
DSTA, the proposed organisational elements
can be mapped into the following:
a. eWorkplace Systems (technology)
b. Information Resource Management (IRM)
Governance (work processes)
c. Knowledge Service Support
(organisation structure)

eWORKPLACE SYSTEMS “OUR WORKPLACE,
WHEREVER WE ARE”
Traditionally, the enterprise IT solutions are
designed mainly for structured data via
database technology. Generally, unstructured
data comprising text documents and
multimedia content are not well integrated
into the mainstream IT systems, and their
business applications are less mature.

d. Communities of Knowledge Workers
(personnel)

However, with
new content
management
Communities of Knowledge Workers
tools and web
technologies
emerging in
IRM Governance
eWorkplace
Knowledge
recent years,
Framework
Systems
Service Support
the technology
is
fast
Processes
Technology
Organisation
maturing to
tackle the
Figure 2. Knowledge Workplace Framework
challenge of
The following sections describe how these four
unstructured content management. Together,
key elements operate together in a cohesive
they offer new and exciting opportunities for
manner to enable a knowledge workplace
integration across structured and unstructured
environment to empower our communities of
content, as well as between ad hoc messaging
knowledge workers to deliver the desired
and purpose-driven collaboration.
outcome to our customers.
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Corporate
Intranet

Knowledge
Portal

Email /
Office Suite

Content and Document Management System
(CDMS)
Figure 3. eWorkplace Systems Architecture
At DSTA, we will need a workplace that
enables the effective flow of information to
empower our knowledge workers to achieve
the following:
a. to deliver right information at the right time
as required by our knowledge workers
b. to enable our knowledge workers to
effectively and efficiently capture, share
and reuse knowledge
c. to enable our knowledge workers to
effectively connect, collaborate and
co-create knowledge
d. to facilitate effective knowledge retention
and transfer of knowledge to new members
The proposed eWorkplace Systems should
provide a holistic and integrated approach to
support working, collaboration and learning
by our knowledge workers. After much testing
and experimentation, the suite of eWorkplace
Systems comprises three key sub-systems –
the Corporate Intranet, the Knowledge Portal
and the email/Office Suite.
a. Corporate Intranet. The Corporate Intranet
is our one-stop staff-centric information
platform for organisation-wide staff
communication and engagement, corporate
information services, and community learning
and sharing. The information is organised for
easy navigation and search-and-find.
b. Knowledge Portal. While the Intranet caters
to the needs of all staff, the knowledge portal
is positioned to enable our knowledge workers
specifically for working, collaboration and
action. The knowledge portal is customised
based on one’s roles and information needs.

c. email/Office Suite. The email and Office
Suite remain as critical components of
individual work productivity tools. Increasingly,
many decisions and business transactions take
place via email. As such, the filing and retrieval
of email records from the Content and
Document Management System (CDMS) has
become a critical link in the design of our
eWorkplace Systems. To our knowledge
workers, the integration offers a more holistic
workplace experience.

Corporate Intranet
The Corporate Intranet is our one-stop
information platform for all staff working in
DSTA. An enterprise approach is adopted to
develop the top level information map.
However, the detailed information architecture
is continually evolving, based on business
demand and opportunity. The top level
information map is an important prerequisite
in the overall Intranet design to achieve ease
of navigation.
With this new generation Intranet, content
owners can now manage and publish their
content directly using various Intranet
applications from the CDMS. The traditional
webmaster roles are now centralised and
upgraded to provide more value-added
services. Together with the mobility provided
by the secured notebook, the revamped
Corporate Intranet has been well received.
It was another step towards realising the
eHabitat vision as our new generation
eWorkplace system.
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- Building Identity and Relationship as a
community

The knowledge portal design has also enabled
the extension of specific role-based
requirements, where an individual may take
on multiple roles. With personalised portals,
specific information and action can now be
pushed to and organised for the knowledge
workers. They include workflow, subscription
from CDMS, and action items from various
applications such as leave, transport claim and
business applications.

- Community Learning and Knowledge
Sharing

Email/Office Suite

Knowledge Portal
While the Corporate Intranet is tailored for all
staff, the Knowledge Portal has been designed
as a one-stop platform for Programme Centres
(PCs) and Competency Communities (CCs) with
the following purposes in mind:

- Business/Project Filing and Collaboration
We rolled out the Knowledge Portal to all PCs
and CCs as part of the reorganisation initiative
in 2006. It is designed to dovetail the overall
eHabitat system and infrastructure, and to
incorporate IRM within the business workflow.
The Knowledge Portal has provided a valuable
platform for staff communication and
engagement at the PC/CC level, supporting the
day-to-day work and collaboration, and
subscriptions to various knowledge repositories
and databases such as the Corporate Infohub,
eLibrary, and specialist repositories.
This has enabled the PCs/CCs to own and
manage their information resources and
collaboration, and embark on their knowledge
management journey. At the organisation
level, all the relevant communication messages
and updates can now be pushed selectively to
each PC or CC Portal.

Current IRM State
Disparate repositories
Relevant email may not be
properly filed as records
Hard-copy records are still
filed as proof of evidence
Losing records and
knowledge with staff changes
Dealing with duplicate
copies, versions and security
risks
Difficult to locate document
records, especially the older
records

Email is ubiquitous in our workplace.
Increasingly, email correspondence contains
formal and relevant information that needs
to be stored for record-keeping and reference.
The Microsoft Outlook plug-in with the CDMS
allows the staff to file emails selectively to
both the personal folders as well as the
project folders within CDMS. This integration
allows the continued use of the familiar
email user interface, while retaining a link to
CDMS as the back-end repository and
collaboration solution.

CDMS
The CDMS is a strategic investment in an
Enterprise Content Management (ECM)
infrastructure. It has been designed as our
official repository and the platform for web
publishing and knowledge sharing. As shown
in Figure 4, the CDMS investment is to enable
DSTA to transit from its current state to the

Target IRM State
Shared repository within
workgroup and across
workgroups
Electronic media as primary
storage media for formal records
Less paper-based workflow
and transactions
Staff Self-Service
- Ease of filing, including email
- Reliable search-and-find
Ease of transfer of ownership
Audit Trail by systems
Life-cycle content management
- including long-term archival
solutions

Figure 4. Transiting Information Resource Management to Target State
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IRM
Maturity Level

Measurements

Description

IRM0

Non-Compliance

Lack of consistent practices

IRM1

Compliance

Fulfiling basic governance

IRM2

Productive IRM

Do-it-Once, Get-it-Right

IRM3

Effective Collaboration

Collaboration-by-Design

Table 1. IRM Maturity Levels

desired state of effective IRM. The CDMS is a
feature-rich ECM infrastructure which include
functions such as record management, business
process management, search and taxonomy
management, digital rights management, and
web content management.

IRM Governance Framework
As defined by David Skyrme, IRM is “an
emerging discipline that helps managers assess
and exploit their information assets for business
development” (David Skyrme Associates, 1997).
It draws on the techniques of information
science (libraries) and information systems (IT
related). It is an important foundation for
knowledge management, in that it deals with
explicit knowledge.
In DSTA, IRM refers to the effective
management of official and important
information assets throughout their life cycle.
A streamlined IRM would provide the
foundation to allow us to achieve
accountability, productivity and effectiveness
in our day-to-day work. Beyond the baseline,
IRM will be critical to support more advanced
Knowledge Management (KM) practices for
collation and collaboration among various
communities. The key categories of information
resources include:
- Administrative, Business and Project Filing
- Corporate Records, e.g. business plans,
contracts, committee and quality
management
- Publications, e.g. policies, guides, manuals,
speeches and professional papers
- Knowledge Assets, e.g. competencies, R&D,

collaboration partners, project management
and library
With CDMS, the legacy paper filing system is
being transformed into e-filing. Similarly, the
traditional registry functions have been
consolidated and streamlined into eRegistry
services. With more convenient self-help
services, there is clarity in the roles and
responsibilities that each staff will need to take
on to properly manage the information
resources under his control.
The migration from legacy practices to a new
IRM standard is a massive exercise and has to
be done progressively and in a timely manner
so as to deliver good value to the business
entities. To guide the IRM progression, four
levels of IRM maturity have been defined, as
shown in Table 1. As we sort out and streamline
our IRM processes, the IRM will become more
productive and effective. Instead of relying
on the ad hoc email approach, gradually, a
more structured workflow via knowledge
portals with auto-filing and database update
functions can be expected.

Knowledge Service Support
Since 2000, DSTA has progressively introduced
and upgraded its supporting knowledge
services. Many of these were at DSTA level as
we continued to develop our capability to
effectively consolidate and harness knowledge
across the organisation.
The KM programme was first set up in 2000
and concentrated on the overall framework
for managing knowledge and encouraging
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knowledge sharing and collaboration. In 2004,
the DSTA College was set up to develop and
strengthen DSTA’s core competencies in the
management of large-scale complex projects
and systems engineering, and to adopt a
systematic approach in transferring the
knowledge, lessons and experience gained to
succeeding generations of staff. The Systems
Architecting function set up in 2004 can also
be seen as an intentional effort to promote
the intra-organisation and inter-organisation
knowledge flows for value creation, starting
at the front-end planning process, and
eventually permeating through the acquisition
management phase into systems management.
This is accomplished through defining and
maintaining systems architectures for systemof-system capabilities.
In 2006, continuing the DSTA transformation
journey, the Directorate of Organisation
Capability Development (OCD) was established,
together with eight CCs. The purpose of the
OCD is to anticipate and develop the relevant
competencies to support the future
programmes for the defence and security of
Singapore. The CCs also play significant roles
as “knowledge communities” – vibrant
communities comprising people with likeminded professional interests, where
knowledge can be germinated, created and
shared. The CCs are essential platforms for
knowledge transfer and renewal.
More recently, we have strengthened two
other centres for IRM – the Centre for
Information Management (CIM) and the
Information Resource Centre (IRC).
The traditional registries were reorganised into
the CIM, and repositioned to offer eRegistry
services. The new CIM allows us to harness
existing resources to better organise our
knowledge repository, and to create synergy
between document filing and knowledge
sharing. The vision of CIM is to harness KM’s
best practices and IT solutions by:
a. providing efficient and reliable content
management services, including one-time
handling effort, one official copy, inflow and

outflow management
rights management

and

access

b. d e l i v e r i n g o n l i n e i n f o r m a t i o n t o
users/groups, customised to the way they
need it
c. enabling more efficient workflow and record
management as part of information life-cycle
management
d. facilitating enterprise search services and
information sharing (subject to access-right
policy and guidelines)
A suite of creative solutions has been put
together to enable transformation of eRegistry
services. It includes eFiling, eRouting, scanning,
eFax, eForm and eWorkflow. The online
information and record management services
are delivered via CDMS, our official repository.
While various legacy registries are now
consolidated into the CIM, the latter is
still able to provide direct support to staff,
including the routing of documents via both
the e-channel and through manual service.
The IRC is another one-stop library service
centre to source and deliver professional
resources from external databases and
information service providers. In addition to
the traditional library facility, the eLibrary@IRC
delivers “just-in-time knowledge” from external
information resources. The new service provides
powerful search functions and seamless
connections to both Internet-based and
in-house databases and resources.

COMMUNITIES OF
KNOWLEDGE WORKERS
A key purpose of the knowledge workplace
initiative is to better connect and empower
our knowledge workers to perform their job
well. The staff need to be empowered with
the right information and mandate to be
effective knowledge workers. Increasingly, the
right information resides with different people
from various parts of the organisation.
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Figure 5. Change of mindset and paradigm

Culture and Mindsets
For a variety of reasons, it is not easy to get
staff members to manage and share
information. The key resistance to knowledge
sharing centres on our mindset and cultural
issues. Specifically, there are the “need-toknow” and “knowledge-is-power” mindsets.
As a result, our information resources may not
be well organised and shared, and in turn we
spend a significant amount of time and effort
looking for information.
As shown in Figure 5, after some review, the
notion of “right-to-ask” was proposed and
formalised to complement the “need-to-know”
principle. This refers to an inherent right to
ask for information if we are unable to locate
it. Specifically, the Corporate Intranet is
organised for easy navigation and search. To
help further institutionalise the new mindset,
a feedback channel, Ask@eHabitat, was

set up for staff to ask questions as well as to
suggest ideas and improvements to the
Corporate Intranet.
Therefore, while the notion of “knowledgeis-power” is still valid, the paradigm
“knowledge-sharing-is-more-powerful” is even
more powerful. By not sharing knowledge,
one misses the chance to impart knowledge
and be recognised. The new paradigm will go
a long way towards enhancing knowledge
sharing and information resource
management, which will result in time and
effort saved in looking for information.

Communities
With the formation of the CCs, all DSTA staff
are grouped into eight communities by their
competencies. The CCs are quick to embrace
the best practices of communities of practice.
The CC allows like-minded people, bound by
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common areas of interest and professional
standards, to develop, grow, share, and renew
their competencies. They are also custodians
of valuable knowledge.
Knowledge sharing allows one to demonstrate
his/her abilities and gain peer recognition. To
this end, the CC has been encouraging
knowledge sharing via regular seminars as
well as through their respective CC Portal.
Knowledge sharing also promotes team-based
learning, which is necessary in the increasingly
fast-paced environment. Each CC has
also started on knowledge mapping, gap
analysis, and building up their respective
knowledge repository.

Personal KM Mastery
Besides mindset change, the ultimate potential
of the KM initiative will only be realised if our
knowledge workers embrace good KM
practices and develop personal KM mastery.
This is especially true in this Internet and
knowledge age, where one needs to learn to
access and filter vast amount of information,
and to keep abreast of the progress and
development in their respective field.
Personal KM mastery is about the attributes
and attitude that a knowledge worker ought
to embrace so as to be able to cope and excel
in the emerging knowledge enterprise
environment. This is still a relatively new and
evolving concept. Essentially, the key elements
may include personal productivity, information
literacy, learning and reflection, networking,
communication, collaboration and innovation.

Having experimented with open office
concepts, we are now embarking on a
comprehensive renovation of our office with
this in mind to create more open spaces for
both intentional and impromptu meetings to
enhance collaboration. This will create more
opportunities for staff interaction.
Together with the launch of eRegistry, there
is deliberate action to reduce hard-copy
document flow and storage through e-routing
and digitisation. In addition to traditional
photocopying, the scanning of hard copies into
soft copies is encouraged for easy sharing
and filing.
The new IRC will be complemented with a
cafeteria to create a better ambience for
learning and staff interaction, and also to
create a better work-life balance within our
workplace environment. The IRC will also be
relocated nearer to the reception area at the
auditorium and the Employee Services Centre
to achieve better space optimisation.
As part of security measures, a security pass is
adopted for entry into the office premises, and
also as the security token for logging on to
the eHabitat and our eWorkplace Systems.

CONCLUSION

PHYSICAL WORKPLACE
ENVIRONMENT
The knowledge workplace would not be
complete without considering the physical
workplace environment. While the eHabitat
theoretically enables our knowledge workers
to work wherever they are with an Internet
connection, electronic collaboration cannot
completely replace face-to-face interaction.
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CONCLUSION
The knowledge workplace concept and the
build-up of the DSTA eHabitat as our
eWorkplace system have evolved over the last
few years. To date, together with the mobile
network, the basic eWorkplace systems and
management framework have been put in
place. Overall, the knowledge workplace has
become a critical foundation to enable us to
continue to improve on our IRM practices and
to develop more advanced KM applications.
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INTRODUCTION
Enterprise Architecture (EA) has primarily been
viewed as an information technology (IT)
discipline. This is not surprising; the traditional
approach has been to standardise the technical
standards, which immediately resulted in
benefits. The situation is similar in the Ministry
of Defence (MINDEF) and the Singapore Armed
Forces (SAF), where the first “evidence” of EA
has been in the area of technical architecture.
The primary purpose of EA appears to be to
reduce IT redundancy and expenditure and
improve technical consistency. However, EA is
about the design of the enterprise, and not
about IT structures and systems only. This first
aspect of EA is even more critical as we align
the “ONE Enterprise” in MINDEF and the SAF.
In this article, we show the linkage between
EA and the business operating model and
contextualise it to MINDEF and the SAF. This
is a necessary step that will set the direction
in which the architecture can be designed and
define the foundation required. With this
foundation in place, the engagement process
for subsequent projects can be aligned to
contribute to the foundation layer. This is an
incremental approach in which projects funnel
through the governance process and contribute
to the enterprise needs. This in turn helps us
achieve the operating model desired in MINDEF
and the SAF.

BUSINESS OPERATING
MODELS
In “Enterprise Architecture as Strategy” (Weill,
Ross & Robertson, 2006), the authors concluded
from an extensive research of 150 companies
that for Enterprise Architecture to be an
effective strategy, an organisation must first
be clear about two key concepts: business
process integration and business process
standardisation. The degree of process
standardisation and integration that an
organisation desires defines its operating
model. Deciding on an operating model means
making a commitment to how the company

will operate. The purpose of EA is to design
the blueprint comprising business processes,
data, IT infrastructure and systems to realise
the operating model. In short, EA is not about
IT only, but rather, it is about enhancing
business through its enablers. IT just is one of
the enablers.
Process Standardisation means defining exactly
how the processes are to be executed regardless
of the functional constraints. Process
Integration means having different processes
linked through a common set of data. Using
the business operating model, companies make
two important choices in the design of their
operations:
1) The amount of standardisation in their
processes across units
2) The amount of integration in their
business processes across units.
An operating model defines the necessary level
of business process integration and
standardisation for delivering goods and
services to customers. We identified two models
deemed most relevant to our Corporate
Information Technology (CIT) and Integrated
Knowledge-based Command and Control
(IKC2) communities – The Unification Model
and the Coordination Model.

EXECUTION APPROACH
There are four common elements in
approaching enterprise architecture (Weill,
Ross & Robertson, 2006):
Core Business Processes. The enterprise
processes in this small set are the capabilities
that a company needs to execute the
operating model.
Shared data driving core processes. This
data is shared across the processes instituting
the value chain.
Key linking and automation technologies.
These are technologies used to establish the
integration of applications and standardise
access to systems.
Key customers / segments. These are major
groups served by the organisations.
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Depending on the operating model, the
sequence of the approach varies as we will
observe in the Unification and Coordination
Models in subsequent paragraphs.

BUSINESS OPERATING
MODEL AND EXECUTION
APPROACH
Unification Model
The Unification Model requires processes to
be highly standardised and integrated. It
maximises the efficiency of services by
presenting integrated data and driving
variability out of processes. As such, the
approach is to identify key segments and
processes to be standardised and integrated,
and also the shared data required to integrate
the processes (Figure 1). The focus on
technology is to provide visibility of processes
and enable the change agents to streamline
common processes.

Key customers

Coordination Model
The Coordination Model requires processes to
be highly integrated, but does not demand a
high level of standardisation. Processes typically
share customers, products, suppliers and
partners but have unique operations that
demand unique capabilities. As such, the
approach is to identify the shared segments
across the business units, the data to be shared,
and address the integration of data (Figure 2).
The focus is to derive a common data language
to enhance coordination across the
business units.
Figure 2 shows the steps in realising the
Coordination Model, with the emphasis on
shared data. Customer “A” may rely on Process
“A” and Customer “B” may rely on Process
“B”. But the shared data allows Customer “A”
and Customer “B” to gained a shared
understanding. The processes “A” and “B” are
different but they act on the shared data.

Linked &
standard
processes

Shared
data

Linking &
automating
technologies

Standardised
Processes

Customers

Process

Figure 1 shows the steps in realising the
Unification Model – with the emphasis on
linked and standard processes. With

standardised processes, and subsequently an
emphasis on shared data, the key customers
will be served in standard processes through
shared data.

Shared
Data
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Figure 1
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Shared
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Integrating
technology
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Unique
Processes
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Figure 2

THE MINDEF AND THE
SAF OPERATING MODELS
The MINDEF and the SAF Operating Models
are primarily demonstrated in the CIT systems
and Command and Control Systems
respectively. Determining the operating model
would enable us to identify initiatives to
enhance the operating model. We recognise
that more discussion on the exact operating
model has to be established, but it is also critical
to solicit a general sensing to kick-start
architecture development.
The Unification Model is similar to MINDEF’s
current operating model, which displays its
needs for standardisation and integration of
the CIT systems to drive efficiency. MINDEF’s
manpower, logistic and financial operations
are managed centrally and serve the three SAF
Services – the Navy, the Air Force and the Army.
This model requires processes across the services
to be harmonised as they are designed to serve
the different services in an optimal manner.
This is evident in an enterprise-level project
implemented through a single platform with

the centralisation of databases which
harmonise the logistic processes across the
services. Through the use of common notation
standards to describe processes, roles and the
linkage to systems 1 , the communication
approach to users focuses on adapting their
existing processes to those found in best
practices. Questions asked included “Do we
need this role to authorise this? Is this
additional step necessary? Can others use the
same processes?” As a result, the roles become
more clearly defined and processes are
streamlined. As the same processes are being
used to serve different “customers”, the total
cost of ownership is reduced and supporting
mechanisms such as training become more
effective. Any interface which overlaps the
functions supporting the processes can be
resolved more quickly as there is a common
way to view the processes. Currently, a similar
approach is being taken for other enterprise
projects such as the e-HR. As such, the execution
approach for the majority of CIT systems is
steering towards unification.
The SAF operational community, however,
operates in a very different environment; one
that is dynamically changing and fraught with
uncertainty. In such an unpredictable
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environment, processes are constantly adjusted
according to the situation. Operational
processes therefore differ across the Services
and according to the type of weapons used
and their operating environment. However,
these processes need to be integrated to
achieve the overall objective and effect of the
military operations.
At the strategic level, where military planning,
monitoring and strategic decisions are made,
there are more similarities in the processes
across the Services. With the ongoing SAF
transformation into a unified force and IKC2
paradigm, it is likely that the current processes
will be transformed to support closer
integration among the Services. This will lead
to greater degrees of standardisation for these
higher-level processes.

THE MINDEF AND THE SAF
EXECUTION APPROACH
Next, we attempt to articulate the execution
approach through an architecture core
diagram. This will be used to guide the common
integration operating environment and
governance process. The adoption of a
Unification Model has led to process
standardisation in key business domains like
human resources and logistics, as well as the
consolidation of data and IT services in strategic
server farms. This implementation is dominated
by major enterprise systems with a centralised
data store and served by a well-organised and
standardised IT infrastructure. Figure 3 below
shows the typical architecture used in the
Unification Model.
Figure 3 shows the Unification Model
contextualised for the CIT environment where
the common processes such as manpower and
logistics are standardised for the different
services. The processes are enabled by a
common Enterprise Resource Planning (ERP)
platform which provides shared data on
personal and equipment and other data
required by the processes.

Standardised
Processes

Customers

We also recognised that across different levels
in the organisation, given the diverse
capabilities and processes of MINDEF and the
SAF, a combination of the Unification and
Coordination Model exists. For example, even
in the strategic planning of the SAF, a
Unification Model could be adopted to
maximise efficiency. As such, the EA office,
being the architecture custodian for both
MINDEF and the SAF, has placed emphasis on
the components required to lay the foundation
for EA. This foundation would be critical to

the Operations-Administration Integration for
the “ONE” MINDEF-SAF enterprise.

Shared
Data
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Figure 3
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For the SAF, the operating environment and
the people involved are much more diverse.
Furthermore, threats and uncertainties make
coordination and integration a major
challenge. As explained earlier, the operating
model for the SAF is likely to be different for
the strategic and the tactical levels. For this
reason, process integration needs to be simple
and efficient. At the tactical level, a simple
reporting mechanism is used to push timely
information between different levels of
command. The information exchange
infrastructure and the shared data critical at
this level are shown in Figure 4.
Figure 4 shows the Coordination Model
contextualised for the IKC2 environment where
there are unique processes for different
customers. But the unique processes are
enabled by the shared common data.

Figure 5 shows the hybrid architecture. It is a
combination of the Unification Model and the
Coordination Model which serve both MINDEF
and the SAF respectively. The shared data and
standardised processes form the basis of the
common integrated operating environment
to enable both models.

CREATING A COMMON
INTEGRATED OPERATING
ENVIRONMENT
With a shared understanding of the operating
model of MINDEF and the SAF and the
execution approaches, the next step is to design
and put in place the business processes, as well
as the data and the IT infrastructure to realise
the operating model. We call this foundation
the Common Integrated Operating
Environment (CIOE). The aim of the CIOE is to
provide stability at the implementation level.
It must be stable and yet have the agility to
grow and respond to new business
opportunities. In addition, it must lead to
greater efficiency, lower risks and lower costs.

Shared
Data

Unique
Processes

Customers

The operating model at the SAF strategic level
is likely to straddle between the Unification
and Coordination Models. This is consistent
with the architecture put forth by Alan R.
Simon (2005). He revealed that the US military
and homeland security departments adopted
a hybrid architecture that included a
foundation architecture similar to the common

integrated operating environment shown in
Figure 5.

Figure 4
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Standardised
Processes

Shared
Data

Unique
Processes

Operations
Mission

Enterprise
Architecture

Figure 5
In our context, the best practices to establish
the CIOE would involve using the following
principles (Figure 6):
a. Clarity of Processes
b. Common Data Language
c. Robust and adaptive infrastructure
Depending on the operation model as shown
in the hybrid model, the focus could be on

processes for the Unification Model or on
shared data for the Coordination Model.
Figure 6 shows the linkage between the
operating model and the execution approach.
The execution approach is carried out by
establishing the common integrated operation
environment through the EA governance
process. The CIOE would be built up
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Figure 6
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incrementally as enterprise-wide projects are
being put in place. (Diagram adapted from
Weill, Ross & Robertson 2006)

Clarity of Processes
Obtaining clarity of processes requires the
establishment of a clear linkage of the desired
capabilities to the processes and the
corresponding enablers (in the form of
functions and technology). This is a starting
point to articulate the processes to be
standardised and integrated and why these
decisions are made.
Two ingredients critical to achieving clarity of
processes are: leadership and a common
architecture framework. The former requires
enterprise-wide process owners to be identified
and given sufficient authority to own
and design areas for improvement. In MINDEF,
this authority would be needed to harmonise
processes across the Services and is critical for
establishing process
standardisation. These
enterprise-wide process
owners would require a
common architecture
framework to facilitate
dialogue with other process
stakeholders and technical
counterparts.

Defense Business Solution Map. This enables
investment councils such as the MINDEF
Chief Information Officer Meeting to identify
the enterprise capabilities that the
project contributes.
Enabling Processes. Applicable for all
projects, this process model 2 identifies
the scope of the projects and enables
stakeholders to understand the linkages of the
project with other existing projects.
Operating Processes. This model3 describes
the how-to of the processes. It provides the
design and implementation team with the
specific details of the solutions.
Particularly for the CIT operating model, the
process owners could leverage the architecture
artifacts to discuss the controversial points
across the human resource, finance and logistic
domains and facilitate their integration.
This provides the leverage in subsequent

Defence Business Map
SCM

Deliver
Make
Return

Source
The Chief Information
Officer (CIO) and EA offices
have been evolving this
common architecture
framework around the US
Schedule Receive
Verify
Transfer Authorise
Supplier
Department of Defense
Product
Product
Product
Product
Payment
Architecture Framework.
Relevant architecture views
Figure 7
have been identified and
common notations
standards are being introduced. In particular,
integration with the SAF IKC2 Systems.
Figure 7 shows an example of the supply chain
for the business views pertaining to the CIT
management (SCM) capability translated into
operating model, the three tiers of process
different levels of details. It shows the SCM in
descriptive architecture, as illustrated through
the Business Map being linked to a breakdown
an example in Figure 7, were identified:
of the scope of processes and subsequent
detailed processes.
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Common Data Language
Figures 1 and 2 show “shared data” as a key
component in the heart of the Unification and
Coordination operating models. Its significance
in the models is a little known fact that is not
obvious to many.
In large and complex organisations such as
MINDEF and the SAF, there are many
interdependencies among the business
processes. Each process uses and produces data
that may have an impact on other processes.
For example, if a military commander is injured
in action, many processes (like the HR processes
and the IKC2 processes) will need to be updated
so that appropriate follow-up action can be
taken. It is the timely sharing of such data that
will effectively integrate processes and increase
the overall efficiency of an organisation.
To effectively enable process integration, it is
also necessary to establish the relationship
among the key data used in different processes.
An enterprise data model is typically developed
for this to map out the information model of
the business. The model identifies the key
data needed to run the business and links them
up to create a holistic and integrated view of
the business. By making the relationship

explicit, the view helps to determine the
business rules between the business units.
Figure 8 shows an example of how the data
for manpower, logistics and organisations can
be linked up to create a unified view of the
military order of battle (orbat) 4 . Each
relationship is in turn closely tied to doctrines
and business rules. In a nutshell, by focusing
on the data rather than the processes, a data
model provides a common platform for all
users to clarify their roles and to establish
the business rules. Effectively, an enterprise
data model is the common business language
as well as the foundation for process
integration, without being dependent on
standardised processes.
At the implementation level, the enterprise
data model serves as the blueprint for building
data hubs. However, it is important to note
that developing an enterprise data model is a
difficult and tedious undertaking. Fortunately,
today, there are other ways to obtain it: one
can acquire an ERP solution or adopt a
reference data model for the industry of
interest if one is available. For the military
environment, an enterprise data model5 is
available for use. This model is currently being
explored by the SAF to address key areas like
Operations-Administration integration.

Figure 8
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Robust and Adaptive
Infrastructure
A robust and adaptive infrastructure is one
that is able to provide stability amid the rapid
changes in technology and business processes.
Such change-resistant architecture must
be built around sound principles such as
the following:
a. Adopting well-established open and
platform-independent standards
b. Adopting a layered and modular architecture
so that modules can be replaced without
affecting the other elements in the
architecture
c. Building integration and reusable services
into the infrastructure to facilitate enterprisewide integration
One possible architecture is the Service Oriented
Architecture (SOA). SOA is an architecture style
that promotes stability because it encourages
the development of business-oriented services.
These are services that are derived from the
business operations rather than from an
application perspective. When properly built,
such services are designed to be applicationindependent. This makes them more enduring
and reusable by any applications.

REALISING THE
OPERATING MODELS
From Figure 6, we see that to deliver value for
EA, governance has to be set up to promulgate
the CIOE. There are two options. One is to
establish an extensive architecture
documentation effort. The other method,
which we have adopted, is to link the EA to
the IT governance process. The latter is
preferred as it links the architecture to the
actual solutions and keeps the architecture
current. As shown in Figure 6, the enterprisewide projects would leverage the CIOE and
contribute to the CIOE as the projects are
funnelled through the governance process. As
such, we tap on the existing Lifecycle
Management process, but introduce gates to

address architecture issues before they are
presented to customers.
There are two perspectives to the gates that
DSTA manages. One is to ensure that
architecture issues are addressed by different
stakeholders in DSTA and are facilitated by an
established set of IT and business principles.
This will steer projects such that they are built
not just to fulfill immediate project needs, but
to ensure that there is contribution to the
broader enterprise needs. The needs are
aggregated in the common interoperability
operating environment which would serve as
a platform for all CIT and IKC2 systems. The
other is to establish reference architecture so
that as our EA knowledge base increases, we
are able to collectively reuse solutions and to
ensure interoperability.
This incremental approach to building the
foundation imposes additional effort on the
project teams. But as a whole and considering
the benefits subsequent projects would gain
from the architecting approach and the
additional effort will go a long way to ensuring
the alignment of business and IT objectives.

CONCLUSION
As Peter Weill (2006) pointed out, “Companies
should use their enterprise architecture as a
compass, directing the company towards its
intended operating model”. We embarked
on EA based on the assumptions that MINDEF
is skewed towards the Unification Model and
the SAF is skewed towards the Coordination
Model. The EA governance and the CIOE had
also been built to support the assumed
operating model. In the CIT environment, the
EA drive was illustrated by an effort to ensure
services provided by MINDEF are efficiently
executed through clear definition of processes.
In the SAF environment, there are also projects
to embark on the common data model. These
initiatives converge in the hybrid architecture
as shown in Figure 5.
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Through the EA governance process, we have
embedded requirements for projects to adhere
to the broader enterprise goals as they were
funnelled through the architecture gateways.
While this may result in incremental cost to
individual projects, the overall benefit to
MINDEF and SAF as an enterprise will be
immense. The CIOE will grow as more projects
are implemented. This will serve as the
reference architecture for an adaptive MINDEF
and the SAF.
But first, the conversation on the “to-be”
operating model for MINDEF and SAF has to
begin. The rest of the alignment processes
through EA would then fall in place – the areas
of focus for the CIOE and the EA governance.
In this respect, enterprise architecture becomes
the organisational compass – contributing to
how MINDEF and the SAF operate.
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Using Duane Model and Crow
Extended Reliability Growth Model
INTRODUCTION
Modern and state-of-the-art military systems
are becoming increasingly complex and
reliability problems may invariably surface due
to design deficiencies, systems integration, or
immature technology. An effective solution is
to apply reliability growth testing (RGT) to
these complex design and developmental
(D&D) systems early in the development phase
in an attempt to identify and eliminate these
deficiencies early in the system’s life cycle. The
key advantage of conducting RGT early is that
design modifications are most cost-effective if
made early in the system’s life cycle.
A successful reliability growth programme
depends on a good reliability test programme
during front-end planning and the ability to
make realistic and valid assessment of the
system’s reliability during testing. Planning and
assessment of reliability growth requires the
use of mathematical models.
A widely used mathematical model in reliability
growth planning is the power law model
known as the Duane model. Deterministic in
nature, the Duane model is suitable for
reliability growth planning. A new
mathematical model currently being used in
the industry and US Department of Defense
(DoD) for analysis of reliability growth is the
Non-Homogeneous-Poisson-Process model
known as the Crow Extended Reliability Growth
Model. Traditional growth models address
reliability growth based on fixes incorporated
during the test or at the end of the test. These
approaches are known as test-fix-test and testfind-test respectively. However, in today’s
environment, with a compressed test schedule
and limited available resources for testing, a
more common test strategy is the test-fix-findtest (Crow, 2004). This paper illustrates the
application of the Duane Model and Crow
Extended Reliability Growth Model using the
reliability growth programme of a combat
system as a case study. The important lessons
learned will also be discussed in this paper.

DEVELOPMENT OF THE
IDEALISED GROWTH
CURVE OF THE COMBAT
SYSTEM
The first step in the reliability growth process
is reliability growth planning. It involves the
development of an idealised growth curve
with the Duane Model. The major role of the
idealised reliability growth curve is to quantify
the overall development efforts so that the
growth pattern can be evaluated relative to
the basic objectives and resources. It also serves
as a useful tool for the programme manager
to monitor the reliability growth of the combat
system during its development. The formula
for developing the idealised growth curve is
based on the Duane model (US Department
of Defense [DoD], 1981).

For the combat system, the unit of measure
for reliability was expressed in terms of rounds.
A mission reliability of 200 rounds MeanRounds-Between-Failure (MRBF) was the target
set to be achieved at the end of the reliability
growth test. This target was set higher than
the user’s requirement as experience has shown
that field reliability is typically lower compared
to development testing as test conditions in
developmental testing will tend to reduce
certain operational potential failure modes
from occurring (U.S DoD, 2005).
The total number of rounds available for the
RGT programme was limited to a maximum of
2,300 due to resource constraints. This is
statistically representative as it is approximately
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10 times the target MRBF (Criscimagna, 1999).
In addition, the high cost of the combat
system has limited the test quantity to only
one prototype.

The plan assumed that the MRBF of the combat
system would grow from its initial level to the
required 200 rounds MRBF in accordance with
the following form of Duane expression for
reliability growth:

Average initial MRBF, (MI). The initial MRBF of
the prototype was estimated by conducting a
pre-developmental trial. The trial resulted in
four failures in 280 rounds of testing. The MRBF
was assumed constant during this phase since
no significant design changes were
incorporated during the test. As such the MRBF
was estimated as:

(3)

Combat System Reliability Development Growth Testing
Idealised Growth Curve

(1)
Growth rate, (α). Since MI, tI, MF and T are
known, the desired growth rate can be
approximated as follows:

(2)

The growth rate, α, was found to be 0.32 from
equation (2). An α value of 0.32 indicates a
moderately aggressive development program
(US DoD, 1981). This growth rate is reasonable
for a major development programme that
would require emphasis on analysis and fixing
of failure modes. It has been shown in Table
1 that the total test time is sensitive to α.
A comparison was made with a similar
class of systems and it has been concluded that
by selecting a value of α greater than 0.32
would result in a very aggressive reliability
growth programme that might not be practical
to achieve. On the other hand, selecting a
value of α below 0.32 would exceed the
resource constraints.
MI

70

TI

280

T
(rounds)

Figure 1. Idealised growth curve
of the combat system
The idealised growth curve is shown in
Figure 1. The reliability growth test of the
combat system was divided into three test
phases. Phase 1 was a pre-development phase
to run-in the system and also to estimate its
initial reliability. Phases 2 and 3 represent the
actual reliability growth process to achieve the
target. The last two phases consist of 820
rounds and 1,200 rounds of testing respectively.
The strategy was to plan for more rounds to
be tested in the last phase in order to allow
for more time to ascertain the effectiveness of
previous fixes.

0.3

0.32

0.34

0.36

0.38

0.4

2880

2280

1780

1500

1280

1080

Table 1. Sensitivity analysis of

on total test time
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RELIABILITY GROWTH
MODELS
The choice of a reliability growth model for
analysis is dictated by the type of failure
management approach employed in each test
phase:
Phase 1 : Crow Test-Fix-Test Extended Model
Phase 2 : Crow Test-Find-Test Extended Model
Phase 3 : Crow Test-Fix-Find-Test Extended
Model
The traditional Crow Model addresses reliability
growth based on the test-fix-test strategy
where corrective actions for observed failures
are incorporated into the system. In
reality, corrective actions may be delayed until
the end of test (test-find-test), or some may
be incorporated during the test while others
are delayed until the end of the test (test-fixfind-test). The Crow Extended Model was
developed by Crow to address this practical
strategy often employed during testing where
some fixes are incorporated during the test
and some fixes are delayed until the end of
the test. The test-fix-test and test-find-test
scenarios are special cases of the Crow Extended
Model (Crow, 2004).
The Extended Model helps to define the failure
management strategy by using failure mode
designation. By doing so, useful metrics can
be generated for decision-making and
engineering purposes. The failure management
strategy classifies failure modes into two
categories, A and B. Type A failure modes are
those that will not receive a corrective action.
These account for failures that the
management has determined as not costeffective or otherwise justified to be corrected.
Type B failure modes are further divided into
two types, namely BC and BD in order to
provide an assessment and management metric
structure for corrective actions during and after
the test (Crow, 2004). Type BC modes refer to
failure modes that are corrected during the
test. Type BD modes are those that are delayed
to the end of the test. Type A and BD failure
modes do not contribute to reliability growth
during the test. Type BC failure modes once

corrected will affect an increase in system
reliability during the test. The system reliability
will increase further after the incorporation
of fixes for Type BD failure modes at the end
of the test. Estimating this jump in reliability
is the objective of the Extended Model. The
Extended Model assigns effectiveness factor
(EF) for each failure mode to adjust the failure
intensity of their respective failure modes to
obtain the projected reliability of the updated
configuration (Crow, 2004).
ReliaSoft’s RGA 6 PRO software (ReliaSoft, n.d.)
is used for analysing the collected failure data
and generating reliability growth plots.

PHASE 1 RESULTS AND
ANALYSIS
In Phase 1, the prototype was subjected to 280
rounds of testing according to the test plan.
Since this test phase was short, fixes were not
incorporated into the system during the test.
Three failures were identified during the test
but all corrective actions were delayed till the
end of the test. This management strategy is
known as test-find-test. The Crow Test-FindTest Extended Model was selected to analyse
the reliability of the system after the
incorporation of delayed fixes. All failure
modes identified during the test received a
delayed corrective action and they were
classified as Type BD as shown in Table 2.
Table 3 shows the frequency and the assigned
effectiveness factor (EF) for each Type BD failure
mode. The EF is an engineering estimate based
on the probability that the fix is effective in
mitigating or reducing the probability of
Time to Event
Classification Mode Failure Category
Xj
21
BD
1
Faulty component
132
BD
2
Design
215
BD
3
Design

j
1
2
3

Table 2. Test-find-test data for Phase 1
BD Mode
1
2
3

Number of
Failures, N j
1
1
1

Time to First
Occurrence
21
132
215

EF, d j

Table 3: Test-find-test Type B failure
mode data and EF for Phase 1

0.65
0.7
0.7
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occurrence for the particular failure mode. An
EF of 1.0 is not practical in most cases since a
fix will be unlikely to eliminate a failure mode
completely. Studies have shown that an average
EF of 0.7 is reasonable for a typical reliability
growth programme (Crow, 2004).
Since the test data consists of only Type BD
failure modes, the achieved system failure
intensity is estimated as shown in Metric 1.

(10)
Figure 2 shows that the MLE method does not
produce a good curve fit for a small sample of
data points. The estimate of the failure
intensity in this case will be slightly lower than
the actual data.
Figure 3 shows the plot of MRBF versus time
during the test. The MRBF is constant ( =1)
during the test because no fixes were

Metric 1: Type BD failure intensity
(4)
The estimated achieved MRBF at T=280 rounds
before the jump in reliability is the inverse of
the achieved system failure intensity.
(5)
Next, the projected failure intensity due to the
delayed fixes is calculated as shown below.
(6)
The average EF of the delayed fixes is estimated
as follows.
(7)

Metric 2: Intensity for Type BD failure modes
that have not been seen in the testing.

Figure 2. Cumulative failures vs time plot

(8)
The term
is a function of
the shape parameter and the scale
parameter. These two parameters are estimated
using the Maximum Likelihood Estimate (MLE)
with first occurrence failure data from
Table 3.
With all the above parameters defined, the
projected failure intensity can be calculated.

109

(9)
The projected MRBF due to the jump in
reliability is the inverse of the projected failure
intensity in equation (9).

Figure 3. Test-Find-Test MRBF projection
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Fitting the Crow Test-Fix-Test Model, we have
Metrics 3 to 6. The Extended Model provides
additional metrics, Metrics 7 to 9.
j

Time to Event, Classification
Xj

1
2
3
4
5
6
7
8

27
72
122
265
317
394
455
719

Mode

Failure Category

1
2
2
3
4
5
2
6

Faulty component
Design
Design
Software
Design
Design
Design
Faulty component

BC
BC
BC
BC
BC
BC
BC
BC

Table 4. Test-fix-test data for Phase 2
BC Mode
1
2
3
4
5
6

Number of Failures,

Time to First Occurence

1
3
2
1
1
1

27
72
275
317
394
719

Table 5. Unique first-time occurrence
BC failure mode for Phase 2
Figure 4. System’s failure rate breakdown
Metric 3: Shape Parameter
implemented in the system and thus the system
failure rate remains constant during the test.
There is a jump in reliability at the end of the
test due to fixes being incorporated into the
system. The projection model estimates that
the system MRBF jumps to a value of 156 rounds
due to three distinct corrective actions with
the corresponding EF stated in Table 3.
Figure 4 displays the failure rate for each Type
BD failure modes before and after
implementing the fixes. Failure mode BD1 has
the highest failure rate and it was the main
contributor to the current system’s failure rate.
The ability to designate failure modes has
certainly provided clearer management and
engineering insights in the prioritisation of
failure management under constraints of time
and resources.

(11)

The calculated value of
of 0.7089 ( <1)
implies positive and improved reliability growth
in this phase. The relationship between the
growth rate and the shape parameter is
given below.
Metric 4: Growth rate
(12)
The scale parameter is estimated as:
(13)

Metric 5: Achieved failure intensity

PHASE 2 RESULTS AND
ANALYSIS
The failure management approach adopted
in Phase 2 was test-fix-test, in which fixes for
all failure modes discovered were incorporated
during the test. The system was tested for 820
rounds in this phase. In applying the Extended
Model, all failures were designated as Type BC
as shown in Table 4.

(14)
The demonstrated instantaneous MRBF at the
end of Phase 2 after 820 rounds of testing is
the reciprocal of equation (14).
Metric 6: Demonstrated MRBF
(15)
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Due to six distinct fixes, the reliability of the
system grew to 165 rounds at the end of 820
rounds of testing.
Figure 5 indicates that reliability increases
with time due to effective application of the
test-fix-test strategy in surfacing and fixing
failure modes. According to the idealised
growth curve, the expected MRBF at the end
of Phase 2 should approach 159 rounds. The
demonstrated MRBF of 145 rounds is
approaching the expected target.
Metric 7: Failure Intensity
for Type
BC failure modes at the end of 820 rounds
of test. Apply Equation (14) to the data in
Table 5. This gives

(16)

This is the rate at which new distinct problem
BC failure modes are occurring at the end of
820 rounds of testing.
Metric 8: Instantaneous MRBF to Next New
Type BC Failure Mode.

Figure 5. MRBF growth plot for test-fix-test

Failure Mode Management Strategy
Crow Extended
Data1
Developmental
MLE
Type BC - Unseen
Type BC - Seen

77.90%

(17)

22.10%
The above results indicated that at T=820
rounds, new, distinct Type BC failure modes
were occurring every 240 rounds. This metric
allows the programme manager to anticipate
the next BC failure so that pre-emptive
corrective actions can be taken.
The failure mode strategy plot in Figure 6 is a
pie chart of failure modes with categories to
represent the steps taken to address the modes.
It shows that 22.1% (Type BC-seen) of the
system initial system’s failure intensity was
removed from the system and 77.9 % are future
Type “C” modes that will be observed if testing
continues (Type BC-unseen).
It may also be of interest from both the
engineering and management perspective to
quantify the level of effectiveness of the fixes
for the six Type BC failure modes.

Wayne Er
Wayne
9/30/2006 10:38

Figure 6. Failure mode strategy
Metric 9: Average effectiveness factor for Type
BC Failure Modes.
(18)

The above computation implies that the six
corrective actions removed an average of 86%
of the failure rate from the six unique Type BC
failure modes. An average of 14% remained
in the six Type BC failure modes.
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The calculated growth rate of 0.36 is consistent
with that of Phase 2.

PHASE 3 RESULTS AND
ANALYSIS
In Phase 3, some fixes were incorporated into
the system during the test while others were
delayed until the end of the test. The delayed
fixes were due to unavailability of spares and
limited time available for troubleshooting
during test. A total of nine failures were
observed in 1200 rounds of testing. Failures
that received a correction action during the
test were classified as BC while those that were
delayed were being classified as BD. The failure
summary is presented in Table 6.
j

Time to Event,
Xj

Classification

Mode

Failure Category
Faulty component

1

55

BD

1

2

101

BC

1

Design

3

212

BC

1

Software

4

317

BC

2

Faulty component

5

379

BC

3

Software

6

465

BC

4

Design

7

520

BD

2

Faulty component

8

579

BD

3

Quality

9

900

BC

5

Workmanship

The achieved failure intensity before the
incorporation of the delayed fixes at a
cumulative time of 1200 rounds is:
(21)

The achieved MRBF is the inverse of the failure
intensity given by:
(22)
Figure 7 shows an improved MLE fit as
compared to Figure 2 as a result of an increased
number of data points.
The demonstrated MRBF of 210 rounds at the
end of Phase 3 prior to the incorporation of
fixes was slightly above the target of 200
as shown in Figure 8. The next step is to
estimate the jump in reliability as a result of
delayed fixes.

Table 6. Test-fix-find-test data for Phase 3

BD Mode

Number of
Failures, N j

Time to First
Occurrence

Metric 9: Intensity for Type BD failure modes
that have not been seen during the testing,
and also the rate at which new distinct Type
BD modes are occurring at the end of the test.
Apply Equation (21) to the data in Table 7.

EF,

1

1

55

0.6

2

1

520

0.6

3

1

579

0.6

(23)

Table 7. Test-find-test Type BD failure model data
and EF for Phase 3
The first part of the analysis aims to estimate
the demonstrated reliability based on both
Type BC and Type BD failure modes that
surfaced during the test.
The shape parameter
is calculated using
the MLE based on the data in Table 6.
(19)

The calculated
value of 0.715 ( <1)
implies positive reliability growth in this phase.
The growth rate is given by:
(20)

The inverse of equation (23) gives 400 rounds,
which is the instantaneous MRBF of the next
unique BD modes. This is a quantum
improvement over Phase 1. At the same time
it allows the programme manager to anticipate
the next BD failure and allow pre-emptive
corrective actions to be taken.
Metric 10: Projected Failure Intensity,
due to delayed fixes into the system.

,

(24)
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Metric 11: Projected MRBF due to incorporation
of delayed fixes is the inverse of the project
failure intensity in Metric 10.

(25)

The Extended Model estimates that the MRBF
grew to 210 rounds as a result of three
corrective actions for BC failure modes during
the test. It then jumps to 255 rounds as a result
of the delayed corrective actions for Type BD
failure modes. The combat system is estimated
to meet the reliability requirements after taking
into account the effect of delayed fixes. Lastly,
it is also of interest to the management to
assess the growth potential or maximum
achievable MRBF of the combat system based
on the current failure management strategy.

Figure 7. Cumulative failures vs Time

Metric 12: Growth Potential failure intensity
with both BC and BD failure modes

(26)
Metric 13: Growth Potential MRBF with both
BC and BD failure modes
(27)
The current management strategy of fixing
all failure modes can increase the system
MRBF to a maximum of 305 rounds as shown
in Figure 9.
In conclusion, the combat system grows from
an initial MRBF of 93 rounds in Phase 1 to 255
rounds in Phase 3 and it has the potential to
reach a maximum MRBF of 305 rounds using
the current management strategy of fixing all
surfaced failure modes. The combat system is
estimated to meet the reliability requirements
at the end of the RGT.

Figure 8. MRBF vs Time before delayed fixes
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The Crow Extended Model is a more flexible
growth model compared to the traditional
reliability growth model. It can address the
reliability growth of most test scenarios.
It allows estimation of the increase in the
system’s reliability due to correcting delayed
failure modes. This is particularly useful for
decision-making when the demonstrated
reliability of the system is below the growth
target and no further testing is possible due
to time or resource constraints. It is therefore
necessary to assess if the reliability
requirements can be met after incorporating
the delayed fixes.

Figure 9. MRBF Growth potential plot

LESSONS LEARNED AND
CONCLUSION
This paper has demonstrated the detailed
application of the Duane Model and Crow
Extended Model using a combat system as a
case study. Some of the important lessons
learned are summarised below.
In reliability growth planning, the total test
time required for the RGT programme is
sensitive to the following parameters: 1) the
system’s initial reliability, 2) the initial test time
and 3) the growth rate. In most practical cases,
the total test time is usually a constraint due
to limited time and resources available in the
development programme. The most precise
way to estimate the initial system’s reliability
is to subject the system to pre-development
testing and the initial test time must be long
enough for at least the first failure to surface.
This paper concludes that the highest achieved
growth rate is 0.37, which agrees with historical
data that the typical growth rate for a combat
system of similar complexity should not
exceed 0.4.

The use of failure mode designation in the
Crow Extended Model allows generation of
many useful metrics for making technical and
management decision. Examples of these
metrics are: 1) the initial system reliability at
the beginning of the test, 2) the average
effectiveness factor of remedying failure
modes, 3) the reliability growth potential, and
4) the system-failure-rate breakdown for
individual failure modes, etc.
It was observed that the MLE method of data
analysis tends to produce slightly biased results
for a small sample size of failure data. In reality,
any statistical model requires a reasonably
large sample size to obtain a good fit. Under
such circumstances, engineering assessment
becomes critical when statistical assessment
cannot provide unbiased reliability assessment.
Lastly, the Extended Model and its extensive
metrics are applicable for new complex systems
undergoing evolutionary development in which
new capabilities will be added sequentially
and fielded in various blocks. Consequently
the reliability growth in each block will
typically follow the test-fix-find-test
development testing, and therefore the
Extended Model applies.
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MASINT:
The Intelligence
of the Future
INTRODUCTION
During a visit to the doctor, you may have
weighed yourself (gravity measurement);
taken a hearing test (acoustic measurement);
taken a Magnetic Resonance Image (magnetic
measurement); a Mammogram (infrared
measurement) or an Electroencephalogram
(electromagnetic wave measurement) to check
your internal organs; inhaled radioactive
tracers to detect infection (nuclear
measurement); or had a blood test, urine
test or biopsy (material measurement). In
each case something was measured,
processed, compared to known norms
(signatures) and disseminated to your doctor
(the all-source analyst) who then gave his
opinion to you the patient (or decision-maker).
Similarly, this is how MASINT (or Measurement
and Signature Intelligence) works1.
The sophistication of technologies employed
in future weapon systems is constantly
advancing. This results in the need for more
sophisticated intelligence collection capability.
There is also a need to unambiguously identify
specific weapons or capabilities, such as
weapons of mass destruction, sometimes before
they are used. Although conventional technical
intelligence disciplines such as image
intelligence and signal intelligence will
continue to play important roles in the
identification and location of targets, with
more sophisticated targets, or more effective
denial and deception techniques being used,
there is a need to employ new capabilities to
ensure continual intelligence collection. One
such capability is Measurement and Signature
Intelligence (MASINT).
MASINT is a relatively new discipline that is
not well understood. As a result, the potential
of its contributions may be constrained. This
paper aims to explain MASINT and how it can
enhance intelligence collection. However, for
MASINT to be effective, an integrated approach
to intelligence collection is required.

TYPES OF INTELLIGENCE
There are six basic intelligence information
sources, or collection disciplines2.
a. Signals Intelligence (SIGINT). It is a generic
term used to describe Communications
Intelligence (COMINT) and Electronic
Intelligence (ELINT).
1) COMINT. It is intelligence derived from
electromagnetic (EM) communications and
communications systems interception by
those other than the intended recipients.
Excluded from this definition are the
interception and processing of unencrypted
written communications, printed
information and propaganda broadcasts.
2) ELINT. It is intelligence derived from
electromagnetic and non-communications
transmissions interception by those other
than the intended recipients.
b. Imagery Intelligence (IMINT).
It is
intelligence derived from imagery acquired by
photographic, radar, electro-optical, infrared
(IR), thermal and multi-spectral sensors, which
can be ground-based, seaborne or carried by
overhead platforms.
c. Human Intelligence (HUMINT). It is a
category of intelligence derived from
information collected from and provided by
human sources.
d. Open Source Intelligence (OSINT). It is the
intelligence derived from the analysis of data
and information from open source material
within the global information environment.
e. Technical Intelligence (TECHINT). It is
intelligence concerning foreign technological
developments and the performance and
operational capabilities of foreign materiel.
f. Measurement and Signature Intelligence
(MASINT). It is scientific and technical
intelligence obtained by the qualitative analysis
of technical data associated with any source,
emitter or sender.
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Figure 1. The Electromagnetic Spectrum

MEASUREMENT AND
SIGNATURE INTELLIGENCE
MASINT is “scientific and technical intelligence
information obtained by quantitative and
qualitative analysis of data (metric, angle,
spatial, wavelength, time dependence,
modulation, plasma, and hydro-magnetic)
derived from specific technical sensors for the
purpose of identifying any distinctive features
associated with the source, emitter, or sender
and to facilitate subsequent identification
and/or measurement of the same.”3 These
features include nuclear, chemical, and
biological features, emitted nuclear, thermal,
and electromagnetic energy, reflected or reradiated radio waves, light and sound,
mechanical sound of engines, propellers, or
machinery noise, magnetic properties, motion
or movement, and material composition.
Hence MASINT is capable of providing the
“fingerprint” of a weapon system.
MASINT is also a collective term bringing
together disparate intelligence elements that
do not fit within the definitions of SIGINT,
IMINT, or HUMINT. It can be considered
analogous to the individual who relies on all
senses to gain information about his or her
environment (Permanent Staff Committee on
Intelligence, 1996, June). Whereas SIGINT is
akin to sound and IMINT to sight, MASINT is

akin to touch, taste and smell. It also uses
SIGINT or IMINT data for specialised processing,
otherwise not used by traditional SIGINT and
IMINT processing.
Difficult tactical and intelligence problems
often require information from several sources
to provide a more complete assessment of the
situation. MASINT contributes both unique
and complementary information on a wide
range of intelligence requirements, and is often
the basis for cueing other collection disciplines.
MASINT is considered highly dependable since
it collects performance data and characteristics
on targets that do not realise that they have
created an indication of presence or activity.
As a result, these signatures are often not
protected by any countermeasures. Because it
works in different parts of the electromagnetic
spectrum, MASINT detects information patterns
not previously exploited by individual sensors.
More importantly, MASINT leads to the
development of an “omni-sensorial”4 capability
that includes all forms of inputs from the sensor
continuum. The term seeks to encompass
present exploration of the electromagnetic
spectrum, MASINT and other exotic sensing
technologies such as olfactory, gustatory and
tactile inputs. For example, a system could scan
a command, control, communications,
computers and intelligence building from
all angles using IR emissions, light emissions,
heat emissions, propulsion emissions,
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Figure 2. Multisensor Fusion for Vehicle Identification
air-displacement patterns, smell emissions, etc.,
into a sensory signature. Information collected
could be used to create virtual images of the
building, including human presence.
There are many forms of MASINT, some
of which are still being characterised.
MASINT includes:5
Radar Intelligence (RADINT)
Foreign Instrumentation Signals Intelligence
(FISINT)
Acoustic Intelligence: non compressible fluids
(ACINT), compressible fluids (ACOUSINT)
Nuclear Intelligence (NUCINT)
Radio Frequency/Electromagnetic Pulse
Intelligence (RF/EMPINT)
Electro-optical Intelligence
(ELECTRO-OPTINT)
Laser Intelligence (LASINT)
Materials Intelligence
Unintentional Radiation Intelligence (RINT)
Chemical and Biological Intelligence (CBINT)
Directed Energy Weapons Intelligence
(DEWINT)
Effluent/Debris Collection

MASINT APPLICATIONS
At the strategic level, MASINT can detect the
construction of underground facilities, monitor
activities at hard-to-find chemical and biological
warfare sites, and cope with increasingly
sophisticated denial and deception measures
directed at conventional SIGINT and IMINT
systems (Fulghum, 2000, February 7). At the
operational and tactical level, MASINT has
applications in numerous current and evolving
mission areas. MASINT target signatures are
converted into threat recognition and
identification profiles for surveillance, tracking,
discrimination, and engagement algorithms
that guide smart weapons. MASINT supports
many types of missions6; those that are relevant
to the military include precision guided
munitions targeting, intelligence preparation
of the battlefield, naval and ground combat,
battle damage assessment, search and rescue,
non-cooperative target identification,
indications and warning, mission planning, air
defence and strike warfare, counter-terrorism,
missile, chemical, biological, and advanced
conventional weapons.

Spectroscopic Intelligence
Infrared Intelligence (IRINT)
Event- related dynamic measurement
photography (DMPINT)

Many of the applications of MASINT are still
in the research stage and most are classified.
However, with a sound technical background
and a little creative thinking and ingenuity,
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Figure 3. MASINT can be described by six subdisciplines
(Center for MASINT Studies and Research)

many scientific phenomena can be exploited
and converted into MASINT. Some examples
of MASINT are:
a. Detection of Tactical Missiles. Plume
radiometric measurements and IR spatial,
spectral and high-speed temporal data can be
obtained in a combination of static, free flight,
tracked sled and wind tunnel tests. These data
can later be used to identify ground, ship borne
or airborne missiles.
b. Detection of Strategic Missiles. A COBRA
BALL (Fulghum, 1997, August 4) aircraft carries
MASINT systems, which include two medium
wave IR arrays, a real-time optical system and
a large aperture tracking system. It can locate

Figure 4. Example of an unattended
MASINT sensor prototype

a missile launch site within 100 yards, track
missile flight greater than 250 miles, determine
engine burnout and predict impact point
within seconds.
c. Detection of Aircraft. RADINT is intelligence
obtained from the use of non-imaging radar.
RADINT does not depend on interception of
radar emanations. Transmitters such as those
from broadcasting stations and mobile phones
emit signals - and it is the analysis of the
deflection of those signals that allows
intelligence to be derived. Information from
RADINT includes flight paths, velocity,
manoeuvres, trajectory, and angle of descent
of aircraft and even identification. One such
example is the “Silent Sentry” developed by
Lockheed Martin (Lockheed Martin, 1998,
October). This system uses everyday broadcast
signals, such as those for television and radio,
to illuminate, detect and track objects. It
transmits no radio frequency (RF) energy as
conventional radars do and has no RF
“signature”' to alert enemy threats. Instead,
it uses the energy that already exists in airspace
for detection purposes.
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d. Detection of Submarines. The US Sound
Surveillance System collected substantial
information about the Soviet submarine fleet7.
For each submarine detected, its sonar echo
and the noises made by its engine, cooling
system and the movement of its propellers
were translated into a recognition signal. A
distinctive pattern could be determined that
indicated not only a particular type of
submarine - for example, an Alfa class attack
submarine instead of a Typhoon class ballistic
missile submarine - but also the individual
submarine. In addition, the detection and
tracking of surface ships and flying aircraft
and detection of nuclear detonations (Science
Applications International Corporation, 1997)
are also possible.
The Magnetic Anomaly Detector and the
Submarine Anomaly Detector carried by the
P-3C Orion anti-submarine warfare aircraft are
able to determine the presence of known
submarine magnetic profiles (McClelland,
1985, April).
e. Target Recognition. The APG-70 operating
from the F-15E aircraft is used for NonCooperative Target Recognition. When focused
head-on to another aircraft at a distance, it
can be used to determine the number of blades
in the aircraft’s engine fan or compressor. This
blade count helps to determine the type of
engine, and assess if the aircraft is hostile. The
shooting down of two Iraqi EXOCET-equipped
Mirage F-1s during the Gulf War was
attributed to MASINT collection and analysis
(Clancy, 1995).
f. Battlefield Assessment. By assessing expected
battlefield RF frequencies and amplitudes and
undertaking a set of laboratory measurements
to characterise RF emission signatures from
various vehicle types (gasoline vs diesel, fuelinjected vs carbureted), unintended emission
frequencies such as those from running vehicles
and electronic equipment can be observed.
To improve the assessment further, a seismic
detection device can be used to detect the
different ground vibrations made by trucks,
tanks or light vehicles (Tilford, 1991). This
information may provide early warning

indicators and help to estimate the size of the
opposing force. From acoustics, moving
vehicles such as HUMVEE, tanks and missile
launchers can be differentiated (Lum, 1998,
August). Acoustic sensors that operate in the
800-900 Hz range are being developed to help
detect insects (Erickson, 1991). These sensors
can be adapted for military use, such as for
the detection of micro unmanned air vehicles.
g. Detection of Nuclear and Chemical Activities.
Laser-based systems can be used for remote
optical detection and characterisation of
chemical effluents from nuclear activities. By
monitoring pressure waves, surface and
atmospheric nuclear or chemical explosions
can also be detected. IR sensing also provides
a valuable method for the detection and
identification of trace gaseous emissions, such
as those that might be produced by a nuclear
or chemical weapons production facility.
The sensor detects the signatures of all chemical
vapours and backgrounds, while a signal
processor discriminates between the pollutant
signatures and the background emissions.
Acoustic sensors are also being used to
detect chemicals in liquids and solids (Robinson,
1993, August).
h. Detection of Explosives. A magnetic system
that is able to detect plastic landmines filled
with TNT is in the prototype stage (DARPA,
2000, February). It is based on quadrupole
resonance technology that uses a RF magnetic
field pulse at a frequency specific to individual
explosive compounds. The pulse excites the
molecules of any explosives present, thereby
generating a characteristic response that can
be measured and identified.
i. Spectroscopic Intelligence. Multispectral
imagery (MSI) is defined as multiple discrete
bands of digital electro-optical imagery
collected simultaneously in different spectral
regions that can be easily registered and
exploited synergistically. It is currently the
most widely used method of imaging
spectrometry. The American LANDSAT, French
SPOT and Russian Almaz are satellites that
operate in multiple bands and provide ground
resolution on the order of 10 metres. MSI is
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used for terrain categorisation, the detection
of water depths, the support of amphibious
landings and ship navigation. However, use
of this technique results in decrease in both
bandwidth and resolution from conventional
spectrometry and MSI systems cannot produce
contiguous spectral and spatial information
(SPACECAST 2020, 1995, Summer).
Hyperspectral imagery employs narrow
contiguous spectral bands including the visible
light, IR, thermal IR, ultraviolet and radio wave
portions of the electromagnetic spectrum. The
data produced allows analysts to detect an
object’s shape, density, temperature,
movement, and chemical composition (Davis,
1996). Applications include identifying shallow
areas near shorelines, battle damage
assessment, counter camouflage, terrain
analysis and mapping and target identification.
The Aerospace Corporation is studying the
detection of mobile surface-to-air missiles using
hyperspectral technology (Sorlin-Davis, 2002).
Several technologies can be integrated into
hyperspectral sensing to further exploit ground
and space object identification. Two examples
are remote ultra-low light level imaging (RULLI)
and fractal image processing. RULLI is able to
carry out remote imaging using illumination
as faint as starlight (Prriedhorsky, 1994). It uses
the crossed-delayed-line photon counter to
provide time and spatial information for each
detected photon. Fractal image processing
can help the analyst identify ground-based
signatures (Andrews, Getbehead and Kozaitis,
1993, July).
Ultraspectral coverage, from ultraviolet
through to the far IR, is the next frontier
(Lum, 1998, August). Ultraspectral exploitation
may be used to “split” the source energy from
a rocket motor, identifying the missile by its
constituent fuels and materials or to detect
chemical agents.
j. Instrumentation Intelligence. FISINT8 consists
of intercepts of EM emissions from testing and
operational deployment of aerospace, surface,
and subsurface systems. Such signals include
telemetry, beaconing, electronic interrogation,

tracking, and video links. A further subcategory
under FISINT is telemetry intelligence (TELINT).
Telemetry is the set of signals by which a missile,
missile stage, or missile warhead sends data
about its performance back to a ground station
during test flights. This includes data on
structural stress, thrust, fuel consumption,
guidance system performance, and the ambient
environment. Intercepted and decrypted
telemetry can provide information on a system's
guidance system operation, fuel usage, staging,
and other parameters vital for understanding
operational characteristics.

MASINT DEVELOPMENT
As MASINT is a relatively recently recognised
discipline, more traditional intelligence
disciplines need to have a better understanding
and appreciation of the fact that additional
exploitable MASINT information may exist
within their current collections. Specifically
identified MASINT systems are not the only
sources of MASINT data. Targeting radars, for
example, can provide ancillary data useful to
the military/national collection/analysis efforts.
These data, too, must be included in the
MASINT information databases.
To develop MASINT, the technologies and
structures that need emphasis include: 9
a. Target signature databases. Current and
future generations of smart weapons will need
improved specific signature identification (data
bases) for target weapon systems. This can be
done via a number of signature specifics such
as acoustic, seismic, thermal and RF emanations.
These databases will also provide the potential
"countermeasures knowledge" for the
development of future defensive systems.
b. Coordinated sensor development in space,
air, sea, and ground. There is a need to ensure
all developments are coordinated - regardless
of whether they are "intelligence" or
"operations" developments - to determine
their information production potential.
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Figure 5. Processing of MASINT information
c. Multi-sensor/data integration between
MASINT disciplines. A structural sensory
signature can be created for each target based
on several types of MASINT. There is much to
be gained from synergistic collection
and analysis.
d. Integration of MASINT system with other
intelligence collection/operational sensors.
To form a true omni-sensor, data integration
with other intelligence disciplines is required.
Again, the concepts of multi-discipline
intelligence analysis and the immediate tactical
use of such available information will be crucial
to meeting future needs.
e. Universal signal processing techniques.
Technology advances that work in one
discipline must be shared with other disciplines.
For example, signal processing techniques in
RF/EMPINT may also applicable in ACOUSINT.
f. Wide area surveillance using targets
signature identification methods. Such
technologies hold the promise of advancing
automated recognition algorithms for
improving analyst productivity.
g. MASINT support for Information Warfare.
Intelligence support for information warfare
(IW) is a growing field. The potential utilities
of MASINT systems need to be studied and
evaluated for their IW potential.

CONCLUSION
MASINT is the future in intelligence. As it
works in different parts of the EM spectrum,
MASINT detects information patterns not
previously exploited by individual sensors and
these signatures are hence often not protected.
Multi-disciplinary intelligence analysis will be
crucial to meeting future intelligence needs.
MASINT leads to an all-source collection and
is a discipline that is becoming more important
in identifying and characterising new and
emerging threats, particularly as weapon
system technologies become more complex
and capable and intelligence-resistant. As the
Third Generation Singapore Armed Forces’
concepts of operation become more and more
dependent on information, success will require
placing a premium on information collection,
information sharing, and collaborative and
integrative intelligence processes. How well
MASINT succeeds in providing needed
intelligence will be “a function of both
scientific ingenuity and management skill”.10
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6. A more comprehensive list is given in
Richelson, MASINT: The New Kid in Town,
p. 150.

ENDNOTES
1. Example obtained from “Have you been
‘MASINTed’ by your doctor” located at
http://www.afit.edu/cmsr/PDF/MASINT.pdf.

7. Richelson, MASINT: The New Kid in Town,
p. 157.

2. The number of disciplines and subdisciplines varies between Services and agencies.

8. This is sometimes subcategorised as part
of ELINT/SIGINT.

3. Definition obtained from Pike, J. at
http://www.fas.org/irp/program/masint.htm

9. Some of the recommendations are
obtained from Permanent Staff Committee on
Intelligence, “MASINT: Measurement and
Signature Intelligence.”

4. The word was coined in SPACECAST 2020,
"Leveraging the Infosphere: Surveillance and
Reconnaissance in 2020,” 1995.

10. Richelson, MASINT: The New Kid in Town,
p. 149-192.

5. Different sources give different categories
of MASINT. Here is a compilation of categories
from many sources. Some of these categories
(for example, FISINT) are considered to be part
of other disciplines (SIGINT).
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