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EDITORIAL

Tan Yang How
President
DSTA Academy

This year marks Singapore’s fiftieth year of independence
and coincidentally, DSTA’s fifteenth anniversary and the
tenth issue of DSTA Horizons.  Hence, it is only fitting that
the 12 articles chosen for this issue reflect the diverse
competencies, innovations and expertise of DSTA which
have contributed towards building a modern armed forces
that is highly capable and resource efficient.   
‘Transforming Range Practices with the Multi-Mission
Range Complex’ traces the innovative development of
the Multi-Mission Range Complex (MMRC), an indoor
live-firing training facility that represents the next step
forward in marksmanship training. Bearing unique features
such as the single-rail targetry system, the MMRC is a
prime example of how creative solutions can overcome
resource and space constraints. Innovative ideas are
also crucial as rapid advancements in technology have
changed the battlefield landscape and how the Singapore
Armed Forces (SAF) operates in the field. ‘Innovative
Approaches for the Advanced Combat Man System’
chronicles the enhancements of the Advanced Combat
Man System (ACMS) into its newer and lightweight variant –
the ACMS iLITE. The lessons learnt during its development
serve to highlight possible concepts and technologies
to enhance the SAF’s combat capabilities. Focusing on
key areas of combat engineering tasks on the battlefield
today, ‘Technological Advancements and Innovations in
Combat Engineering Equipment’ explores the evolution
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of combat engineering equipment and how it has shaped
the operational capabilities of the SAF. The article also
looks at future technological trends that will possibly shape
the development of future combat engineering equipment.
DSTA utilises its pool of knowledge to deliver new and
exciting capabilities to the SAF. ‘Delivering New Mine
Countermeasure Capabilities to the RSN’ offers insights
into the modernisation programme of the Navy’s Mine
Countermeasure Vessels which improves their mine hunting
capabilities. It discusses the technical challenges of the
programme and the project management team’s systems
engineering based approach that resulted in a significant
improvement in mission effectiveness.
Deriving technical lessons and insights from practical
experiences is also a valuable component of DSTA’s work.
Capturing the key features and design considerations
behind DSTA’s next-generation digital workplace is
‘eWorkplace: Evolving DSTA’s Knowledge Management
Journey’. It details the transformation of DSTA’s eWorkplace
Intranet platform that greatly enhances collaboration,
learning and productivity within the organisation. ‘Modeldriven Architecture Approach for Enterprise Systems’
illustrates the features of a Model-driven Architecture
approach and how it can improve the efficiency of enterprise
application development. It also shares the architecting

efforts and benefits of adopting such an approach as part
of the IT Application Lifecycle Management framework.
‘Data Analytics for Optimising Cyber and Data Centre
Operations’ examines how DSTA is utilising data analytics
to overcome the increasingly challenging task of managing
cyber defence and data centre operations through anomaly
detection, discovery of hidden patterns and insights
and the optimisation of resources. It also explores other
challenges that have to be addressed in order to maximise
the potential application of data analytics.

and haze that can adversely affect a sensor’s performance
and looks at how the right kind of electro-optics can be
exploited to enhance  surveillance performance.

New ideas and perspectives are often triggered in the
face of technical challenges. ‘Challenges and Design
Considerations for Radar Operation in Local Littoral’
describes the challenges posed by Singapore’s unique
littoral environment to radar design. Its authors also share
some of their best practices in the operationalisation of
radars and discuss potential developments in the domain.

Drawing from its experiences in the areas of safety and
security, DSTA has been contributing its expertise in
fireworks safety management for the National Day Parade
(NDP). ‘Safety Management of National Day Parade
Fireworks Display’ outlines how safety is addressed
through the fireworks life cycle and also shares the
innovative solutions used in the real-time  management of
fireworks to deliver a safe fireworks display for the NDP.
Finally, ‘Protection and Resiliency for Singapore’s
Critical Infrastructures’ leverages DSTA’s know-how in
designing critical infrastructures for the Ministry of Defence
and the SAF to illustrate how protection and resiliency
can be balanced to improve the survivability of critical
infrastructures in Singapore.

‘Ka Band Satellite Communications Design Analysis
and Optimisation’ examines the feasibility and application
of a Ka band network in satellite communications by taking
a systems approach and carrying out detailed trade-off
analysis of key operational parameters. ‘Performance
Challenges for High Resolution Imaging Sensors for
Surveillance in Tropical Environment’ delves into the
science behind environmental factors such as weather

We hope that the articles will be an insightful and enriching
read for our readers. We are also appreciative of the
authors and reviewers for all their efforts and commitment.
This tenth issue of DSTA Horizons represents a significant
milestone in our efforts to enrich the learning and sharing
culture within the defence technology community. It is
hence our wish that DSTA Horizons will continue to play this
important role for many more issues to come. Thank you.
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Transforming Range Practices 
with the Multi-mission Range 
Complex
LIM Peter, YEO Qiu Ling Tammi, LIM Meng Kee Johnson, LAU Chin Seng Eric

ABSTRACT
The Multi-Mission Range Complex (MMRC) is a three-storey live-firing training hub jointly developed by DSTA and the
Headquarters 9th Division/Infantry of the Singapore Army. The MMRC has been cited in many domains as an excellent
example of how Singapore overcame the challenges of resource and space constraints with innovative solutions1.
This article outlines the evolution of marksmanship training from traditional and manually operated targets in an open field
to advanced and safe live-firing training solutions in an indoor environment.  It also highlights the benefits of the MMRC.
Keywords: indoor live-firing, judgemental shooting, multi-tier shooting, reconfigurable urban operation range, land saving

INTRODUCTION
Supported by efficient services to enable soldiers to fully
focus on shooting, the Multi-Mission Range Complex (MMRC)
was conceptualised as a one-stop marksmanship training
hub for soldiers to hone and sustain varied marksmanship
competencies.
The three-storey MMRC features seven live-firing indoor
ranges encompassing advanced simulation, acoustic sensing
and range technologies to provide realistic scenario-based
live-firing training. It eliminates the traditional process of range
administration by outsourcing routine, non-core pre-range
and post-range administration, logistical and maintenance
functions.
The MMRC is an accumulation of the requirements of multiple
shooting ranges into one facility. It has enhanced the way the
Singapore Army trains by providing it with the flexibility to train
safely under different realistic scenarios and environments. It
has also increased the productivity and efficiency of the Army
by allowing it to conduct 50% more training opportunities
within the same timeframe.

4
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OVERVIEW OF LIVE-FIRING
SYSTEMS
Other than conventional targetry systems (e.g. the Portable
Electronic Targetry System and Stationary Electronic Targetry
System) which are deployed in other outdoor ranges, the livefiring systems in the MMRC consist of two new modules:
the Video Targetry System (VTS) and the Single-Rail Moving
Electronic Targetry System (METS).

Video Targetry System
The VTS is a leading-edge computer-based marksmanship,
tactical and judgemental live-firing targetry system comprising
three main simulation subsystems: a VTS box target measuring
2m by 2.7m, a Range Control Computer and a Firing Point
Computer.
The VTS allows soldiers to train beyond the basic marksmanship
settings provided by traditional baffled ranges. Using computer
generated imagery or customised videos, it can generate an

Figure 1. Live-firing at the VTS screen

Figure 2. VTS screens setup in the 50m range

The VTS box target resembles a box with a rubber screen
installed at the front and at the back which allows bullets
to pass through (see Figure 4). The construction of the box

assortment of conditions realistically (see Figure 1). With the
VTS, soldiers are able to conduct long distance marksmanship
training of up to 1,000m in a 50m range setup (see Figure 2).
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Figure 3. An example of a ballistic table

The VTS’ shot detection system utilises precision acoustic
technology to project bullet trajectories based on the actual
ballistic tables within millimetre accuracy (see Figure 3).

Figure 4. The back of a VTS box target

contains the shockwaves (generated by the bullet passing
through) within the box to minimise noise. Twelve acoustic
sensors are installed within the box to detect these supersonic
shockwaves (see Figure 5).

Figure 5. An acoustic sensor
DSTA HORIZONS | 2015
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The actual location of the bullet impact is then determined by
monitoring the shockwaves via the acoustic sensors optimally
located at the edges of the screen (see Figure 6). The location
of the bullet would then be calculated by extrapolation.

detection is instead computed when the projectile hits the
rubber screen like a drum.  
Based on mathematical models and the actual bullet impact

y

Acoustic
sensors
located
within
the box

𝑥𝑥𝑎𝑎 , 𝑦𝑦𝑎𝑎 , 𝑡𝑡𝑎𝑎

(0, 0)

x

Figure 6. Coordinates of shot (x, y) determined by extrapolation of shockwaves/sound
detected by the sensors
RESTRICTED

However, subsonic ammunition such as the 9mm round is
designed to operate at speeds less than the speed of sound
and will not create supersonic shockwave as it travels. The

𝑑𝑑 =

𝑣𝑣 2 sin 2𝜃𝜃
, 𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓 𝑜𝑜𝑜𝑜 𝑎𝑎 𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓 𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔
𝑔𝑔

Simulated Trajectory

Height (ft)

Actual Trajectory

point on the screen, the trajectory of the bullet is then calculated
and simulated for distances beyond the physical distance of
the screen (see Figure 7).

Range (ft)

Figure 7. Simulating trajectory of a bullet beyond the physical distance
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Moving Electronic Targetry System
The multi-tier range at the MMRC features a single-rail METS
co-invented by DSTA (see Figure 8). The new single-rail METS
eliminates any potential line-of-sight issues for trainees located
on lower levels firing at higher-level targets. Unlike conventional
moving targetry systems as shown in Figure 9, the new design
requires a shorter installation depth (0.96m instead of 2.4m)
and utilises only one motor to drive the single rail of targets.
Hence, for a range with 10 firing lanes, this new design saves
an average of about 70m2 per range.

allowed in the ranges from designated firing points. Portable
hard traps that are constructed from armoured steel are
overlaid with shredded rubber panel mounted on spacer bars
and are used as bullet traps in the Urban Operations Range.
In addition, all ranges have walls (inclusive of columns), floors
and ceilings that are made of reinforced concrete designed in
compliance with requirements stipulated in the JSP403 UK
range safety handbook and verified to be able to effectively
contain the rounds fired in the MMRC.

Restricted

Restricted
Restricted

Top
TopTier
Tier

Bottom Tier

Bottom Tier

UNEQUAL
UNEQUALLINE
LINEOF
OFSIGHT
SIGHT

UNEQUAL LINE OF SIGHT

Figure 8. Single-rail METS

Figure 9. Conventional
METS
UNEQUAL
LINE OF
SIGHT

MAINTAINING HIGH SAFETY
STANDARDS
As this is the Singapore Armed Forces’ (SAF) first indoor multistorey live-firing facility of this scale, maintaining high safety
standards for firers, facility personnel and the facility itself is of
the top priority. All ranges in the MMRC are fitted with robust
ballistic protection systems that were subjected to strict and
rigorous validation prior to installation, to mitigate the hazards
associated with firing in an indoor range.

Overall Round Containment  
The MMRC is designed for full round containment and hence
there is no need to cater for a weapon danger area outside
the range. In order to ensure total round containment, steel
escalator bullet traps and granular rubber bullet catchers are
installed in the 50m and 100m ranges to contain the ammunition

Hazardous Ricochet and Backsplash Hazards
Ballistic protection systems are installed to prevent hazardous
ricochets and backsplash associated with firing in indoor
ranges. They also serve as additional protection to prevent
round escapement and protect the ranges’ concrete walls and
ceilings from occasional shots.
Shredded rubber panel (SRP) is used extensively in the ranges
to prevent hazardous ricochet and backsplash hazards to
the firers. Majority of the SRP are mounted on spacer bars,
which in turn are welded to armoured steel plate. This system
is used for the range walls, ceiling baffles, target mechanism
protection system and floor baffles to prevent ricochet and
backsplash hazards to the firers (see Figure 10). Bullets
that pass through the SRP and strike the steel would either
fragment or deform, and the density of the SRP prevents any
fragments or deformed projectiles from passing back through
into the range area.

DSTA HORIZONS | 2015
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Restricted

Figure 10. Ceiling baffles in 50m Range 1 and 2

Redirective guards are positioned immediately in front of and
above the throat of the bullet catchers (see Figure 11). In most
cases, the redirective guards will be within the weapon danger
area and therefore require thicker armoured steel plate. The
guards are hung at an angle to ensure that projectiles are
directed into the throat of the bullet catcher and will continue
their travel into the deceleration chamber of the bullet catcher.
In addition, the angle at which the plates are hung would also
ensure that the pitting on the steel plates would not cause
hazardous ricochet and fragments, and injure the firers.

Protection of Personnel in Control Room and
Learning Gallery
Ballistic glass is installed in the control room and learning
gallery to allow trainers and soldiers to observe the live-firing
activities safely (see Figure 12). The ballistic glass is rated to
be able to withstand 7.62mm x 51mm NATO rounds, and its
performance was verified during component testing.

Figure 11. Redirective guards used at the bullet traps

8
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Figure 12. Ballistic glass installed at the control room and learning gallery

Ensuring Safety during Fire and Movement
To ensure the safety of soldiers during live-fire tactical training
involving the firing of small arms, a safety angle is applied
between the side of the firing point and the nearest firer on the
adjacent lane. This safety angle comprises a ricochet safety
angle plus the appropriate cone of fire angle.

For fire and movement training2, it was determined that a wider
firing lane was required for each firer. Instead of having 10 firing
lanes for static firing, the range had to be reconfigured to have
just seven firing lanes. To comply with the requirement, the
team successfully redesigned the range to allow the 10-lane
range to be easily reconfigured into a seven-lane range (see
Figure 13). This was achieved by mounting the static electronic
targets on movable rails which allow the targets to be moved
manually and locked into position.

Figure 13. Comparison between a 10-lane and seven-lane range

DSTA HORIZONS | 2015
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Environmental Safety
The ranges in the MMRC are ventilated mechanically. The
design of the range ventilation system is crucial in minimising
the accumulation of contaminants in the range as well as
in preventing contaminants from flowing into the adjacent
spaces. This reduces the risk of contaminants inhalation by
soldiers and instructors.
The range ventilation system is designed to create a lowvelocity, uni-directional airflow towards the targetry area where
an exhaust system filters the contaminants before discharging
the air into the external environment (see Figure 14). For such

a complex task, numerical modelling using Computation Fluid
Dynamics (CFD) was used in designing the range ventilation
system for the first time in Singapore (see Figure 15). Areas
of stagnation and high air velocity were identified and the
design was refined over several iterations to improve air flow.
To prevent the outflow of contaminants to the adjacent spaces,
the air pressure in the range is maintained at a slightly lower
pressure than the surrounding spaces. Differential pressure
sensors are installed to measure the pressure differential
between the range and its adjacent spaces. The Building
Automation System monitors these sensors in real time and
regulates the speed of the exhaust system to maintain a
differential pressure of 5Pa to 15Pa between the range and the
adjacent area.

Figure 14. Schematic of range ventilation system

Figure 15. CFD modelling of air flow velocity in the range
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DSTA HORIZONS | 2015

Transforming Range Practices with the Multi-mission Range Complex

BENEFITS OF THE MMRC
The operationalisation of the MMRC has brought about many
benefits to the SAF and commercial entities.

Optimising Allocation of Resources
To ensure training hours are optimally utilised, a soldier-centric
workflow was created to enhance the positive experience
of soldiers from registration to exit. All routine, non-core
administrative tasks were streamlined and outsourced to
a commercial entity, allowing the SAF to focus on core
competency development. Conversely, the commercial entity
is able to leverage its creativity and experience to manage
its operation and staffing efficiencies to meet contractual
performance requirements. Unlike traditional outdoor ranges,
training is not subjected to external weather and lighting
conditions in the MMRC. In particular, soldiers do not need
to cease training due to a downpour or wait long hours after
their daytime training for nightfall before proceeding with their
nighttime training. Hence, the waiting time and time needed
for administration and logistics matters have been efficiently
converted into training time for soldiers.

conducts its live-firing training. The capabilities delivered by
the MMRC have provided the SAF with a safe yet challenging
environment to train and sustain instinctive and judgemental
shooting competencies, and instils a positive experience in
every soldier that trains in the facility.
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ENDNOTES
1

The MMRC was awarded the IES Prestigious Engineering
Achievement Award (2014), Defence Technology Prize Team
(Engineering) Award, MINDEF Innovation Project and Savings
And Value Enhancement (SAVE) Awards in 2013.

2

Aligned Vision in National Development

Fire and movement training is a shooting drill that requires
soldiers to take cover, take aim, fire and move forward to
another location to repeat the drill.

Some of the existing outdoor live-firing ranges in Singapore
are sited on valuable state land that have to be returned to
the Singapore Land Authority (SLA) progressively for land
redevelopment. The DSTA Integrated Project Management
Team performed detailed studies and planned strategically for
the land required to build the MMRC and reduced the total
footprint for constructing seven typical outdoor ranges by at
least 3.7 times. This approach also enabled the Ministry of
Defence (MINDEF) and the SAF to achieve total land savings of
22 hectares, equivalent to 30 football fields. With the delivery
of the MMRC, the land occupied by existing outdoor firing
ranges can be returned to SLA progressively. The MMRC also
minimises the need to develop new conventional ranges.

CONCLUSION
The MMRC has become a critical training facility of the Army
and provides a pleasant experience for our current generation
of national servicemen. It has also paved the way for future
training infrastructure and systems development. It is at
the forefront of training development and has crossed new
boundaries, creating a paradigm shift in the way the SAF
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Innovative Approaches for the 
Advanced Combat Man System
LIM Wei Qiang, PEH Han Yong Lester

ABSTRACT
The Singapore Army was equipped with the Advanced Combat Man System (ACMS) in 2010 to enhance the survivability
and combat capability of soldiers in urban operations. While the ACMS achieved its objectives, the Project Management
Team (PMT) identified areas for improvement which resulted in a lighter system and an enhanced user interface utilising
multi-touch technology similar to commercial electronic devices such as smartphones.
This article captures the journey taken to develop and design a newer and lightweight variant of the ACMS – the ACMS
iLITE, using a soldier-centric approach. The article also shares lessons learnt from this process, and introduces some
concepts and futuristic technologies that the PMT is exploring to enhance the fighting capabilities of the soldier in the
Singapore Armed Forces.
Keywords: urban operations, ACMS, COTS, smartphone, soldier-centric

INTRODUCTION
With the prevalence of global urbanisation, the Singapore
Army will inevitably need to engage in urban operations. The
urban environment presents a whole new multi-dimensional
battlefield – one which not only requires changes to
conventional combat operations and tactics, but also a need
to overcome the strategic advantage afforded to an adversary
that is concealed and entrenched in an urban environment.
The Advanced Combat Man System (ACMS) is an urban
fighting system for the Third Generation Army. It is designed to
address the challenges faced in urban operations by enhancing
command and control (C2), situational awareness, survivability

14
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and lethality of the soldier. In addition to being equipped with
the ACMS, soldiers are equipped with remote sensors such
as surveillance robots and keyhole sensors. With the ACMS
and these sensors, soldiers become part of a networked force.
Soldiers’ situational awareness is thus enhanced, allowing
them to engage their targets effectively. Soldiers are also able
to navigate accurately through the urban battlefield to avoid
known danger areas. The key components of the ACMS are
illustrated in Figure 1.
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Figure 1. Overview of the ACMS

The ACMS also allows selected appointment holders to tap
the wider resources of the battalion, such as the TERREX 
Infantry Carrier Vehicle (ICV) for fire support and sustenance,
and even utilise higher command resources to further enhance

the lethality and situational awareness of their units (see
Figure 2). The soldiers themselves become sensors on the
ground, providing real-time information to the commanders for
improved battlefield coordination.

Figure 2. The networked soldier and his complementary capabilities
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A Force Muliplier
Prior to the fielding of the ACMS, battlefield information was
disseminated verbally. This limited the speed and accuracy
of engaging targets, with soldiers requiring a longer time to
interpret commands, identify targets and engage them. The
ACMS, with its graphical presentation of battlefield information,
has enabled soldiers to share up-to-date information in a
precise and swift manner.
The ACMS has also connected dismounted soldiers to their
TERREX  ICV. This has allowed the sharing of a common
operational picture and provision of support fire from the
weapon system of the TERREX ICV.

Reinventing The Acms
While the ACMS met its intended objectives in terms of weight
and capabilities, and benchmarked well against other leading
soldier modernisation programmes globally, the Project
Management Team (PMT) was cognisant of the need to
continually reinvent the system to ensure relevancy. One area of
interest was in the field of personal infocomm technology. The
introduction of smartphones redefined the traditional concept
of a phone. Features like emails, messaging, photography,
video, maps, games and other applications were packed into
an elegant, lightweight device. A multi-touch user interface
replaced physical buttons and keyboards.
Not surprisingly, smartphones were well received by
consumers. It did not take long for the consumer market to be
saturated with smartphones and similar lifestyle technologies.
The smartphone soon became a pervasive lifestyle device.
As the smartphones packed tremendous computing power
in a small form factor, the PMT envisaged that the use of
smartphones in the ACMS could achieve weight reduction and
enhance usability.   

THE BIRTH OF A LIGHTWEIGHT
ACMS VARIANT
In light of the rapid development of lifestyle devices, the PMT
determined the need to develop a new version of the ACMS
that would be more useful and better received by soldiers.
The opportunity arose when feedback, gathered through trials
and exercises, indicated that it was desirable to reduce the
weight of the ACMS. It was also noted that the lower echelons
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(section-level and below) did not require the full suite of ACMS
capabilities since they would be occupied with the immediate
fire fight. Thus, the idea to create a new lightweight variant
of the ACMS which would only have the essential capabilities
required at the tactical levels, was conceived. This was the
iLITE.
It was envisaged that the iLITE would leverage both the
existing technologies employed for the in-service ACMS as
well as commercial-off-the-shelf (COTS) technologies. The
iLITE would be lighter, simpler and more intuitive to use while
meeting the required operating duration and conditions. It
was clear that maximising battery life would be a key design
consideration as this would reduce the number of batteries
required and consequently the overall system weight. To
make the iLITE simple and intuitive to use, familiar COTS
smartphones would be adopted as the medium through which
the soldier interacts with the system. These became the key
design considerations for the iLITE.

DEVELOPMENT OF THE ILITE
Quest to Adopt COTS Smartphone
At the outset of the iLITE’s design, the PMT had initiated
the use of a COTS smartphone as the input, display and
processor of iLITE. However, knowledge of hardening third
party smartphones was still lacking. There were also concerns
about the ability of COTS devices to comply with military
ruggedisation standards suitable for soldier use. Hence,
the PMT was faced with the undesirable option of adopting
bespoke smartphones with features modelled after COTS
smartphones.
These concerns did not deter the PMT from their vision of
an iLITE design based on COTS smartphones. Moreover,
the PMT assessed that the commercial sector, with its huge
R&D funding, would continue to spearhead innovations in the
field of personal infocomm technology. In addition, the huge
commercial market provided better leverage for access to the
latest technologies such as high-speed processors and longer
battery life. This convinced the PMT that a bespoke smartphone
was unlikely to match up to the COTS smartphones that the
soldiers were accustomed to. It was also likely that a bespoke
smartphone would be made obsolete before long.
The PMT overcame the challenges involved in hardening COTS
smartphones by tapping the wider expertise within DSTA. At
the same time, a variety of COTS solutions for waterproofing
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and shock protection for the more popular smartphones
was entering the market, potentially addressing the Army’s
ruggedisation needs.

Selecting Smartphone for iLITE
The search for a suitable COTS smartphone for iLITE began with
the selection of a suitable mobile Operating System (OS).  The
Android OS was eventually selected over other OSs due to its
ability to be customised to meet the PMT’s requirements, and
it having the largest market share at the time of development
which would reduce the risk of hardware obsolescence.
A study was then conducted on a range of leading COTS
Android smartphones in the consumer market. It came to the
PMT’s attention during the market research that each phone
manufacturer had something different to offer and there was
no such thing as a best smartphone.
After much deliberation, the PMT decided on a set of key
considerations that would guide the selection of a suitable
smartphone. First, it should have the largest market share
among the Android smartphone makers which would increase
the availability of COTS ruggedised casings. Second, it should
possess superior technical performance to provide greater

Current ACMS
– Full Suite of Software Features
HMD

utility in the iLITE. Third, it should have a screen which was
large enough for viewing while still allowing operation with
one hand. Last of all, it should come with a power-efficient
screen technology that would prolong the operating duration.
A smartphone was finally selected based on the above
guidelines.

Strategy for Weight Reduction
The implementation of a COTS smartphone was a crucial part
of the PMT’s strategy to reduce system weight. Instead of
incorporating two distinct subsystems (the portable computer
and the communication keypad) within the in-service ACMS, the
iLITE smartphone served as the integrated mobile processor,
input and display subsystems. This reduced the system weight
by more than 50%. The lower power requirements of the
processor1 used in the Android OS also made it possible to
reduce the number of batteries required for the iLITE.
There are two key differences between the current ACMS
and the iLITE. First, the iLITE uses a COTS smartphone as an
integrated mobile processor and display subsystem, instead
of a separate soldier computer and head mounted display.
Second, the iLITE requires only one battery for the entire
mission as opposed to three in the ACMS. The key differences
are shown in Figure 3.

iLITE
– Essential Software Features
for Tactical Levels

Communication
Keypad

Smartphone

Portable Computer

Navigation
System

Battery (x3)

Comms System

Navigation Battery (x1)
System

Figure 3. Key differences between ACMS and iLITE
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Although the Army was prepared to trade ruggedness2 of
the smartphones for weight reduction, the PMT remained
steadfast in pursuing COTS solutions to meet the Army’s
ruggedisation needs. At that time, the commercial market was
rolling out a variety of products and solutions for waterproofing
and shock protection of popular COTS phones. These include
waterproof phones, ruggedised protective casings and even
water-repellent nano-coatings. The PMT’s effort paid off when
user trials validated that the COTS protective cases provided
adequate ruggedisation for the smartphones.

Strategy to Improve System Ergonomics
To improve soldier receptivity towards the iLITE, human
factors engineering expertise was engaged to enhance its
ergonomics. This included wearability studies to determine the
optimal placement of the iLITE components on the soldier, as
well as the design of the iLITE C2 Graphical User Interface for
greater ease of use. Numerous trials were conducted during
the development of iLITE as part of an iterative process to
gather user feedback on the system design.
A phased equipping approach was also implemented for
the iLITE, where lessons learnt and feedback received from
preceding deliveries would be incorporated into subsequent
batch deliveries.

OPPORTUNITIES BROUGHT FORTH
BY ILITE
The advent of the smartphone also provided functionalities
beyond the iLITE requirements. For instance, the smartphone
could be used by soldiers to access e-learning materials
such as those provided on the LEARNet platform at their own
time. Other useful utility applications that were commercially
available in the Android’s application store (such as the
compass and range finding tools) could also be made available
to the soldier.
On a more complex scale, the iLITE could be integrated with
other systems such as the Tactical Engagement System3
(TES) to achieve weight and cost savings. Through suitable
applications, the iLITE’s smartphone could also be used
to control unmanned platforms to complement a soldier’s
mission.

LESSONS LEARNT
While COTS products can be cost-effective solutions, the
fast pace of technological advancements in COTS infocomm
technologies can render these solutions obsolete in two to
three years. A comprehensive obsolescence management
plan would need to be adopted to facilitate the insertion of
new technologies and tackle potential hardware obsolescence
issues:
a) Modular Architecture - System components should be
kept modular, wherever possible, to ensure that an upgrade
or modification in one subsystem would not have a significant
impact on the rest of the subsystems.
b) Phased Equipping - A phased equipping approach
should be adopted to enable incorporation of refinements due
to technological improvements and user feedback.
c) Software Portability - The C2 software should be
designed for ease of modification and expansion in anticipation
of future upgrades, such as hardware changes or insertion
of new technologies. For the Android OS in particular, C2
functionalities should be implemented at the application level,
where applicable, to allow the developed C2 software to be
ported to the latest firmware version with minimal effort.
d) Regular Reviews - The PMT should keep abreast of
technological improvements and development in market
trends in order to assess the evolution of COTS smart devices
and OS trends at regular pre-planned reviews. If there is an
anticipated shift in the OS market share or obsolescence of
existing hardware that could impact the project severely,
the obsolescence management plan should be updated
accordingly.

FUTURE TECHNOLOGIES
The introduction of iLITE has put the Army at the forefront of
soldier digitisation. It is imperative to stay updated on new
technologies that are being developed constantly throughout
the world. These new technologies need to be harnessed at
appropriate junctures to enhance mission effectiveness for
soldiers. Several emerging technologies that could possibly
see application in the ACMS are as follows:
a) Wearable Technologies - The commercial market has a
variety of wearable technologies, ranging from smart watches
to eyewear such as the Google Glass. Although these wearable
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1. Eyewear
− Augmented reality
technology to enhance
soldier’s situational
awareness
−

Potentially guide
soldiers to objectives/
targets

3. Smart Watches
− Could be paired with
smartphone to alert the
user to incoming
messages

2. Smart Clothing
− Comes with sensors to
keep track of soldier’s
health indicators e.g.
heart rate, and alert
medics when soldier is
injured. In-built flexible
batteries would power
these sensors
−

Able to switch
camouflaging pattern
according to
environment

−

Sensors to detect the
presence of chemical
agents in the
environment

Figure 4. Potential applications for wearable technologies

technologies have yet to gain traction, it remains an interesting
and exciting area to monitor. Figure 4 highlights some potential
applications of wearable technologies.
b) Simultaneous Localisation and Mapping (SLAM) - SLAM
allows soldiers to construct a map of an unfamiliar environment
as they are navigating through it. This technology would be
extremely useful when soldiers navigate through buildings and
internal spaces. This could be achieved by networking the
iLITE to a SLAM-enabled unmanned ground vehicle (UGV).
This technology, while still in its infancy, would further enhance
the capabilities of the networked soldier.
c) Voice and Gesture Recognition Applications - Voice and
gesture recognition applications would enhance the ability of
soldiers to control sensors assets such as UGVs. In addition,
voice recognition would enable soldiers to perform the desired
function on the smartphone without having to go through the
process manually, thus giving rise to quicker responses.
d) Wireless Charging - Wireless charging could be explored
to provide additional charging options for the Army. Potential
applications include wireless charging in vehicles that enables
the batteries on soldiers to be charged while in vehicles.
Vehicles could also serve as hot-spots for wireless charging,
allowing soldiers to charge their devices in close proximity to
the vehicle.

could be explored to improve the sustenance of soldiers in
the battlefield. One promising technique is biomechanical
harvesting, in which electricity is generated via body motion
such as walking.  

CONCLUSION
The PMT’s decision to design the iLITE based on a COTS
smartphone was forward looking. The iLITE has met its key
objectives of weight reduction, improved system ergonomics
and intuitiveness. This enhanced ACMS variant improves the
Army’s fighting capabilities greatly by packing more punch at a
lower weight requirement.
The successful implementation of COTS technologies in
iLITE has proven the viability of leveraging COTS solutions for
operational equipment. Trade-offs were managed to deliver
cost-effective COTS solutions that not only met the Army’s
requirements, but were also highly adaptive to the dynamic
pace of technological advancement.
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e) Energy Harvesting - As soldiers carry more electronic
gear, the growing energy demands pose an enormous burden
on the logistics support system. Soldiers will also have to cope
with the weight of extra batteries. Energy harvesting techniques
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ENDNOTES
1

ARM processors are a family of 32-bit Reduced Instruction
Set Computer (RISC) microprocessors developed by Advanced
RISC Machines.

2

Smartphones are COTS products with designs that cannot
be modified easily.

3

TES is a laser-based system currently used in combat
training exercises to simulate the effects of weapons.
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Technological Advancements 
and Innovations in Combat 
Engineering Equipment
PHUA Zhengqi Daryl, TAN Chun, WONG Yee Yin Kimberly

ABSTRACT
Combat engineering is essential in enabling forces to overcome diverse obstacles. Traditionally, combat engineering tasks
have been manpower intensive, time-consuming, logistically demanding and dangerous. Now, modern combat engineering
equipment requires less manpower and logistics to operate, features people-centric designs and allows tasks to be
completed in a safer and faster way.
This article illustrates the role of technological advancements and innovations in combat engineering equipment, and shares
how combat engineering equipment is expected to evolve over time.
Keywords: combat engineering, military bridges, mechanised, mine clearing

INTRODUCTION

FIXED BRIDGING

Combat engineers play an essential supporting role in any
force as they enhance force mobility for friendly troops and
hinder the mobility of adversaries. Some activities undertaken
by combat engineers include bridging, obstacle clearance, soft
ground mobility enhancement as well as mine and improvised
explosive device (IED) neutralisation.

Military fixed bridges are required to be strong enough to
transport heavy military vehicles, light enough to be transported
easily and simple enough to be constructed quickly. Bridge
engineers use the concepts of bending moments and shear
forces to design efficient bridges to achieve the optimal
balance between span, strength and weight.

Traditionally, combat engineering tasks have been manpower
intensive, time-consuming, logistically demanding and
dangerous. Now, technological advancements and innovations
have contributed to combat engineering in three main areas: (a)
automation to enable leaner manning of combat engineering
equipment; (b) reduction of time spent on combat engineering
tasks; and (c) improvement of man-machine interfaces and
ergonomics to make systems safer and easier to use.

Classification of Bridges

This article presents and explores the role of technological
advances and innovations in the evolution of combat
engineering equipment, with a focus on three areas of combat
engineering tasks: fixed bridging, wet bridging, and mine
clearing.
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Military bridges are classified by their Military Load Class
(MLC) in accordance with NATO’s Standardisation Agreement
20211. The MLC is a single number which represents the
strength of the bridge and class of vehicle it can transport, and
is proportionate to the maximum bending moment and shear
force the bridge can withstand without undergoing irreversible
yield.
Vehicles are similarly assigned an MLC rating dependent on the
maximum bending moment and shear force it exerts on a bridge.
This is dependent on the vehicle’s weight, length, number of

axles and wheel loading. The determination of a vehicle’s MLC
rating involves tedious calculations of the maximum shear
force and bending moment over 44 predefined bridge spans
for a total of 88 test cases. DSTA has developed an in-house
application to automate these calculations, allowing engineers
to estimate a vehicle’s MLC quickly.

Innovations on Modern Fixed Bridges
Modern fixed bridges have come a long way since the early
days, when crudely bundled brushwood called fascines
and one-piece bridges were used to cross tank ditches.
Technological advancements in welding and the development
of stronger materials have enabled modern bridges to be longer,
stronger and deployed quickly. Some of these innovations are
as follows.

Launching of Long Bridges
Carrying bridges significantly longer than the launching vehicle
hampers the mobility of the vehicle and makes launching
unwieldy. To enable the launching vehicle to carry longer
bridges, these bridges were innovatively folded in half, and then
launched by unfolding them with a scissor-launch mechanism
(see Figure 1). However, scissor-launched bridges have a large
visual signature during launching – posing challenges for them

to be launched in areas with overhead obstacles and making it
easier for enemies to spot them.
Further improvements have been made to the designs of
assault bridges and a horizontal-launch mechanism has been
developed instead. The Leopard 2 Armoured Vehicle Launched
Bridge (AVLB), introduced into the Singapore Armed Forces’
(SAF) service in 2010, uses the horizontal-launch mechanism
(see Figure 1). Another advantage of this design is the absence
of hydraulic components in the bridge that improves its
reliability and service life.

Automation of Bridge Systems
Early fixed bridges were constructed manually which called for
significant manpower and time. The new generation bridges
are launched by bridge layer vehicles with fully automatic
launching and retrieval modes operated by a crew of two,
which can launch a 26m bridge in less than eight minutes. In
the Leopard 2 AVLB, this is made possible through the use of
an electronically controlled hydraulic system and an array of
sensors and actuators on board the bridge layer vehicle. With
these sensors and cameras monitoring the launch, the operator
is able to launch the bridge without the need to come out of the
vehicle and open the hatch, making it safer for the operator.

Figure 1. Scissor-launch mechanism on a M60A1 AVLB (© Quihuis / File:M60A1 Armored Vehicle Landing Bridge.jpg
/ http://www.news.navy.mil/view_single.asp?id=5015 / Public Domain) (left) and horizontal-launch mechanism on a
Leopard 2 Armoured Vehicle Launched Bridge (Ong, 2013) (right)
Reprinted with permission from Defence Media Centre (DMC)
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WET BRIDGING
Wet bridging (also known as float bridging) is a solution to
overcome long wet gaps which fixed bridges are unable to
overcome. This is done through the construction of float
bridges or forming of ferries. Wet bridges build upon the
principles of fixed bridging, but add a degree of complexity
with flotation considerations.

Origins of Wet Bridges and Ferries
Wet bridging involves the linking up of pontoons or boats until
the wet gap is bridged or a raft of a required size is formed. The
traditional types of wet bridge solutions were logistic intensive,
and required multiple trucks to transport the pontoons,
tugboats, decks, ramps and associated accessories. For
example, a 100m assault boat bridge required a team of 60
men, 20 logistic trucks and over 90 minutes for construction.

Innovations on Modern Float Bridges
Compared to assault boat bridges and early amphibious
vehicles, modern float bridges are more effective and easier to
operate. For example, the M3G, which was introduced into the
SAF’s service in 2008, requires only six vehicles and 24 men to

form a 100m bridge in 25 minutes - as compared to the Heavy
Assault Bridge which required 30 trucks, 60 men and 4 hours
to construct. This is a significant decrease in the manpower,
logistics and construction time required. The technological
innovations are as follows.

Propulsion Systems
The earlier amphibious vehicles used a propeller for water
propulsion. The latest M3G  utilises pump jets instead.
Traditional pump jet designs utilise a reversing bucket attached
to the end of the nozzle to achieve reverse thrust and braking
of the vehicle in water, and plates to manipulate the direction of
the jet for steering. The M3G’s pump jet is an innovative design
where the nozzle can be rotated 360° to provide maximum
manoeuvrability of the vehicle in water (see Figure 2).

Control System
The M3G  has one pump jet at the fore and aft of the
vehicle, allowing the system to achieve a very high level of
manoeuvrability which a traditional propeller is unable to
achieve. In order to control the full range of complex motions
of the dual pump jets, an innovative control system was
implemented on the M3G (see Figure 3). This intuitive control
allows the coxswain to retain full control over the complex
motion of the M3G with minimal task loading.

Figure 2. M3G’s Schottel Pump Jet up-close (C. Teuert, 2014) (left) Schottel Pump Jet 360° movement
(Schottelru, 2011) (right)
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Figure 3. Demonstration of the marine controls of the M3G. The level controls the power and primary
direction, and the “horns” control the relative rotation of the rig.

Furthermore, multiple vehicles connected together to form
a ferry can be networked for operation by a single console,
allowing a single operator control over the ferry. This improves
the control of the entire ferry and enables lean manning of the
system.

Reducing the Logistics Requirement of Float
Bridges
Prior to the SAF acquiring the M3G, the design of the original
equipment manufacturer (OEM) included three ramps per
vehicle. While this was adequate for the construction of a

float bridge, it was insufficient for the construction of a twovehicle ferry in open-couple configuration2. A logistics vehicle
to transport the three additional ramps is required for this
configuration.
The SAF’s M3Gs were modified to accommodate an extra
ramp each (see Figure 4). Modular panels can also be placed
laterally between two ramps to form the third ramp (see Figure
5). This innovation eliminated the need for the logistics vehicle,
reducing the logistics footprint and achieving manpower
savings.

Figure 4. OEM’s M3 bridge with one ramp on the each side versus Singapore’s M3G with two ramps on
each side. The third ramp on OEM’s M3 bridge is stowed in the centre of the vehicle and is not visible.
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Figure 5. The modular panels of the M3G as a third ramp. The modular ramps are stored as seen on the right.

MINE CLEARING

Mine Rollers and Mine Ploughs

Mine clearing is an important component in a combat
engineer’s tool list. The ability to clear a minefield quickly and
safely offers significant strategic and tactical advantage to the
force.

Mechanised methods of mine clearing include using mine
rollers to trigger pressure sensitive mines, or mine ploughs to
push aside surface and shallow mines. However, mine rollers
are ineffective against mines which are not pressure activated,
and mine ploughs are only effective against shallow buried
mines on relatively soft ground.

Mine Clearing Methods
Manual Methods – Mine Prodders and Metal
Detectors
The most rudimentary method of clearing mines involves
personnel using mine prodders or metal detectors. These
methods relied on human operators to detect buried mines
before they could be neutralised, typically using a bombdisposal operator. Due to the close proximity of operators to
potential mines, these manual methods are time-consuming
and dangerous.

Mine Flails
The method which provides the highest assurance of clearing
mines is the use of mine flails (see Figure 6). This method
employs a flail system to impact the ground physically to
neutralise mines. Modern mine flail vehicles have incorporated
the latest technology and innovations to allow soldiers to
clear a minefield faster, with less manpower and a high safety
margin. The SAF has two types of mine flailing systems – the
Mine Clearing Vehicle MCV910 and the Trailblazer Counter

Figure 6. Mine flail system on Singapore’s Trailblazer (Ong, 2013)
Reprinted with permission from Defence Media Centre (DMC)
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Mine Vehicle. The former was procured off the shelf with
customisation while the latter was developed jointly by DSTA
and Singapore Technologies Engineering.
Mechanised methods enable the clearing of mines with
remarkably little effort compared to manual methods. The
latest innovations in mine clearing vehicles have made the
dangerous task of mine clearing safer, faster and possible with
less manpower.

Innovations in Modern Mine Flails
The mine flail that the SAF uses currently includes numerous
innovations which make it safe to operate and more efficient as
compared to off-the-shelf mine flails. Some major innovations
are as follows.

Hydro-Mechanical Continuously Variable
Transmission
While mine clearing operations are conducted at low speeds
of less than 1km/h, normal driving speeds are up to 70km/h.
Conventional vehicle transmissions are normally unable to
perform well at both low (less than 1km/h) and high (up to
70km/h) speed ranges.
Instead of using two separate transmission systems3 which
would require additional weight and space on the platform, the
Trailblazer was equipped with a hydro-mechanical continuously
variable transmission which consists of a hydraulic pump
for the low speed range and a mechanically geared torque
convertor for high speed range within a single housing. This
compact and light transmission system enabled the Trailblazer
to be capable of both extremely low and high speeds while
contributing to weight and space savings.

Lane Marking System
The lane marking system specially designed for the Trailblazer
possesses pneumatically fired rods. Compared with other
systems that employ pyrotechnic firing, the pneumatic system
enables safer and more accurate lane marking. To minimise
the workload on the operators, the lane marking system is
deployed hydraulically and can be retracted with ease for
stowage from the crew cabin.

Fully Automated Control

effect for complete mine clearing. This creates operational
flexibility for the operator to clear undulating contours when
necessary. Coupled with the pneumatic lane marking system,
the Trailblazer is able to clear and mark the lane for followon forces automatically with significantly less effort and time
compared to past systems. Using digital control also enables
mobility to be controlled with a joystick, presenting better
ergonomics for the operator over long missions.

FUTURE TRENDS
Combat engineer equipment has benefitted from technological
advancements and innovations over the years. This section
explores the potential evolution of combat engineer equipment.

Advanced Materials
The advancement of materials technology will play a
significant role in the future of combat engineering equipment.
One promising area is the use of composites in float and
fixed bridges which will bring about lighter, stronger and
longer bridges. However, the use of composites is not without
disadvantages. Other than cost, the use of composites poses
several technical challenges.
The maintenance of composite material structures is more
challenging than conventional material structures used in
bridges like steel or aluminium alloys. While conventional
materials can be repaired by welding, the repair is considerably
more complex if a delamination occurs between the fibre
and matrix in a fibre composite structure. Furthermore, the
delamination may not be visible to the operator who would
not be able to sense the need for maintenance even when
potentially severe damage has occurred. Hence, more
experience and expertise are required to maintain composite
structures. Composites are also very sensitive to flaws
sustained during the manufacturing process as compared
to metals. Any deviation from a tightly controlled process
may lead to a compromise in the material properties of the
composite. These factors contribute to the high cost of
incorporating composites in combat engineering systems.
However, as more advanced composites are developed, the
use of composites could be more cost effective. This could
result in a trend towards the use of more composites in combat
engineering systems.

The fully automated software control of the Trailblazer reduces
the operator workload and sustains the operator for longer
missions. The software control achieves auto-contouring
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Autonomous Equipment

REFERENCES

Although unmanned technology is relatively mature, it has not
been widely implemented in combat engineering equipment.
One main factor is cost. As unmanned technologies become
more cost effective, there could be more drive-by-wire combat
engineering systems to enable the development of remotecontrolled and autonomous systems.

C. Teuert (personal communication, September 1, 2014)

Fully autonomous equipment will require sufficient artificial
intelligence (AI). As AI technology improves in the future, it is
likely that systems for dull, dirty and dangerous tasks such
as mine clearing will make the first push to fully autonomous
systems.

Improvised Explosive Device Neutralisation
In the future, IEDs will present one of the biggest challenges for
combat engineers. Current technology includes radio jammers
and ground penetrating radar systems, but these solutions
have their shortcomings. Future developments in the area of
IED neutralisation would likely include high energy weapons
such as high powered microwaves and lasers to disrupt the
electronics and detonators in IEDs.

CONCLUSION
There have been great technological advances in combat
engineering equipment over the years. These advances,
particularly in automation, have been leveraged in the systems
used by the SAF. The benefits include a leaner operating
force, more ergonomic systems, as well as safer and faster
completion of combat engineering tasks. Besides utilising
technology, innovations in design have also played a role
in reducing the logistic requirements of the systems. While
technology continues to advance, it would take time for
these advancements to be adopted in combat engineering
equipment, due to the difficulties and high cost associated
with implementation currently.
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endnotes
1

The Standardisation Agreement 2021 MILITARY  LOAD
CLASSIFICATION OF BRIDGES, FERRIES, RAFTS AND
VEHICLES is a standard for NATO  forces that provides
methods for computation of MLC for bridges, ferries, rafts and
vehicles (both tracked and wheeled vehicles).

2

This configuration is ideal as it not only provides a larger
deck space for ferrying vehicles, but also increases the
metacentric height for additional stability.

3

The transmission systems comprise a mechanical
transmission for high speed travelling and a hydrostatic drive
for low speed mine clearing. This is because a mechanical
transmission is unable to provide high torques and is inefficient
at low speeds, whereas a hydrostatic drive suffers from low
efficiency and excessive losses at high speeds.
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Delivering New Mine 
Countermeasure Capabilities 
to the RSN
GOH Yong Han, LAM Su Ying Audrey

ABSTRACT
Any mine incident in the Singapore Strait would severely impact Singapore’s economy. As such, the Republic of Singapore
Navy (RSN) Mine Countermeasure Vessels (MCMV) form the mainstay of the Singapore Armed Forces’ underwater mine
countermeasure capability. The Bedok-class MCMVs of the RSN were operationalised in 1995. In 2009, a modernisation
programme was introduced to upgrade the MCMVs’ mine countermeasure capabilities so as to enhance their mine hunting
and neutralisation rate. This article discusses the threats which sea mines can pose, the project and technical challenges
in delivering the mine countermeasure capability to the RSN, and the system engineering based approach adopted by the
project management team in overcoming these challenges.
Keywords: mine countermeasure, mine hunting, mine disposal

INTRODUCTION
A nondescript cargo ship traverses the Strait of Singapore and
releases a cylinder discreetly into the water. Later, a Republic
of Singapore Navy (RSN) Mine Countermeasure Vessel (MCMV)
RSS Bedok is performing a routine survey when its mine hunting
sonar1 detects a cylindrical object lying on the seabed. A
lightweight underwater inspection vehicle is deployed remotely
to investigate and visual confirmation via its fibre-optic link
shows that the object is indeed a sea mine.
This information is sent back to the Maritime Security Task Force
Headquarters and patrol vessels are dispatched immediately
to cordon off the affected area. RSS Bedok then launches a
lightweight expendable mine disposal vehicle which detonates
the mine safely.
This is a hypothetical but possible scenario that the RSN Mine
Countermeasure Squadron may face in their mission to keep
the Strait of Singapore safe for shipping.
The MCMVs play an important role in the maritime security of
Singapore by ensuring that its surrounding sea lanes and the
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Singapore Strait are free and open to international shipping.
The laying of mines by potential adversaries or terrorists in the
Singapore Strait or in our sea lines of communications could
lead to port closure, which would result in direct trade losses
amounting to more than S$2 billion daily2.

THE SEA MINE THREAT
Sea mines are explosive devices placed in water to destroy
surface ships or submarines (Wikipedia, n.d.). They range
from bottom mines, moored mines, drifting or floating mines
to limpet mines attached directly to the hulls of targets. Sea
mines are laid and left to wait until they are triggered by the
approach of, or contact with, an enemy vessel. The sea mine
is a lethal weapon that dates back to the mid-19th century.
They are low-cost weapons which are extremely difficult to
detect, identify and destroy, presenting a significant threat
even to the most sophisticated warships today. Figure 1 shows
a picture of a British Mk 14 sea mine. Sea mines have evolved
over time from the early low-cost contact mines to modern
influence mines with magnetic, acoustic and pressure sensors.
Advanced influence mines with modern signal processing

Figure 1. British Mk 14 Sea Mine (© Oxyman / File:British Mk
14 Sea Mine.jpg / Wikimedia Commons / CC BY-SA 3.0)

capability can be triggered by pre-determined logic or preprogrammed characteristics of a particular class of ship or
submarine’s signature.
The Committee for Mine Warfare Assessment of the US Naval
Studies Board (2001) describes the strategic use of mines in
the denial of passage through confined waters and the entry or
exit of ports of coastal nations. Mines are asymmetric weapons
and can influence a war campaign greatly. For example, in
World War II, mining by the Allies achieved some remarkable
successes. During the Atlantic War lasting five years, the
Royal Air Force (RAF) flew 20,000 mine-laying sorties, sinking
638 ships with the loss of 450 aircraft. In comparison, RAF
bombs and torpedoes sank 366 ships over the same period
with the loss of 857 aircraft. During the Tanker War3 in 1988,
the guided missile frigate USS Roberts was heavily damaged
by a drifting Iranian mine and the US Navy spent more than
US$90 million to repair the damage (see Figure 2). In the
1991 Gulf War, Iraqi mines hindered US amphibious assault
planning and heavily damaged two US warships, preventing
them from further operations. For inferior forces, mines are
particularly valuable to defend against a superior naval force.
Sea mines are available widely and are often more difficult

and time-consuming to neutralise than air and missile threats.
Since World War II, 14 US Navy ships have either been sunk or
damaged by mines, as compared to only two which have been
damaged by air or missile attacks.

DELIVERING NEW MINE
COUNTERMEASURE CAPABILITIES
TO THE SINGAPORE NAVY
The RSN’s four Bedok-class MCMVs were acquired from
Sweden and commissioned in 1995. In view of their ageing
systems and the advent of new technologies, DSTA
embarked on a modernisation programme for the MCMVs.
This programme commenced in 2009 with the installation of
an advanced and integrated mine countermeasure combat
system, comprising a Mine Information System, Hull Mounted
Mine Hunting Sonar (MHS), Towed Synthetic Aperture Sonar
(TSAS) and Expendable Mine Disposal System (EMDS)
(see Figure 3). The approaches taken by the DSTA project
management team (PMT) to deliver these new capabilities
successfully are described in the following sections.
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Figure 2. The eight-metre hole in the hull of guided missile frigate USS Roberts caused by an Iranian
M-08 mine (© Mussi / File:Ffg58minedamage2.jpg / U.S. Navy / ID:DNST8902266 / Public Domain)

Figure 3. New mine countermeasure systems installed
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Managing a Complex Upgrading Project
With a Lean PMT

Managing Integration Risk With Legacy
Systems

The conventional approach to managing a Life Extension
Programme (LEP) of a naval vessel of such complexity is to
form a core integrated PMT of more than 10 engineers to
oversee major combat, platform and shore systems. The PMT
adopted a prime contractor approach to minimise the size of
the team after a careful study. The prime contractor supplied
the majority of the systems, installed and integrated them with
existing systems, and was responsible for the performance of
the total system. This allowed a core PMT of half the typical
size to manage the entire LEP.

The delivery of the upgraded programme capability was
heavily dependent on the successful integration of the existing
systems with the new systems. This is a more complex task
compared to new-built programmes as some of the information
required for integration is not available for some legacy
systems. To mitigate this risk, pre-condition assessments
(PCA) were performed to establish and record the baseline
configuration of the ship through a series of inspections
and tests. This enabled the reconstruction and extraction of
missing information. At the same time, the PCA served to verify
the legacy systems’ performance and interface specifications
to facilitate integration with the new systems.

Managing Developmental Items During
Contracting
During the tender exercise in 2008, all submitted proposals
had some key systems that were still in the high risk
development phase due to the demanding technical
performance specifications of the tender. By applying the
procurement principles of competition and value for money,
the PMT employed competitive bidding exercises and included
contractual clauses to protect our interests in the event of
possible failure of the developmental systems. This ensured
the tender returns would be cost effective, with acceptable risk
management measures put in place by each of the tenderers.

Achieving Cost Effectiveness During
Contracting
The PMT had originally mandated all tenderers to engage the
original designer of the MCMV as the platform consultant to
oversee the platform modification works as a risk mitigation
measure. Subsequently, the PMT conducted a thorough
technical risk assessment and explored engaging an alternate
platform consultant with the tenderers to achieve greater
cost effectiveness. The PMT conducted detailed ship surveys
on each MCMV, reviewed the existing documentation and
drawings, and determined that minimal platform modifications
were required. All required information could also be obtained
through measurements. By systematically going through the
risks of modification and integration, the PMT selected an
alternate platform consultant with experience in managing
MCMV platform upgrading and achieved further cost savings.
With the added risk assessment and management processes
put in place contractually and through project milestone review
meetings and progressive monitoring, this approach led to the
effective and successful execution of the programme.  

Delivering Improved Mine Hunting
Capability
Underwater mines are located using sonar which is
traditionally a slow and tedious process. With the advent of
new technologies, e.g. the synthetic aperture sonar (SAS),
mine hunting can be performed better and faster. The principle
of SAS is to combine successive pings4 along a known track
coherently in order to increase the resolution of the azimuth
direction (along-track). Hansen (2011) explained that with this
increased “synthetic aperture” length, the sonar is able to
obtain higher resolution images with respect to conventional
sonar processing.
The coverage rate for a TSAS is about five times faster than
the legacy hull-mounted MHS. This is achieved due to a
higher survey speed and wider sonar swath widths (see Figure
4). Being hull-mounted, the one-sided MHS array limits the
MCMV speed during survey, while the TSAS is a two-sided
array able to cover more area, and can be towed at a higher
speed to achieve a much higher coverage rate. In addition,
the TSAS provides significantly higher resolution for improved
classification capability5. The new TSAS also offers an
automatic detection and classification capability to ease the
operator’s workload in mine detection and classification.
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Compared to the previous sonar system which was
hull-mounted and not towed, the PMT conducted an extensive
safety review on the procedures provided by the contractors
for the launching, recovery and towing operations. All the
emergency safety features of the TSAS, such as emergency
surfacing, cable breaking tensions and emergency stops,
were individually analysed during design reviews and tested
thoroughly during sea acceptance tests to ensure safe
operations. The launch and recovery procedures were also
improved and simplified through numerous sea trials.  

Delivering Improved Mine Neutralisation
Capability
The mine disposal system (MDS) has been used by the RSN
for mine neutralisation since 1995. The vehicle used in the
MDS weighs about 900kg and requires a crane and handling
system for launching and recovery during mine neutralisation
missions. As part of the MCMV modernisation programme, a
new EMDS was acquired and installed on board the MCMVs.  

The K-Ster6 EMDS is capable of identifying and neutralising
mine-like objects to support the mine clearance operations
of the RSN. It is a remotely operated vehicle that consists
of a lightweight vehicle and supporting shipboard systems.
The vehicle has two configurations – the K-Ster Inspection
for identification of mine threats, and the K-Ster Combat
for neutralisation of mines. The expendable K-Ster Combat
vehicle is designed to neutralise a mine with a single shot (see
Figure 5).
This vehicle has led to vast improvements in mission
effectiveness as it is lightweight, simple to operate and easy to
deploy. At 50kg, it is less than 10% the weight of the previous
MDS vehicle, and its lighter weight simplifies the launch and
recovery process. It is estimated that the operation time per
mine is reduced by about half. Equipped with just a small
charge, the vehicle is designed with a tiltable warhead, sonar,
sighting laser, video camera and searchlights to locate and
attack mines accurately and efficiently.
The K-Ster Combat vehicles are stored in the EMDS magazine
on board the MCMVs. To minimise manual handling of vehicles,
the PMT worked closely with the prime contractor to design a
set of customised jibs and fixtures to facilitate a more efficient
transfer of K-Ster Combat vehicles.

(a)

(b)

Figure 4. (a) MHS transmission pattern (b) TSAS transmission pattern
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Figure 5. K-Ster vehicle approaching a target

The RSN is the first navy in the world to conduct live-firing
using this vehicle. As this is a new weapon system, there
were no previous firing templates or references. The PMT
collaborated with the RSN to develop test scenarios and safety
firing templates. Subsequently, with the knowledge gained
from the first firing, the PMT worked out a new weapon danger
area template which significantly reduced the safety radius
compared to the first firing. This achieved further cost savings
in terms of assets and time required for safety clearance.
In addition, over the several sea trials and live-firing, the PMT
enhanced the preparation procedures progressively, and
implemented additional instrumentation to further automate
the pre-launch process. These served to reduce the preparation
time needed before each firing.

CONCLUSION
Through the application of the system engineering based
approach, the PMT had successfully completed the
MCMV modernisation programme for the RSN in 2014 in a
cost-effective manner. This has resulted in new and enhanced
mine countermeasure capabilities to keep Singapore’s sea
lanes mine-free and safe.
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ENDNOTES
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eWorkplace: Evolving DSTA’s 
Knowledge Management 
Journey
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ABSTRACT
It has been more than a decade since DSTA embarked on its Knowledge Management (KM) journey in 2003.
The next step in DSTA’s KM journey lies in the evolution of its Intranet portal from an information-centric to a
social-centric workplace.
This article describes  how DSTA implemented enterprise social collaboration in its Intranet portal through the use of modern
web technologies and user-centric design. This has created a conducive environment to improve engagement, learning,
collaboration and productivity within the organisation.
Keywords: collaboration, knowledge management, sharepoint, social collaboration

INTRODUCTION
Since embarking on its Knowledge Management (KM)
journey in 2003, DSTA has attained major milestones which
included the creation of the eHabitat Intranet Portal, the DSTA
Extranet platform, as well as the Content and Document
Management System – DSTA’s records repository that archives
enterprise content, collaboration tools, and Action and Issues
Management System meeting tools.
From 2003 to 2009, the growth of KM in DSTA was evident
from the usage of different KM applications and tools, to
the contribution of documents and sharing of information. A
community of Knowledge Managers, who acted as change
agents for their respective entities, was also established to help
proliferate the ground-up adoption of KM in the organisation.
The following phase of DSTA’s KM journey was in transforming
its eHabitat Intranet platform from an information-centric
to a social-centric workplace. This involved implementing
enterprise social collaboration through the use of modern
web technologies and user-centric design. Enterprise
social collaboration describes the technologies and
processes used to boost collaboration in the workplace.
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This new wave shifted the paradigm of how people created,
stored and shared knowledge by leveraging Web 2.0 and
social computing tools. It was thus timely for DSTA to ride on
these emerging technologies to address existing gaps in KM,
redefine its landscape and transform the way staff work.
At the same time, there were significant changes in the IT
landscape of DSTA and the Ministry of Defence (MINDEF).
These changes included network separation1, heightened
security concerns and an increased need for cross-domain
collaboration to solve complex and large-scale problems.
These were the driving factors behind the transformation
of DSTA’s eHabitat Intranet platform into its current form –
eWorkplace.
eWorkplace is DSTA’s next-generation digital workplace
designed to transform how people create, organise, store,
search, use and share knowledge. As a result, it will enhance
work effectiveness, knowledge sharing and engagement within
the organisation.

Figure 1. DSTA’s knowledge strategy shift

eWORKPLACE STRATEGY
The basis of the eWorkplace transformation involved a move
from a content strategy to a connection strategy (see Figure 1).
Content strategy focuses on codifying knowledge in DSTA into
reusable knowledge assets that are stored into repositories to
be retrieved at a later time. It also focuses on the management
of enterprise records. Codifying knowledge assets maximises
knowledge retention and the efficient reuse of knowledge
assets.

Connection strategy focuses on connecting people to
collaborate and solve problems by tapping their collective
wisdom. It also involves connecting people to content in the
repositories through efficient search and retrieval. Connection
strategy emphasises the creation of new knowledge through
the building of DSTA’s enterprise social network to facilitate
people-to-people dialogue and collaboration.  

eWORKPLACE PARADIGM OF
SPACES
The basic tenet of eWorkplace is thus centred on DSTA’s
paradigm of three main spaces: corporate space, team space,
and personal space (see Figure 2).

Figure 2. DSTA eWorkplace paradigm of three spaces
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Corporate space is the authoritative source of all official
enterprise content and an important communication channel
for staff. In addition to information dissemination, it should
leverage social computing tools to provide a role-based,
seamless and multimodal work experience for the end user.

There was a lack of social tools in DSTA’s previous Intranet
platform. The project team thus evaluated several technologies
and selected a reliable and powerful platform that could
provide collaboration, social media, search, enterprise content
management and business intelligence features.

Team space is a contextualised one-stop page for staff
to collaborate, store, access and work on shared content
together.

Collaboration, Learning and Sharing

Personal space is a personalised page for staff to manage
their own productivity. It also serves as a one-stop channel to
provide specific information to staff based on their activities,
memberships and subscriptions within the workplace. In
addition, staff use this space as a platform for social networking.

DESIGN PRINCIPLES
To ensure a simple and secure platform, eWorkplace was
designed with three main principles:

classification system for the sharing of these technical
documents.

a) One-stop Secured and Integrated Front – Staff would
be able to find information they need quickly and easily via
a one-stop integrated front which pools together information
from disparate sources.

As eWorkplace is an integrated enterprise productivity suite,
the user experience in performing co-authoring and review
during collaboration is enhanced greatly. With office web apps
and different service applications powering eWorkplace and
the enterprise productivity suite, multiple authors are now
able to review and edit different segments of a document
simultaneously.

b) Person-centric – The emphasis would be on the
individual and how he or she works. Staff would experience
a highly personalised experience via intuitive user interfaces
and receive contextualised information through, for example,
subscriptions and notifications.
c) Process-centric – As a large part of work in DSTA
revolves around processes, there was a need for eWorkplace
to enable staff to comply with processes via a contextualised
and personalised user interface.

TRANSFORMING DSTA’S
WORKPLACE USING ENTERPRISE
SOCIAL COLLABORATION
Locating a subject matter expert, social commenting and
accessing newsfeeds and enhanced search features are some
of the new norms that have changed the way people work,
share information and increase productivity in an organisation.
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Communities of practice and team sites allow staff to share and
acquire new knowledge and insights easily. Within eWorkplace,
staff can share tacit knowledge through noteboards, blogs
and discussion forums within the corporate and team spaces.
An example would be the eLibrary, a central repository that
consolidates and shares technical documents authored by
DSTA staff2. It enables staff to conduct work-related research
into technical documents that are either produced by a staff
through the course of a project or by independent research.
eWorkplace provides a proper underlying file structure and
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For traditional users accustomed to checking in and out
files, eWorkplace has transformed the way they work.
Building on existing versioning conventions, eWorkplace
allows differentiation between published and draft versions
of documents. Workflows can also be put in place if there
is a need to set up a formal approval process for sensitive
documents that require approval before publication.
Staff can also keep up to date on documents that are of
importance to them by subscribing to alerts via e-mail and
newsfeeds pushed to their personal pages and team sites.
Wiki page is another social collaboration tool which collates
authoritative and informative content to promote staff learning.
The ease of use of a Wiki page as a content publishing tool
encourages users to create and share content with the rest of
the organisation.

eWorkplace: Evolving DSTA’s Knowledge Management Journey

Staff Engagement
             
One fundamental shift for eWorkplace was from an informationcentric to a social-centric paradigm. Management blogs were
developed to allow management to share their thoughts and
engage staff in an inviting and accessible environment. Through
social networking capabilities, staff are able to comment on
these blog posts and contribute opinions and feedback. They
can also subscribe to these blogs to keep abreast of any latest
development.
Community discussion forums can also be used to generate
social conversations and feedback related to specific
organisation initiatives and events. For example, prior to the
DSTA Staff Conference, a community discussion forum was
used to gather feedback from staff on pertinent engagement
issues which were subsequently addressed during the
conference.
This allows management to sense the pulse of the organisation
constantly and receive feedback directly from the ground.

Personal Productivity
One key innovation and a cornerstone of eWorkplace was
the consolidation of disparate information into a one-stop
personal page. Previously, users had to navigate to different
pages of interests to retrieve information. Now, they can
receive updates from these pages instantly through newsfeeds
and notifications.
The new personal page feature in eWorkplace also serves
as a directory that profiles each individual staff within
the organisation. Staff can list down their expertise and
competencies, which are combined with pertinent information
such as secondary appointments. This enables staff to locate
subject matter experts and also provides a platform for staff to
develop social networks within the organisation.             
The newsfeed and notifications features allow staff to stay
updated on latest happenings in a productive and interactive
manner. Staff members are able to subscribe to sites which
they are interested in and receive newsfeeds on updates made
to these sites. Staff can also receive notifications regarding
events they have registered for, tagged items, social activities,
upcoming meetings and assigned tasks.

Furthermore, eWorkplace provides Twitter-like features to staff
microblogs. In addition to allowing images and videos to be
posted with status updates for richer interaction, eWorkplace
also introduced hashtags and mentions to create an immersive
digital equivalent of a real-time conversation and networking
session.
When staff follow a hashtag, they will be notified via their
newsfeed on current conversations of interest for them to join.
New and direct connections can also be made among staff
through the use of mentions within conversations.
To further augment productivity, each staff was provided with
a personal repository to store private files. This allows staff to
access their files from anywhere within DSTA.
Corporate information on the Intranet was reorganised into a
newly defined information architecture. Policies and guidelines
were consolidated into a one-stop site instead of disparate
corporate portals. Access to services, like transactional
applications and online forms, was also centralised. This
improved information architecture enhanced information
findability and overall user experience and productivity greatly.

Innovation and Crowdsourcing
Social collaboration tools provide crowdsourcing capability to
complement problem-solving and idea-generating processes.
Through the use of discussion forums, tags and ratings
features, staff can contribute ideas and opinions on various
content throughout the workplace. This influences the visibility
of salient information and contributes to the innovation
process.
Introduction of implicit (hashtags) and explicit (mentions)
ways for staff to network and engage with one another within
eWorkplace also allows multi-dimensional channels to promote
crowdsourcing and innovation in the organisation.

Reliable Information at One’s Fingertips
The search feature in eWorkplace uses a new ranking model to
determine the items to display and the order in which results
are displayed. Behind the scenes, the analytics component in
eWorkplace tracks and analyses how content is connected
continuously, how often an item appears in search results and
which search results people clicked to determine and improve
the relevance of search results. Previously searched results
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are also displayed as query suggestions at the top of the
page. Staff can further refine the results by toggling between
the different sort options such as relevance, date (newest or
oldest), lifetime views and recent views.
Crawlers were also configured to look for entities (words or
phrases) within titles, headers, metadata and content within
documents. Dictionaries can be created and deployed to
search and store these entities as managed properties in the
search indexes which can be used to create search refiners for
more granular filtering.
Visual improvements such as displaying an application
icon next to the title of search results and previewing of
document content when a cursor is placed on a search result
is “highlighted”, also improved the speed in which staff can
locate content relevant to them.

CHallenges
Shortening of IT Implementation Cycle
A typical IT implementation cycle in DSTA would require at
least 18 to 24 months to deliver the first milestone. The team
was faced with the challenge of delivering key eWorkplace
capabilities in less than a year. The team’s strategy was to
tap an internal pool of resources to prioritise and proceed
with the system implementation for key collaboration and
engagement capabilities. This also allowed DSTA to build up
and sharpen its competencies in KM technologies quickly.
Spiral development was another strategy undertaken by the
team to shorten the project delivery time. Instead of the typical
waterfall model3 to deliver all capabilities in a ‘big bang’4
approach, the team delivered eWorkplace using a commercial
off-the-shelf software with minimal customisations. This
helped to reduce the risk of implementation caused by
evolving business requirements and allowed requirements to
be validated through a prototyping approach.

Future-proofing Against Technology
In the midst of the project, the team had to decide between
upgrading the software to the next product version, which would
provide enhanced enterprise social collaboration features and
in-memory capabilities, or staying with a previously released
version.
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Though the previously released version would be supported
until 2020, the project team recognised the importance
of harnessing advances in technology to optimise current
investments and future-proof DSTA’s IT landscape. The new
product version would also improve user experience and
provide better performance. Hence, the decision was made
to upgrade to the new version and reuse existing developed
modules.

Change Management and User
Engagement
With a large-scale implementation catering to more than
3,000 users, user engagement through change management
was key to the success of the project. The team was able
to solicit feedback on eWorkplace quickly and improve the
system design through the help of Knowledge Managers and
Assistant Directors (Planning and Control) as change agents.
Walk-in clinics (instead of the usual classroom-based training)
were conducted after eWorkplace went live and served as an
avenue for users to request for assistance or provide feedback
easily.
It was also important to promote the use of the system in a
fun and informal way. Quizzes, logo design competitions, blog
articles, feedback sessions and various other engagement
campaigns were organised throughout the first year of
implementation. This encouraged users to discover more
about eWorkplace and familiarise themselves with its new
features.

GOING FORWARD
Since its implementation, eWorkplace has achieved success
as DSTA’s next-generation information work space. This is
evident from the content that has been accumulated – more
than 1,000 team sites, 7,000 wiki pages, 1.4 million documents,
46,000 photos and 25,000 announcements.
eWorkplace implemented a secure and robust content
infrastructure and leveraged Web 2.0 technologies to achieve
the goal of connecting people to people and people to content
via person-centric workspaces. These include a one-stop
personalised space, team spaces with workflows for simple
approvals and proper filing of project documents, and a
reorganised corporate Intranet based on the information
architecture and taxonomy developed in Phase 1.

eWorkplace: Evolving DSTA’s Knowledge Management Journey

HIGHLY-CONTEXTUAL CONTENT
INTRICATELY-NETWORKED STAFF

LIMITLESS
PRODUCTIVITY
NETWORKED-PEOPLE
TO

INTELLIGENT WORKSPACE	

PEOPLE-TO-PEOPLE	

“Constructing staffcentric workspaces”	
PEOPLE-TO-CONTENT	

“Building a robust
content infrastructure” 	
Information Governance/Architecture

“Intelligently connecting people
to achieve shared goals”	
Enterprise Social Network Analytics
External Collaboration

Corporate Intranet
Project-focused Workspace
Community-driven Workspace
Personal Space

Contextual Search
Extensive Repository

Figure 3. The future of eWorkplace

2

Focus for the next phase will be on the infrastructure,
processes and strategies needed to build social channels
for communication and collaboration within and beyond the
organisation. Enterprise social technologies combined with
data analysis and mobile technologies will connect people to
spot trends and leverage the knowledge of the organisation to
complete tasks rapidly and surface previously hidden pockets
of valuable information (see Figure 3).

DSTA-authored technical documents include trip and
study reports, conference papers, post-grad theses and case
studies.

ENDNOTES

4

1

Network separation refers to the initiative to secure the
organisation’s work environment by means of information
segregation.

3

The waterfall model is an approach used in software
development. It is a sequential design process that comprises
the phases of Initiation, Design, Testing, Implementation and
Maintenance.

Big bang adoption is a software release method that
involves getting rid of the existing systems and transferring all
users to the new system simultaneously.  
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Model-Driven Architecture 
Approach for Enterprise 
Systems
LAI Kok Kee, NG Wendy, LOW Kwee Boon

ABSTRACT
The Model-driven Architecture (MDA) approach has been recognised as a methodology that can help enhance agility and
speed in the implementation of enterprise IT systems. This article introduces the concept of MDA and how it helps in
managing the complexities of integration and improving business-IT alignment. It highlights how DSTA uses various MDA
techniques to achieve a process-oriented software implementation paradigm, where business requirements (captured in
process models) are linked to actual IT system configurations to shorten implementation cycles. This article also shares
highlights and lessons learnt in the MDA journey.
Keywords: model-driven architecture, software development, application lifecycle management

INTRODUCTION
The Model-driven Architecture (MDA) is a software design
approach defined by the Object Management Group
(OMG). The OMG  is an international, open membership and
non-profit computer industry standards consortium that
develops enterprise integration standards for a wide range of
technologies and industries.
Models are key to MDA in a software development process.
The MDA approach uses Platform-Independent Models (PIM)
which include business processes to define the functionalities
of a system. A strong foundation and institutionalisation of
Enterprise Architecture (EA) practice within the organisation
enforces a common modelling language to capture all PIMs.
These PIMs are then translated and linked electronically
to Platform-Specific Models recognised by computers for
execution. This process of planning, design, development
and testing is termed the Application Lifecycle Management
(ALM). Tools that integrate across the ALM processes help
ensure clear traceability, control of changes and assessment
of change impact.
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DEFINING MODEL-DRIVEN
ARCHITECTURE AND APPLICATION
LIFECYCLE MANAGEMENT
Model-driven Architecture
In DSTA’s context, MDA is defined as an approach to organise
and manage business requirements in PIMs, where automated
tools can be reused for design and implementation into
IT systems. The principle is to separate the specification of
functionality from that of implementation.
This approach leverages the strong foundation and maturity of
EA practice. Since 2006, EA has been adopted as a means to
strengthen business-IT integration in DSTA. The EA framework
was developed to ensure that business requirements
(operational view) and IT implementation (system and technical
views) are reflected accurately in an architectural model (see
Figure 1).
The MDA approach entails two spirals of EA development (see
Figure 2). The first is at the business paradigm level (what is
modelled versus what is built). It is about re-engineering the
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Figure 1. EA view

business paradigm into process-oriented models according to
EA standards. The key benefit of this standardised approach
is that final business models will be significantly simpler and
refined, yet functionally richer than traditional methods. The
second is at the IT paradigm level (what is built versus what
is used). It is about enabling the re-usability of business
models for design and implementation into IT systems with
appropriate tools and services. This integration enforces the
mapping of requirements captured in the business model onto
actual implementation. With such consistency, the alignment
between business and IT is also enhanced.
The MDA concept also allows process implementations,
system configurations as well as test scenarios to be generated
automatically through business models. Through early

Business	
  
Process	
  
Models	
  

prototyping and better communication across stakeholders,
issues and conflicts are reduced during implementation.
Overall, system development effort and time are reduced as
compared to conventional systems development methods.
This enhances the pace and agility of how systems are
designed, built and tested in the application lifecycle of the
system.

Application Lifecycle Management
ALM facilitates the coordination between the business
and development teams (see Figure 3). This includes the
management of requirements, building, testing and deployment
so that applications can be managed effectively throughout the
application lifecycle.
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Figure 2. Consistency through an MDA approach
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Figure 3. ALM

The main stages of ALM are as follows:
a) Requirements – The requirements for a new application
are gathered and expressed as business processes, events
and actions taken by various stakeholders.

The operational model is incorporated into the existing IT
environment and the application is installed on top of the
operational model.   This is also typically governed through
a release and deployment management process to ensure
proper configuration control.

b) Design – The requirements are translated into
specifications for the IT components. They include the design
of the application or any customisation to the standard
packaged software as well as the design of the environment or
operational model that the application has to run on.

e) Operate – The IT services organisation operates the
application as part of the delivery of a service required by the
business. The performance of the application in relation to the
overall service is measured continually against service levels
and key business drivers.

c) Build – Both the application and the operational model
are made ready for deployment. Application components are
coded or acquired, and then integrated and tested. For off-theshelf software, required customisations will be done during this
phase.

f) Optimise – The results of the service level performance
measurements are measured, analysed and acted upon.
Possible improvements are discussed and developments
initiated if necessary. The two main strategies in this phase are
to maintain or improve service levels and lower cost.

d) Deploy – Both the operational model and applications
are moved from the development environment to a test
environment, and finally to the production environment.

The key phases and the stakeholders involved in ALM are
illustrated in Figure 4.
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Figure 4. ALM phases
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Model-Driven Architecture Approach for Enterprise Systems

THE EVOLUTION OF MDA
MDA grew in sophistication with the maturity of EA, tools
and people. It is used to: harmonise processes to facilitate IT
implementation, transform business processes, and drive IT
implementation.

MDA to Harmonise Processes and
Facilitate IT Implementation
The MDA approach is largely driven by the successful
implementation of the Enterprise System (ES) in transforming
the logistics and finance operations of the Singapore Armed
Forces (SAF).
Initiated in 2003, the ES was the first large-scale system in
which business process models were developed extensively
to analyse and establish business requirements. The approach
proved crucial in facilitating the analysis, harmonisation and
integration of the diverse business processes found in the
different services and Lines of Business (LOB). Without these
business models, it would have been extremely difficult to
visualise and understand the complexity of the business
operations.   In all, the project harmonised and standardised
more than 90% of some 600 processes defined across the
Singapore Army, the Republic of Singapore Navy (RSN),
the Republic of Singapore Air Force (RSAF), Joint and the
Ministry of Defence (MINDEF). Based on these business
process blueprints, ES(Logs) was implemented in phases
starting with the RSN in 2005, the Singapore Army and Joint
in 2006, followed by the RSAF in 2007– all on time and within
budget. The ability to reuse processes also resulted in cost
savings of some S$80 million in systems implementation. It
also transformed the way logistics and financial operations are
carried out today (Lim, Ham, Heng, & Koh, 2010).
This effort was extended to the domains of platforms, buildings
and infrastructure, medical logistics, IT and R&D, leading to
further benefits.

MDA to Transform Business Processes
The Business Process Management (BPM) Department
under the MINDEF Chief Information Office was set up in
February 2008 to facilitate and drive business transformation.
In addition to working with business owners to lead business
transformation projects, it is also responsible for building up the
Defence Business Map1 and facilitating enterprise integration.

The business transformation initiative is an enterprise-wide
effort. For it to succeed, strong commitment and support
from senior leadership is crucial. The existing IT steering
committee, chaired by senior management from MINDEF and
the SAF, extended its terms of reference to include business
transformation initiatives. The steering committee, together
with LOB leaders, provide overall leadership in transforming
business capabilities. It reviews and endorses business
transformation proposals, and also plays the critical role of
identifying and resolving ownership issues for business areas
where clear ownership is lacking (Lim et al., 2010).
A four-phase Integrated Methodology for Business
Transformation was also established and practised. This
approach starts off with the prioritisation and selection of
business functions for process mapping, followed by the
development of target business architecture, and subsequently
the development of the conceptual solution. The last phase
involves implementation of the solution.
Using this approach, various business process transformation
projects have since been successfully implemented with
enhanced capabilities across the management of areas such
as human resource, building and infrastructure, transport and
ammunition.

MDA to Drive IT Development
With the maturity of applications in the market, it is now possible
to translate requirements from models into applications (see
Figure 5). The trend of adopting MDA to drive IT development
has been consistent across other defence agencies from other
nations as well.
For commercial off-the-shelf (COTS) products such as the
SAP2 Enterprise Resource Planning (ERP) System, the MDA
approach leverages the ALM function of SAP, where models
are synchronised into a SAP application lifecycle management
tool for application development.
For customised non-COTS systems, the MDA approach utilises
BPM Suite (BPMS) to translate business process models into
executable applications.
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Figure 5. MDA to drive IT development

The three key areas of MDA implementation are as follows:

Model-driven Testing

Model-driven Documentation and Development

Extensive testing is required for every piece of software during
the various phases of software development. The scope of
testing usually involves conducting some form of change
impact analysis which requires a good knowledge of the
business, software architecture and design details.

DSTA has taken on a leadership role in the technical area of
EA to ensure architectural alignment and sound technology
implementation. In 2008, DSTA successfully delivered a
central repository of business models called AVATAR3 using
the Architecture of Integrated Information Systems (ARIS)
platform. These models were created in accordance with EA
modelling standards defined by a DSTA team.
In early 2011, a proof-of-concept was conducted to ascertain
that the existing business process models captured in
AVATAR could be synchronised with SAP Solution Manager
(SAP SolMan). The synchronisation mechanism was tested
to work both ways. First, business requirements defined
as process models in AVATAR should be transferred and
translated automatically to SAP systems so that developers
can begin configuration. Second, SAP reference models and
implementation in SAP SolMan should also be imported back
into ARIS tools to jump-start or update the build-up of unique
business requirements in AVATAR. This would help to reduce
the development lead time and allow changes to be managed
properly.
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Model-driven testing is a new and promising approach for
software testing as it reduces effort and turn-around time
significantly. It enables efficient test scope planning by
accurately identifying the affected business models due to
changes introduced. This is made possible because of the
better business-IT alignment of the MDA approach.
With business processes documented in the form of business
process models, software development teams can now make
use of these models to create test cases based on structured
scenarios. Each test script proposed will correspond to a given
scenario, thus enabling easy tracking and verification. This new
methodology and toolset was pioneered in the Centralised
Corporate Services (CCS) BPMS project and has proven to
reduce the time to roll out new applications, while maintaining
high standards in software quality.

Model-Driven Architecture Approach for Enterprise Systems

Process Intelligence
CCS comprises a suite of services in the areas of human
resource, corporate finance and budgeting, logistics and
procurement and IT support. The aim of CCS is to bring
together common corporate functions performed across
entities to create synergies and leverage the competencies
of respective professional agencies for greater efficiency.
The intent is also to automate a significant number of manual
processes such as asset stocktaking and condemnation.
To help CCS overcome the need to automate manual
processes, DSTA piloted a BPMS tool that enables timely
and accurate monitoring and analysis of business processes,
thus enhancing efforts in streamlining, tuning and exception
handling. The BPMS platform also serves as a common
workflow tool to integrate existing disparate processes and
reduce manual process hand-offs.
Using the MDA approach, the BPMS tool was able to accept
existing business processes already mapped out under the
EA framework and translate them into executable business
workflows with minimum development effort. This helped
to reduce the implementation lead time for IT systems while
meeting business requirements.

CHALLENGES
Although the MDA approach is still at its infancy, several
challenges have been encountered so far.

Practicality of a Single Modelling Standard
The MDA approach was piloted in the implementation of the
Enterprise System and CCS BPMS. For both platforms, there
were significant efforts to ensure that the models captured
in AVATAR were usable by SAP and BPMS for subsequent
application development. Through the pilot tests, it was
concluded that a single prescribed EA standard and modelling
tool may not be able to meet both SAP and BPMS platform
specific requirements.   Hence, a hybrid model will have to
be developed to better meet the needs of both COTS and
bespoke developments.

necessary competency in MDA. As the adoption of the MDA
approach is still new in the IT industry, this may pose a risk to
the projects’ timeline and cost. DSTA has taken a proactive
approach to address this by providing the necessary training
and guidance on the MDA approach to SIs engaged in IT
projects. The competencies to take on the MDA approach is
also expected to mature as more software firms and SIs adopt
the MDA approach across the IT industry.

MOVING FORWARD
The first phase adoption of MDA has met its intended goals.
The next phase will be to proliferate the practice across
Corporate IT (CIT) systems progressively. To do this, the current
MDA approach will be reviewed in order to be more effective
and efficient in catering to different types of IT systems.
The focus will also be centred on further enhancing the
integration of AVATAR  with SAP ERP applications. This could
be achieved through further automation of the management
of the application lifecycle, as well as the enhancement to the
quality of existing models captured within AVATAR.
Beyond the objectives of achieving business agility and
shortening the duration from application development to rollout, the MDA approach also ensures business continuity in the
event that there is a need to re-platform the SAP ERP system.

CONCLUSION
The concept of using the MDA approach to automate the
integration of business requirements captured in business
process models into actual application development is both
desirable and exciting for business users and IT teams. The
MDA approach has demonstrated the ability to reduce the
duration from application development to roll-out, for IT
systems through the use of models that drive application
development.

Industry Competency and Readiness
When the MDA approach is fully operationalised, all
IT implementations will need to comply with the MDA
requirements. This means that System Integrators (SI)
undertaking any project implementation will need to have the
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Data Analytics for Optimising
Cyber and Data Centre 
Operations
CHANG Xuquan Stanley, SIM Sze Liang, WONG Ming Qian

ABSTRACT
A wealth of data is generated by the Ministry of Defence’s IT networks which can be analysed to improve cyber threat
detection and data centre operations.
In cyber defence, detection algorithms have advanced from static rules to machine-learning algorithms that can harness
the rich amount of network data available to detect low signature anomalies in the environment. Similarly, statistical analysis
on infrastructure logs can derive patterns in system utilisation and user behaviour to gain insights into increasingly complex
operating environments, pre-empt incidents and optimise resource allocation.
This article shares how DSTA applies data analytics to enhance efficiency and effectiveness in cyber defence and data
centre operations.
Keywords: data analytics, cyber defence, data centre, IT operations analytics

INTRODUCTION
Data analytics is about deriving insights from data. Through
mathematical, statistical and machine learning methods,
patterns can be discovered to present businesses and other
operations with a more relatable view of their data for decision
making.
DSTA implements data analytics for the Ministry of Defence
(MINDEF) in a number of areas. In the air and maritime domains,
analytics is used to augment situational awareness with realtime interpretation of movement patterns and detection of
anomalous activity. Analytics is also applied in a variety of
Enterprise IT areas such as finance, procurement, logistics
and human resource. The rich data sets accumulated over
extended periods of operation are analysed to provide support
in areas like budget optimisation, fraud detection, supply risk
management and staff engagement.
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This article describes how DSTA uses data analytics in the
applied areas of cyber defence and data centre operations.

Data Analytics in cyber and
data centre operations
Cyber defence and data centre operations are becoming
increasingly challenging to manage due to: (a) increasing
criticality of IT; (b) growth in complexity and number of
systems; and (c) increasingly sophisticated cyber adversaries
and threats.
Traditional incident and event management tools have served
adequately in the detection, notification and reporting of
events. However, they need to be calibrated manually to detect
anomalies and to analyse correlated events and trends.

Data analytics can be implemented to automate the derivation
of such insights. Its capabilities include advanced search and
indexing techniques that allow effective correlation of events
and analysis of statistical patterns. Machine learning methods
are also applied to discover topological relationships and
establish behavioural baselines.
As such, the existing wealth of data can be mined. The data
made available for analytics are: (a) machine data such as
utilisation and activity logs from servers and networked
devices; (b) network data; and (c) synthetic data, which is data
generated by probing the system with simulated test cases.
The application of these data in cyber defence and data
centre operations can be categorised into: anomaly detection,
discovery of hidden patterns and insights, and optimisation of
resources.

Anomaly Detection
Statistical and machine learning methods are used to trend
and forecast system utilisation and behavioural patterns
continuously, and build baselines that also enable the detection
of low-signature anomalies with high fidelity.
By correlating such anomalies across system configurations,
compliance checks and security events, preventive measures
can be taken to avert the potential onset of performance
degradation or halt the progress of cyber attacks. The usage
of analytics thus reduces the reliance on tacit knowledge
and individual competencies to identify risks, and construct
an action plan which would be unsustainable in the face of
growing system complexities and manpower constraints.
System utilisation and web access patterns are also correlated
to understand, and subsequently anticipate the impact of user
activities on the performance of applications. These insights
allow data centre operations to prepare for planned user
activities effectively or determine the possible causes of an
unplanned surge in utilisation.
Anomalies can also be indicative of new exploits or freshly
compromised assets in the networks that warrant further
investigation by incident response teams. Examples of such
anomalous events include reconnaissance activities by external
entities who are attempting to gain insights into the network,
and computers infected with viruses that are attempting to
perform unauthorised actions.

Machine learning algorithms, both supervised and
unsupervised, are also being applied to pick up events that
exhibit similar behaviours from past anomalous events or
deviations. Supervised learning algorithms are used to pick  
up domain name resolution requests to suspicious domains.
Unsupervised learning algorithms such as k-means clustering
are used to categorise network and machine data into “normal”
and “anomalous” clusters. These machine learning algorithms
are commonly used in the cyber domain, especially in the
detection of new threats as there is no known information of
the threat that can be used to identify it with certainty.
Alternatively, known abnormal behaviours can also be used in
analytics to facilitate the categorisation of observed patterns
into “normal” and “anomalous” groups based on the patterns’
similarities to known attributes of abnormal behaviours. This
approach can be used to supplement anomaly detection in the
initial phase of defining the baseline of the environment, where
either insufficient time has lapsed to build a reliable baseline
or where it is undesirable to assume that learned behaviour is
normal by default.

Discovery of Hidden Patterns and Insights
Advanced analytics algorithms are used for indexing,
searching and correlating large data sets to discover hidden
patterns, relationships and insights that are normally difficult
for a human to perceive.
One such example is the analysis of time intervals between
Internet requests originating from machines within the networks.
Malware often needs to contact its command and control (C2)
servers on the Internet to receive further instructions. These
requests usually occur in very regular intervals as they are
controlled by a programme. This regular pattern is illustrated in
Figure 1. By comparison, human-initiated web surfing requests
are random with irregular intervals between requests as shown
in Figure 2. The standard deviation and entropy between
the differences in the time intervals are calculated, and low
standard deviations and entropy values give indications that
these requests are occurring in a periodic manner. Using this
analysis, machines infected with malware that were contacting
C2 servers periodically have been detected in the past.
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Figure 1. Regular network traffic patterns of malware beaconing

Figure 2. Irregular network traffic pattern of web surfing behaviour

Analytics algorithms are also used to identify cyber attack
campaigns by analysing their intrusion indicators, such as the
source of the attacks and malware used, against an intrusion
attributes database. Hutchins, Cloppert, and Amin (2011)
defined a kill chain model1 to describe the intrusion phases
of a cyber attack and identify indicators that link individual
attacks to a campaign. Using information derived from the
analysis, cyber defence teams can also determine the tactics,
techniques and procedures (TTP) of the attackers, allowing
them to stay ahead of the attacks.
For data centre operations, advanced searching and indexing
capabilities are used to perform root cause analysis for
incidents. This is a critical yet time-consuming activity during
the resolution of incidents. A common problem is the difficulty
in determining the root cause event among a cluster of events
that follow after it.
For example, the failure of a common email gateway would
eventually result in transactional failures being reported by
most applications that serve user workflows. That would
generate one alert for each application service for each time
it attempts to send an email. Among all of those alerts, only
one alert would have been generated for the root cause. Data

56

DSTA HORIZONS | 2015

analysis could be used to establish similarities in time, volume
and textual patterns between alerts, thus removing large
amounts of noise and making it easier to identify anomalous
events that are unique to the time period leading up to the
incident.
Analytics is also being used to discover new relationships
between events. For example, an application error and a
shortage of disk space may be considered as two separate
events that are resolved independently. Yet, the shortage of
disk space may have been caused by application errors which
generate large amounts of logs within a short period of time.
Analytics is being applied to discover such correlations and
causal relationships, improving both assessment and reaction
to events.

Optimisation of Resources
Analytics has become more pertinent in optimising data
centre resources in recent years. This can be attributed to
the increasing use of virtualisation technologies that enable
resource sharing and live migration of workload.

Data Analytics for Optimising Cyber and Data Centre Operations

Within the data centre, a requirement placed on server
virtualisation and storage platforms is to provide the analytics
and automation required to redistribute workload dynamically
for optimal system resource usage. This also enables the
overall distribution of virtualised application servers to
adapt constantly to changes in utilisation patterns and find
placement on physical servers that can best serve their needs.
For data storage, analytics identifies frequently accessed data
continuously for placement on storage resources where it can
be served with the best throughput.

methods that can derive the required insights. Acquiring such
competencies requires an organisational commitment of time
and resources.

Analytics also supports “right-sizing” by utilising historical
and projected patterns to anticipate the correct quantities
of resource allocation, enable reclamation and redistribution
of resources to cope with short-term surges, and moderate
changes in demand by optimising resources within existing
capacity.

The reliability of both descriptive and predictive analysis
remains fundamental to the effective use of analytics. In data
centre operations where the problem is more defined, numerous
analytical tools are available in the market which provide nontraditional means to collect relevant data and analyse them
for commonly required insights. This necessitates evaluation
of the results produced by these products aside from their
technical specifications or capability. However, the challenge
lies in validating the accuracy of these results.

Beyond short-term optimisations, predictive analytics is also
used to model the impact that projected requirements may
have on existing capacity and anticipate growth requirements.
During this analysis, availability and performance requirements
are considered alongside anticipated changes in resource
demands as a result of the utilisation and growth patterns
of existing deployments. With the inclusion of planned
deployments within the capacity planning model, any resulting
shortage in capacity and timeframe can guide the precise and
timely acquisitions of additional capacity.

Challenges
The following points present challenges that need to be
addressed in order to realise the potential of analytics for cyber
defence and data centre operations.

Deriving Relevant Insights
Before analytics can be implemented, a problem statement
has to be defined to determine the appropriate data and
methods to use. It is usually not straightforward to frame a
problem statement for analysis. For example, questions
like “how to reduce operating costs” or “which servers are
infected with malware” are natural questions that arise but are
too generic to initiate immediate analysis. Apart from having
familiarity with the context of the question, framing a problem
statement requires staff to be technically proficient in diverse
domains such as IT infrastructure, cybersecurity, statistics
and mathematics in order to identify suitable metrics and

In practice, where a desired insight is framed at a level that is
too obscure to initiate analysis, a thought process to reduce
the original question recursively into smaller intrinsic queries
helps to make the relevant data and approach more apparent.

Reliability of Analytic Results

In practice, the validation of descriptive analytics results
is straightforward as in the case of incident resolution and
avoidance, as erroneous analysis is usually obvious and
remediable on hindsight. However, in the case of predictive
analytics such as resource optimisation or capacity planning,
analytics recommendations are used to serve as inputs to
the traditional planning process for a period of time before it
may be deemed sufficiently reliable to replace the traditional
process itself.

Conclusion
This article has highlighted some ways which data analytics is
used to optimise cyber defence and data centre operations.
Data analytics is a significant game-changer that allows more
effective application of insights. From the strengthening of
security posture to enhancement of user experience, a tangible
impact has been made on MINDEF’s networks.   
Data analytics has also resulted in less downtime due to better
predictive capabilities, while improved insights have enabled
swifter and more effective actions against cyber threats and
service outages.
In addition, data analytics augments the optimisation of
resource allocation in data centre operations, enabling rapid
application delivery in a more cost–effective approach.
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To stay ahead of sophisticated cyber attacks, data analytics
has become an important tool to pick up hidden indicators
of these threats. As hackers come up with new TTPs, new
measures have to be developed and this is made possible by
the valuable insights gained from analytics.
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Challenges and Design 
Considerations for Radar 
Operation in Local Littoral
LO Man Ling, LOKE Mun Kwong

ABSTRACT
Due to Singapore’s geographical locality, its naval and airborne maritime surveillance radars operate in a unique
littoral environment that poses a plethora of challenges to their system design. This article briefly describes these
challenges, and focuses on relating experiences gained from operationalising radars that perform well in the
local environment.  These experiences include the stringent process of focusing on the system architecture design during
the front-end definition phase, simulation and testing with environmental data during the development phase, and the
eventual fine-tuning and optimisation phase through trials. With advancements in technology, this article also provides
an overview of promising advanced radar developments and the expected benefits in the future.
Keywords: radar, littoral, surveillance

INTRODUCTION
The Naval Doctrine of the US Navy (2010) defines a littoral
region as the portion of the world’s land masses adjacent to
the oceans within direct control of and vulnerable to the striking
power of sea-based forces. Singapore, being one of the
busiest ports in the world, is surrounded by busy and narrow
water passages, where large numbers of vessels of varying
sizes pass through. This results in a very complex littoral
environment for local radar operations, posing a multitude of
unique challenges for radar systems to track targets quickly,
accurately and reliably. Hence, it is important that these
challenges are identified and tackled through upfront design
considerations, iterative system testing and optimisation.
This article presents the challenges faced and the considerations
involved in designing a radar for operation in the local littoral
environment. The first section of the article describes the key
characteristics of the local littoral environment and how it is
different from an open sea. This is followed by an overview of
actual observations from local radar trials and demonstrations.
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Next, the article presents best practices of radar design and
testing developed from these experiences to make the systems
more robust for littoral surveillance. Finally, it concludes with a
glimpse of promising technologies which have the potential to
improve radar performance in the local environment.

OPERATIONAL ENVIRONMENT
When designing and evaluating a sensor system, a thorough
understanding of the chief design drivers – mission profile,
area of operation and targets of interest – is essential. This
is especially critical in a complex littoral environment where
there is a large variety and density of targets under anomalous
propagation effects, multipath and radio frequency (RF)
interferences. Figure 1 shows a satellite image of the congested
Singapore harbour.

Figure 1. Singapore harbour on 27 June 2013
(LC81250592013178LGN01 courtesy of the U.S. Geological Survey)

Urban Coastline and Narrow Passageways
In the open sea, target returns are large compared to
background sea and weather clutter. As such, sufficient
target strength for detection can be accomplished easily to
obtain a good surveillance picture. On the contrary, a target
has to compete with land clutter and many other targets in a
littoral environment. According to the US Energy Information
Administration (2014), the Strait of Malacca is one of the
world’s most significant traffic choke points, with the Phillips
Channel narrowing down to 1.7 miles wide close to the south
of Singapore. This is exacerbated by coastlines lined with
buildings and man-made structures which typically have
strong radar reflections. In addition, the presence of targets
at close proximity decreases the amount of reaction time
available. This implies a heavier demand on the radar to be
reliable in target detection and extraction.

Diversity of Targets
Due to the proximity to land, radars operating in a littoral
environment also need to cope with a greater variety of targets
which can be airborne, surface or pop-up targets from nearby

land areas. Examples include small fast craft, helicopters, low
flying unmanned aerial vehicles and submarine periscopes, all
of which possess very disparate kinematics and physical traits
and are used for different missions. Figure 2 illustrates this
diversity based on typical Radar Cross Section (RCS) values
and velocities at microwave frequencies (Skolnik, 2002).

Local Propagation Conditions
Chia, Khan and Chou (1988) highlighted that the equatorial
location of Singapore results in an absence of strong storms
and typhoons. The wind speeds in and out of Singapore are
at a low average of about 10 knots, leading to calm conditions
in the surrounding waters. The low sea states translate into
reflective sea surfaces, which could result in multipath effects.
Another propagation effect affecting radar performance
is ducting. Although Young, Loke, Shui, and Chen (2010)
found that ducting is not unique to the local landscape, this
phenomenon, if not properly treated, may be exacerbated by
strong urban clutter beyond the radar’s instrumented range in
a littoral environment.
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Figure 2. Targets and their typical RCS values and velocities

Interference
Compared to the open sea, a radar system operating in a
littoral environment is within the range of interferences from
shore-based emitters. Figure 3 shows a frequency allocation
chart that depicts a crowded emission spectrum due to the
proliferation of commercial communication networks for
aeronautical, land mobile, meteorological and satellite services.

POSSIBLE OCCURRENCES
This section will provide insights into some possible
observations due to effects of littoral environment on
surveillance radar systems, the design optimisation required
and the proposed best practices that have been adopted for
front-end design definitions.

False Tracks
One main challenge of a littoral radar system is to maintain a
large database of tracks while reporting at a very low false track
rate. For automatic track initiation, a very frequent occurrence
is the formation of false tracks on unwanted targets such as
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oil rigs and buoys that are swarming the already saturated
surveillance picture. These effects are seen to be more severe
for areas near urban coastlines with strong reflective points
such as buildings.
To overcome these effects, both plot and track formation
processes have to be examined. Figure 4 is a generic
representation of a track-while-scan (TWS) radar’s tracking
flow where each step could be a factor contributing to the false
track performance of the system. A system can erroneously
initiate a track when there is poor quality of input plots and
a lack of stringent coherency checks prior to associations of
plots to tracks. This is because the quality of a track is based
on the quality of the target kinematics measurement and plot
formation process which includes detection, validation and
unfolding. False tracks can also be formed when there is an
improper treatment of detections of major scatterers across an
extended target.
Short system latency is often desired for fast track updates.
However, a reduction in system latency also trades off waiting
time essential for correct plot-track association, especially in
an environment with high target density in adjacent azimuth
sectors.

Challenges and Design Considerations for Radar Operation in Local Littoral

Figure 3. Spectrum allocation chart (Infocomm Development Authority, 2014)

Target Masking and Track Loss
It is common to have large surface vessels in the vicinity of
one another in a littoral environment, possibly with smaller
targets weaving among them. When a small boat approaches a
larger surface target, the smaller target is masked by the larger
target and its track drops. As radar systems are the ‘eyes’ of
surveillance ships, such track loss events could place itself
or others in perilous situations. In general, high RCS targets
can easily cause a saturation of the radar, masking targets
over an extensive range. This is also an indication of high
time sidelobes1, insufficient dynamic range and poor clutter
rejection techniques.

Fluctuations and Degradations in Track
Accuracies
Propagation losses and fluctuations in elevation measurements
are the two major effects arising from multipath effects.

Typically, radar systems possess track elevation accuracies
in the order of milli-radians. However, when targets are flying
at low elevations of less than one beamwidth, fluctuations in
elevation accuracies have been observed to be as large as
twice the actual flight level. In addition, the signal to noise
ratio can be so low that there are no target detections in
the multipath nulls. Such erratic elevation measurements
decrease the operator’s confidence in target identification and
engagement. Figure 5 shows an example of the propagation
losses due to multipath effects, with increasing values of
attenuation from blue to red.

Degraded Target Characteristics
In addition to detection and tracking, surveillance radar systems
often record the targets’ kinematics and RF characteristics.
An example is the use of the Doppler spread spectrum of
helicopter hubs and blades. These RF returns are typically very
weak, with at least 20dB less signal strength compared to the
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Figure 4. A generic TWS flowchart

main body RCS. Spread spectrum detection becomes more
challenging when the helicopter is hovering over land mass.
Additionally, if the presence of these Doppler modulations is a
prerequisite for external track reporting, there might not be a
helicopter track generated.

DESIGN BEST PRACTICES
With the accumulation of experiences and identification of
possible areas of improvement, the following best practices
and important watch areas have been established to improve
front-end radar system definition and development, so that the
radar is more suited for littoral surveillance.

Inherent Features
In a good littoral radar design, robust clutter rejection and false
alarm control techniques are essential. To prevent receiver
saturation and handle strong clutter, there should be adequate
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dynamic range, sensitivity and gain control. Traditional
methods of gain control that apply similar suppression levels
over the full radar scan will not be able to deal adequately
with the non-homogenous clutter in a littoral environment.
Adaptive and sector-based gain control methods may be more
effective solutions. Similarly for constant false alarm rate, more
sophisticated and rigorous methods will be needed to adapt to
background noise and clutter statistics.
As medium pulse repetition frequency is often the preferred
waveform scheme for littoral radars, the system design should
also include the transmission and processing of fill-in pulses.
Without these pulses, the Doppler responses will be widened,
which could possibly lead to more false alarms. However, by
assigning a default number of fill-in pulses, it is potentially using
up more radar resource than necessary for the suppression of
clutter returns.

Challenges and Design Considerations for Radar Operation in Local Littoral

Figure 5. Propagation losses in dB due to multipath effects

Doppler measurement is often regarded only as a tool for
determining a target’s radial speed. In fact, Doppler information
can be harvested for target discrimination, false track rate
control and clutter rejection, all of which are indispensable
properties of a littoral radar. For example, in the Doppler
spectrum, surface clutter is characteristically located in the
zero Doppler bin. With well-designed Doppler filters and good
system stability, surface clutter can be suppressed effectively.
In a cluster of targets where detections might be within similar
range, azimuth and elevation cells, Doppler can be the main
discriminator and help lower the probability of track swaps
or splits. Furthermore, ensuring Doppler coherency in signal
processing makes the system more robust against active
jammers.
High tracking accuracy is highly desirable for target
engagement as it improves the probability of kill for weapons
using radar plots or tracks as their primary input for ballistic
calculations. However, high track accuracy could also signify
a deep running of a single track model filter which is unable to
cope with target manoeuvres and sustain track continuity. A
good surveillance radar should have an implementation which
is also able to provide high track maintainability.
To counteract the increased risk of interference, littoral radar
systems should have adequate self-protection measures.
These measures can reside in the front-end design such as
low antenna sidelobes, and in signal processing techniques
such as asynchronous pulse rejection, sidelobe blanking and
frequency agility.

Dedicated Techniques and Architecture
With the maturity of solid state transmitters, there is a move
towards Active Electronically Scanned Array radars. This class
of systems is usually associated with high volume search,
flexible waveform multiplexing and graceful degradation. This
architecture can also improve the system’s dynamic range.
A conventional analogue phased array performs beamforming
by means of phase shifters before conversion to digital
signal. As such, the analogue to digital converters have a
high risk of saturation from the gain of the antenna. For digital
beamforming, beam manipulation is performed only after the
signals at every element are digitally converted. This results in
a dynamic range gain as high as the gain of the antenna, which
is beneficial for handling strong clutter returns.
Littoral radar systems should also have waveforms to cope with
ad-hoc events. The closeness of the platform to surrounding
coastal areas causes it to be more vulnerable to pop-up air and
surface targets. It is therefore desirable for these tracks to be
initiated with as few plots as possible, while retaining a low false
track rate. To further reduce reaction time, there should also be
a high degree of automation in the operation of the radar. As
much as possible, operator actions should be required only
when they have additional third party information which can be
used as inputs to supplement the radar’s performance.
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SIMULATIONS, TESTS AND
FINE-TUNING
System design reviews form the baseline theoretical analysis
of the radar’s capabilities. In order to determine the actual
integrated radar performance, different types of tests from
controlled laboratory setups to local on-site trials are typically
conducted. To evaluate the effectiveness of the implemented
signal processing techniques, simulations of RF returns can be
injected in the radar signal processing units. Depending on
the target scenario simulated, parameters such as reporting
thresholds and classification criteria can be checked and
further optimised. Full load scenario is one of the vital software
tests to be performed for littoral radar systems. In addition to
the large number of reported tracks due to an expected high
target density, the radar should also be able to handle the
voluminous internal detections and unreported tracks incurred
in a littoral environment.
Software simulators are unable to emulate the operational
environment with full fidelity as clutter and propagation effects
are often omitted. One way of filling this gap is to use raw
data collected from similar systems. However, in the usage
of raw data from other systems, several areas must be taken
care of by analysis or scaling to ensure the validity of output
results. This includes the actual test setup from altitude and
grazing angles to the scaling of RF front-end parameters such
as antenna patterns, effective radiated power and attenuation
settings.
Ultimately, local radar testing is the most robust method
of performance validation. Therefore, from a project
management perspective, ample time, sufficient amount of
upfront planning and availability of a multitude of test targets
should be catered to allow for comprehensive testing and
fine-tuning of the radar. In general, performance testing can
be broken down into: trial planning, conducting of trial, and
analysis of collected data.  
In the local environment where both ducting and multipath
can be expected, learning to recognise such propagation
effects and having an in-depth understanding of the impact
of environmental conditions are crucial for trial planning and
performance analysis. False alarm performance trial is also
very challenging in a littoral environment compared to an open
sea as a false track cannot be verified easily. Hence, varied and
reliable sources of ground truth need to be made available to
validate the performance of the radar.
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LOOKING AHEAD
With improvements in antenna technology and software
processing capability, many techniques which were previously
deemed as computationally intensive have become practical
to implement in real time.

Cognitive Radar
Haykin (2006) identified three ingredients of a cognitive radar –
signal processing that builds on learning through interactions
with the surrondings, feedback from receiver to transmitter,
and preservation of collected information. Limited degrees
of cognition are already manifested in many existing radar
modes. An example is Least Jammed Frequency, where radar
systems survey the surrounding spectral environment and use
these findings to automatically select frequencies which are
least interfered with for transmission. Another example is the
mapping of clutter and plot density levels to provide feedback
to the detection process of the radar. For a dynamic littoral
environment, cognition in radar systems will facilitate continual
estimations and adaptations to the environment. This can lead
to better performance and reaction time in the future.

Multiple Input Multiple Output
Melvin and Scheer (2012) defined a Multiple Input Multiple
Output (MIMO) radar as a system that has multiple transmitters
emitting independent waveforms and observes the returns
of the scene of interest with multiple receivers. In a widely
separated configuration as explained by Haimovich, Blumand
and Cimini (2008), MIMO  is able to better exploit target
reflectivity using disparate aspect angles, provide enhanced
resolution of closely spaced targets and even improve Doppler
estimations with the diversity of received waveforms. Hence,
the realisation of MIMO  systems can bring about significant
gains for target detection and tracking in a littoral environment.

Challenges and Design Considerations for Radar Operation in Local Littoral

CONCLUSION
The complex littoral environment imposes a unique set of
challenges for radar systems. The accrual of experiences in
this demanding landscape has resulted in the formulation of
numerous design best practices such as accurate Doppler
measurements, high track maintainability and flexible resource
allocation. In addition to these requirements, it is also pivotal
to understand radar behaviour under local conditions and
validate system performance via simulations and trials
comprehensively.   Looking ahead, the advent of new
technologies will enable radar systems to incorporate new
techniques that could further improve performance in the
local littoral environment.
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Time sidelobes are the responses from the output of pulse
compression, which is a technique used to improve radar
range resolution and signal to noise ratio.
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Ka Band Satellite 
Communications Design 
Analysis and Optimisation
LEONG See Chuan, SUN Ru-Tian, YIP Peng Hon

ABSTRACT
Ka band satellite communications (SATCOM) frequencies provide new opportunities to meet high bandwidth demands,
especially for small aerial, maritime and mobile land platforms supporting beyond line of sight requirements for networkcentric operations. This is possible due to the availability of 3.5GHz of bandwidth, and also because Ka ground segment
components are typically smaller in dimension compared to those of Ku band. However, Ka band links experience much
higher rain fades in tropical regions as compared to Ku band and C band. In this article, various factors in the link budget
are explored to determine their impact on overall signal strength. These factors can be traded off and optimised to enable
the realisation of a Ka band solution for SATCOM.
Keywords: Ka band, satellite communications, link budget, trade-off analysis, mitigation technique

INTRODUCTION
Various types of satellites, including Geosynchronous Earth
Orbit (GEO), Medium Earth Orbit and Low Earth Orbit support
beyond line of sight communications. The link budget analysis
in this article is based on GEO satellites. A GEO satellite orbits
at a fixed longitudinal location at an altitude of about 36,000km
above the equator. The transponders on the satellite provide a
signal boost and frequency translation of signals for the ground
terminals. The antennas on the satellite are designed to provide
the required communications coverage to the terminals on the
ground. The ground segment comprises the hub and remote
terminals of different sizes and transmission powers. The
remote terminals can be hosted on different static or mobile
platforms.
Operating in the Ka band offers some significant advantages
over conventional satellite networks operating in the Ku band
and lower frequencies. Not only is more bandwidth available
at the higher Ka band frequencies, Ka band antennas have
higher gain than antennas of comparable size operating at
lower frequencies. However, the disadvantage of using the Ka
band is that adverse weather conditions impact the Ka band

70

DSTA HORIZONS | 2015

much more than at lower frequencies. It is therefore important
that there is appropriate planning for the implementation of
well-designed ground systems, network links reliability and
resources so as to mitigate these adverse weather effects
(Petranovichl, 2012) (Abayomi Isiaka Yussuff, & Nor Hisham
Khamis, 2012) (Brunnenmeyer, Milis & Kung, 2012).
This article presents a design approach and analysis of key
satellite communications (SATCOM) network parameters
for a Ka band network. Various trade-offs and optimisation
between operational parameters (e.g. link availability), ground
segment (e.g. power amplifier ratings and antenna sizes) and
space segment (e.g. transponder power and bandwidth) will
be considered. In addition, mitigation techniques such as
hub site diversity, adaptive coding and modulation (ACM) and
uplink power control are explored to mitigate the increased rain
fades at Ka band and improve the overall link availability. This
analysis demonstrates that it is feasible to use the Ka band to
support mission critical SATCOM operations in our region.

KA BAND DRIVERS
The Ka band is attractive as a SATCOM solution due to a few
reasons.

Availability of Spectrum and Higher
Throughput
Substantially more spectrum bandwidth is available at the
Ka band than at the Ku band and other lower frequencies.
For example, Ku band allocation is around 2GHz for uplink
and 1.3GHz for downlink with actual contiguous bandwidth

expensive terminals to be realised. The reduction of physical
dimensions therefore allows Ka band SATCOM to be made
available for new markets such as manpacks and mobile
platforms. The use of more focused and narrow Ka band spot
beams provides higher equivalent isotropic radiated power
(EIRP), signal gain (G/T) and therefore better signal link quality
or higher data rates for these smaller terminals. Comparing the
Ka band to the Ku band, the improvement in overall link quality
with the use of narrow spot beams is in the range of 6dB to
10dB.

Band

Receive (GHz)

Transmit (GHz)

Military

20.2 - 21.2

30.0 - 31.0

Civilian

17.7 - 20.2

27.5 - 30.0

Table 1. Frequency allocation within the Ka band

allocation of less than 0.5GHz per satellite. In comparison,
the Ka band SATCOM has a bandwidth of 3.5GHz for both
uplink and downlink. Table 1 illustrates the military and civilian
frequency allocation. With the wider spectrum availability at
the Ka band, higher traffic throughput can be supported. Full
motion video for example, has been identified as a key driver
in the demand for bandwidth that can be realised by Ka band
satellites (Northern Sky Research [NSR], 2012). In addition,
as the Ka band has commercial and military bands adjacent
to each other, commercial services can also complement the
military band’s capacity.

Greater Cost Efficiency
Ka band satellites feature narrow spot beams (0.5° to 1.5°
at 3dB beam width) which support greater frequency reuse
in geographically isolated spots. With larger allocation and
frequency reuse capabilities, using the Ka band translates
to at least a 1 to 2 order magnitude increase in transponder
throughput, therefore reducing leasing cost per unit bandwidth.

Smaller Terminals
At higher frequencies, wavelengths are smaller, allowing
proportionally smaller, lighter weight and probably less

Greater Resiliency to Interference
With wider Ka band bandwidth, better inherent anti-interference
properties can be achieved (e.g. frequency hopping or direct
sequence spread spectrum). With Ka band transponder sizes
of 125MHz or more over 54MHz at Ku band, the additional
interference margin with twice the spreading can be improved
by at least 3dB.

KA BAND CHALLENGES
With the introduction of smaller mobile terminals for Ka band
SATCOM, more stringent link requirements will need to be met.
The design challenges are as follows:

Meeting Adjacent Satellite Interference
Regulations
The regulatory bodies governing satellite communications
include the International Telecommunication Union (ITU) and
the Federal Communications Commission. With the high
density of satellites in orbit and many more Ka band satellites
planned for launch, adjacent satellite interference (ASI) will be
a key concern. Satellite terminals that wish to transmit must
meet the emission regulations. ASI is more challenging for
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small terminals where the antenna side lobe powers are large
with respect to their main lobes, thereby limiting the maximum
power they are allowed to transmit. When these terminals
are on the move, allowable emissions are constrained further
as the mechanical antenna pointing accuracy experienced
during shock and vibration needs to be accounted for during
movement through land, various sea states or air turbulence.

Large Rain Attenuation
The SATCOM link that passes through the atmosphere is
degraded by rain, fog, cloud, ice, snow and hail. The biggest
challenge in using the Ka band is the high rain attenuation
compared with the Ku band and higher rainfall rates in
the tropics. Since the electromagnetic wave absorption
component is increased at Ka band, the amount of attenuation
per unit length is also increased (see Figure 1). Additional

the operation of mitigation measures such as ACM algorithms
built into the satellite modem.

MITIGATION TECHNIQUES
The large rain attenuation at the Ka band may not be
compensated fully by the improvement in Ka band narrow spot
beams and better interference environment. Degradations in
link quality can be further mitigated by employing three main
techniques.

Hub Site Diversity
Site diversity is a fade mitigation measure that involves two or
more hub terminals set up to transmit or receive the signal in
real time by using an algorithm to choose the least amount of
link degradation among all the hub sites at any one instance.

Figure 1. Rain attenuation statistics at 30 degrees elevation

margin is needed to ensure high system availability or tradeoff in link availability. However, adding an additional margin
may be impractical for remote terminals with small antenna
and low power amplifier that operates in high rainfall regions.
For example, collected rain statistics in Singapore generated
by Leong and Foo (2007) show a higher rain rate than ITU 
specifications (International Telecommunications Union –
Radiocommunications Sector [ITU-R], 2012). This results in a
downlink rain loss of 12dB at the Ka band versus 2.6dB at the
Ku band to achieve 99% link availability. In addition to higher
attenuation, the rain fade rate at the Ka band will be very much
higher than at the Ku band. The high rain fade rate will impact
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When one hub experiences rain and detects that the link may
be cut, the algorithm calls for a switchover to the other hub
where there are clear skies (see Figure 2).
For site diversity to be useful, there are two main considerations.
First, hub sites must be sufficiently separated to achieve the
required diversity gain or diversity improvement factor. It is
shown that diversity gain improves with distance but the gain
tapers off at distances more than 11km as it can be treated as
a single site fade event (Leong, Loh, Chen, Yip, & Koh, 2012).
Table 2 shows that the diversity gain is not just a function of
distance but also the orientation of the line connecting the two
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sites. The diversity gain for Sentosa-Woodlands (South-North
direction) is almost equivalent to the Tuas-Changi (West-East)
site combination although the distance between each pair of
sites is quite different. Second, when a site diversity decision
is made, the downtime incurred from the hub switchover and
the predicted duration of rain outage must both be taken
into account. Due to the complexity of site diversity and the
resulting cost of implementation, it will be more cost effective
to use Ka band satellite networks.
The hub diversity concept can similarly be extended to
remote terminals. In a bent pipe link, when the transmitter and
receivers are located at a distance apart, the two sites may

not experience the same amount of rainfall but the rainfall at
the sites may be correlated. Therefore, in a typical link budget
planning, the dual rain fade conditions for both the uplink
and downlink are considered when the distance between
the transmitter and receiver is less than 3km. For distances
greater than 50km, a single rain fade condition, usually on the
uplink side, is considered. In these two planning methods, the
range of rain attenuation at 99% total link availability at the Ka
band varies from 12dB to 39dB. Due to this large attenuation
range, it is therefore important to plan the attenuation value
accurately so as to meet the end user service level agreement
while optimising the entire ground and space resources
(Leong, 2012).

Satellite	
  

Secondary	
  Hub	
  

Remote	
  Terminal	
  
Primary	
  Hub	
  

Figure 2. Illustration of hub site diversity

Selection Combination

Div Gain / dB

Dist / km

Tuas-Sentosa

11.2

22.72

Tuas-Woodlands

10.1

24.40

Sentosa-Woodlands

13.9

23.62

Sentosa-Changi

8.8

23.13

Woodlands-Changi

12.0

27.49

Tuas-Changi

14.8

42.44

Table 2. Diversity gain improvement over a single site
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Adaptive Coding and Modulation
In ACM, the modulation and coding (MODCOD) of the carrier
is altered within the modem in step sizes to increase the
survivability of the transmission link. By decreasing the data
rate, the signal to noise ratio required for a lower MODCOD
is reduced and therefore the carrier becomes more resilient
to rain fade. To support a varying data rate transmission
during dynamic rain conditions, the video codec running in
the application layer should allow a seamless reduction in
video quality or resolution to ensure that the recipient is able
to receive it. In other words, by adjusting the MODCOD, it is
possible to optimise the trade-off between performance and
survivability. Applications therefore need to be designed and
tested accordingly to take full advantage of the ACM capability.
ACM typically provides 15dB of margin across the full range of
MODCODs.

Automatic Uplink Power Control
Automatic Uplink Power Control (AUPC) is implemented by
increasing carrier power at the transmit end to ensure link
survivability. When a rain fade event is encountered, more
power is drawn from the high power amplifier (HPA) to maintain
the carrier to noise ratio. Due to the need for additional

equipment, AUPC is usually employed only at larger hub
stations since the smaller remote terminals’ HPA may already
be operating with negligible backoff during clear sky. AUPC at
hub stations typically provide 15dB of power control margin.

DESIGN ANALYSIS AND
OPTIMISATION
Taking into consideration space segment parameters; ground
segment mitigation techniques that improve the link quality;
environment factors that decrease the link quality significantly;
and the increased use of high bandwidth demand video
application, a more stringent design analysis approach for
link budget calculations is required. The approach will also
require a sensitivity analysis, where various trade-offs between
operational parameters (e.g. desired link availability for control
and mission links), ground segment (e.g. power amplifier ratings
and antenna sizes) and space segment (e.g. transponder
power and bandwidth) can be analysed and optimised.
Through these trade-off analyses, the feasibility of using the Ka
band to support mission critical military aeronautical, maritime
and land SATCOM operations can be determined.
There are many parameters to consider in the link budget. The
primary parameters are as shown in Figure 3.
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Figure 3. Major link parameters used in link budget analysis
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It is recommended to start the satellite network design by
first identifying the design boundaries – which are the most
constraining factor(s) and which are the parameters that
are within and outside of the designers’ control. The typical
constraints are as follows:

Satellites
Usually, the area of operations will define the choice of satellites.
If two or more satellites are able to provide the required
coverage, then parameters such as the available power and
bandwidth on the transponder, receiver G/T, saturation points
of the receivers and saturation flux density (SFD) can be used
for the trade-off analysis. The linearity of the transponders is
also an indicator of their performance. The more linear they
are, the lower the intermodulation noise relative to the carrier
will be produced, and therefore the better the output signal
which can be achieved.

Remote Terminals and Hub
Constraints for remote terminals include the infrastructure or
platform they will be hosted in. If the terminals are to be used
on the move, the platform will very likely limit the antenna size/
weight, position, minimum/maximum elevation angles and/
or power amplifier size. If the hub has been implemented, its
fixed infrastructure such as antenna size and power amplifier
size may be constraining factors. Transmit power back-off
(reduction in the transmit power level) and intermodulation
noise should be catered for if multiple frequency carriers are
transmitted from a common power amplifier. Losses due to
cables and interconnectors as well as inaccuracies in antenna
pointing should also be taken into account.
Besides these technical parameters, the satellite network
designer should also take market availability of the products
into consideration.

Communication Links
a) Outbound Link - The outbound link is the overall
communications link from the hub to the terminal. It consists of
the hub uplink and the terminal downlink. The outbound link is
generally engineered so that the terminal downlink dominates
performance. Since the hub services many terminals, it is
generally cost effective to make the hub antenna large enough
to provide extra transmit power margin on the hub uplink.
b) Inbound Link - The inbound link is the overall
communications link from the terminal to the hub. It consists of

the terminal uplink and the hub downlink. The inbound link is
also generally engineered so that the terminal uplink dominates
performance, since the large hub antenna provides extra
receive gain on the hub downlink.
c) MODCOD Scheme - The choice of MODCOD is related to
the signal to noise ratio required by the modem to demodulate
the signal successfully as well as the carrier bandwidth
required. These parameters are usually referenced from the
modem specifications. The available transmit power or the
receiver sensitivity may limit the choice of MODCOD scheme.

Operational Inputs
The operational inputs consist of the information exchange
requirements, data rates and link availability required for
the mission. Depending on the application and mission, the
end user may have minimum data rate and link availability
requirements. These would then be set as design targets and
inputs to the link budget analysis. They impact the satellite
transponder resources directly such as power and bandwidth
required to support the link.

CASE STUDY: SATCOM ON THE
MOVE
A remote terminal antenna size of 0.45m or 0.6m, power
amplifier of up to 20W and an inbound link of up to 5Mbps are
used as the input parameters in this case study. If the choice of
satellite is still open, the designer should look for one with high
G/T and high linearity transponder in order to meet the desired
link availability for the mission and minimise the resources
required.

Sensitivity Analysis
With numerous link budget parameters, sensitivity analysis
is needed to determine the critical trade-offs between size,
power, bandwidth and link availability. The key findings are
highlighted as follows:
a) Increasing remote terminal antenna size from 0.45m to
0.60m allows a reduction in the required transponder power
equivalent bandwidth (PEB) by 20% to 40% per 64Kbps
link, leading to long-term savings in operating expenses. At
the same time, it allows the required power on the hub to be
reduced by 30% to 40%. Both directly contribute to an increase
in the number of remote terminals that can be supported.
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b) It is estimated that a single transponder can support about
9 x 5Mbps or 16 x 3Mbps mission links. For the mission link,
satellite SFD – a parameter controlled by the satellite service
provider – and the EIRP contour in which the hub is located,
are the major factors influencing the number of links which
can be supported per satellite transponder. Increasing the
SFD sensitivity level by 6dBW/m2 reduces the transponder
PEB required by 60% to 70%, leading to significant savings
in operating expenses. It is therefore important to choose,
negotiate and establish a service level with the satellite service
provider which meet user requirements.
c) For a mission link with high data rate (3Mbps to 5Mbps) but
small antenna (0.45m to 0.6m) and limited power (up to 20W),
the maximum link availability is only 96% to 97%. With lower
data rates (below 1Mbps), a higher link availability of at least
98% can be achieved.

Application of Mitigation Techniques
Hub Site Diversity
Hub site diversity provides a means to overcome rain fade
on the path between the hub and the satellite. Consequently,
when there is no rain attenuation, the number of links that can
be supported per transponder/hub increases. In essence,
this increases the total capacity of the satellite network in
terms of increasing the number of remote terminals that can
be supported per satellite transponder. For remote terminals
equipped with 0.45m antenna and up to 20W power, hub
site diversity can increase the number of remote terminals
supported per transponder by up to 18%.

Adaptive Coding and Modulation
The mission link availability will be improved if ACM is applied.
During rain events when the link functions in degraded mode,
for example at a lower data rate, videos are transmitted at a
lower resolution. By decreasing the data rate from 1Mbps to
512Kbps or 256Kbps, the link availability is increased from 98%
to 98.5%. This translates to a reduction in downtime of 43.8
hours per year. Commercial-off-the-shelf satellite modems are
usually equipped with ACM that enable the link to be sustained
as link conditions deteriorate.
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Operational Considerations
Besides designing a network with the required link availability,
data rates and power, it is necessary to address operational
concerns and plan for contingencies.

Impact of Loss of Mission Link and Mitigation
A link of 64Kbps could be lost in rain exceeding approximately
20mm/hr. The impact to the mission depends on factors such
as the period of link outage and latency requirements of the
data. Mitigating measures for link outage can include a storeand-forward method whereby the data is stored on board the
platform until a communications link is re-established.

Link Resiliency
The links should be designed to be robust against intentional
or unintentional interferences. The communications security
and transmission security features of the SATCOM link depend
to a large extent on the modem capabilities and waveform. The
accuracy of tracking and pointing as well as the design of the
SATCOM antennas, especially on side lobe emissions, also
play a part in reducing interferences in the network.

Ka Band Satellite Communications Design Analysis and Optimisation

Conclusion
The use of the Ka band in SATCOM has allowed for new
and smaller mobile terminals that utilise high throughput
applications as compared to the Ku band to be feasible
options in operations. However, with significantly larger rain
attenuation to overcome, the Ka band link budget design
analysis is more complex than in lower frequency bands to
achieve comparable link availability. The use of sensitivity and
trade-off analysis in the illustrated SATCOM on the move case
study demonstrates the feasibility of Ka band SATCOM in our
region. Other Ka band operational considerations – such as the
possibility of fallback to lower frequency band during severe
fade conditions and change in transmission plans required
when crossing over multiple spot beams to cover the area of
operation – may also be included as part of the design analysis
upon future exploration.

Leong, S. C., & Foo, Y. C. (2007, December). Singapore rain
rate distributions. 6th International Conference on Information,
Communications & Signal Processing, 2007.
Leong, S. C., Loh, W. J., Chen, Y. J., Yip, P. H., & Koh, B. T. (2012).
Evaluation of site diversity effectiveness using weather radar
data for Singapore. Progress In Electromagnetics Research
Symposium Proceedings, Malaysia, 620 – 625. Retrieved from
http://piers.org/piersproceedings/piers2012KualalumpurProc.
php?start=100
Northern Sky Research. (2012). Government & military satellite
communications (8th ed.). Cambridge, MA: NSR.
Petranovich, J. (2012). Mitigating the effect of weather on
ka-band high-capacity satellites. Retrieved from https://
www.viasat.com/files/assets/Broadband%20Systems/
Mitigating%20the%20Effect%20of%20Weather%20on%20
Ka-Band%20High%20Capacity%20Satellites.pdf

REFERENCES
Abayomi Isiaka Yussuff, & Nor Hisham Khamis (2012). Rain
attenuation modelling and mitigation in the tropics: brief review.
International Journal of Electrical and Computer Engineering,
2(6), 748.
Brunnenmeyer, D., Mills, S., Patel, S., Suarez, C., & Kung,
L. (2012, October). Ka and ku operational considerations
for military SATCOM applications. Military Communications
Conference, 2012 – MILCOM 2012.
International
Telecommunications Union
–
Radiocommunications Sector. (2012). Characteristics of
precipitation for propagation modelling (P.837-6). Geneva.
Leong, S. C. (2012). Extraction of distance-dependent rain
rate distributions for satellite links calculation. Progress In
Electromagnetics Research Symposium Proceedings, Russia.
1571 – 1575. Retrieved from http://piers.org/piersproceedings/
piers2012MoscowProc.php?start=300

DSTA HORIZONS | 2015

77

BIOGRAPHY
LEONG See Chuan is a Development
Manager

(C4I

Development).

He

has

designed, developed and managed complex
software based command and control
systems including satellite communications
(SATCOM). He has published numerous
academic publications, some of which
are related to SATCOM, with a best paper
presentation award in an IEEE conference. A recipient of the Public
Service Commission Scholarship, See Chuan graduated with
a Bachelor of Engineering (Electrical Engineering) degree from
the National University of Singapore (NUS) in 1999. He further
obtained a Master of Engineering (Electrical Engineering) degree
from NUS in 2002.
SUN Ru-Tian is a Principal Engineer
(Advanced Systems). She was a project
manager for ground SATCOM systems
and is currently involved in the front-end
planning in the domain of communication
switching systems and radios. A recipient
of the DSTA Undergraduate Scholarship,
Ru-Tian graduated with a Bachelor of
Engineering (Electrical Engineering) degree from NUS in 2005. She
further obtained a Master of Science (Satellite Communications
Engineering) degree from the University of Surrey, UK, in 2009
under the DSTA Postgraduate Scholarship.
YIP Peng Hon is a Senior Principal
Engineer (Advanced Systems) who has
many

years

large-scale

of

experience

managing

communications

network

projects for ground and naval platforms. He
is currently involved in the front-end planning
and systems architecting of the Singapore
Armed

Forces’

SATCOM

capabilities.

Peng Hon graduated with a Bachelor of Engineering (Electrical
Engineering) degree and a Master of Science (Communications
and Computer Networking) degree from Nanyang Technological
University in 1993 and 2000 respectively.

78

DSTA HORIZONS | 2015

Ka Band Satellite Communications Design Analysis and Optimisation

DSTA HORIZONS | 2015

79

Performance Challenges 
for High Resolution Imaging
Sensors for Surveillance in 
Tropical Environment
LEE Cheow Gim, EE Kok Tiong, HENG Yinghui Elizabeth

ABSTRACT
Electro-optical (EO) sensors offer an unambiguous means of target identification, albeit with limitations in range performance
due to environmental conditions. Specific to the local tropical environment, factors affecting sensor performance include
humidity, rain and clouds. Another emerging key environmental factor is the presence of haze. This article examines the
physics behind these environmental factors and their impact on the performance of different sensors. It also discusses
how specific EO characteristics can be leveraged to enhance sensors’ performance in the local environment and highlights
emerging technologies for future consideration.
Keywords: electro-optical, target identification, imaging sensor, range performance, attenuation  

INTRODUCTION
In the modern battlefield, high resolution imaging sensors,
typically operating in the visible or infrared (IR) electromagnetic
(EM) spectrum, provide a distinct advantage by detecting
targets and offering an unambiguous means of target
identification. However, environmental conditions can limit the
performance of such systems due to the effects of atmospheric
gases and aerosols on EM waves. Specific to the local tropical
environment, key factors affecting sensor performance include
humidity, rain, clouds and haze. These factors, together with
the basic attenuation mechanisms, are covered in detail in the
following sections.

TYPES OF IMAGING SENSORS
Imaging sensors can be broadly classified into passive and
active imaging sensors. A passive imaging sensor intercepts
and collects surrounding EM radiation reflected off or emitted
by objects found within the field-of-view of its detector to form
images of its surroundings. An active imaging sensor is coupled
with an illumination source to illuminate the objects to be
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observed. A compatible detector will then collect the reflected
energy for extended surveillance range performance and
better spatial resolution under low light and in dark conditions.
Different detector materials are sensitive to radiation energy
from different portions of the EM spectrum.
In the day, the dominant source of visible spectrum radiation
is the sun, while at night, a significant amount of night glow
comes from the moon and stars. Detectors that operate
in the visible spectrum typically make use of either the
charge coupled device or the complementary metal oxide
semiconductor technologies for imaging in daytime scenarios
when ample ambient light exists. Detectors using image
intensifier (II) technology make use of photon amplification to
generate images in low-light scenarios.
On the other hand, thermal imagers (TI) are used to detect
heat or radiation emitted from hot objects in the mid wave IR
(MWIR) or long wave IR (LWIR) spectrums to generate twodimensional images, based on the black-body radiation curve
and the contrast between the temperatures of these objects
and their background. These imagers operate independently

from ambient lighting condition and even in complete
darkness. TI detectors are further classified into two types
– one that relies on changes to the temperature-dependent
property of its material, and another that determines the IR
photon flux by measuring the electrical current due to the
generation of electron-hole pairs caused by the absorption
of incident photons. Common materials used to fabricate TI
detectors are indium gallium arsenide (InGaAs), lead sulphide,
indium antimonide, mercury cadmium telluride and vanadium
pentoxide.

IR region. The window bands in the visible and IR spectrum are
summarised in Table 1 and illustrated in Figure 1.
Atmospheric scattering is the process by which EM radiation
is redirected by gaseous molecules and aerosol particles
suspended in the atmosphere. It is governed by the relationship
between the radii of the scattering molecules or particles and
the wavelength of the incident radiation.
Atmospheric absorption and scattering create a two-fold effect
on luminance and contrast transmittance. First, EM radiation

Window Bands in EM Spectrum

Wavelength

Visible

0.4µm to 0.7µm

Near IR and Short IR

1µm to 2µm

Mid IR

3µm to 5µm

Far IR

8µm to 12µm
Table 1. Window bands in the visible and IR spectrum

Atmospheric scattering is the process by which EM radiation is redirected by ga
molecules and aerosol particles suspended in the atmosphere. It is governed b
relationship between the radii of the scattering molecules or particles with
Figurewavelength
1. Atmospheric windows
in the visibleradiation.
and IR regions
of the incident

Atmospheric absorption and scattering create a twofold effect on luminance

from a target and its immediate background is progressively
BASIC ATTENUATION MECHANISMS
contrast transmittance. First, EM radiation from a target and its immediate backgr
scattered out of the viewing path. Some will be absorbed

is progressively scattered
out of the viewing path. Some will be absorbed and wi
and will not reach the sensor. The attenuation of EM radiation
Atmospheric attenuation is caused by both reach
the absorption
and
the sensor.
The
attenuation
EM
radiationair.follows
follows an exponential of
law in
homogeneous
A beam ofan
EM exponential la
scattering of EM radiation from aerosol particles or moisture
homogeneous air. Aradiation
beam containing
of EM radiation
a flux
Fo atthethe target of ran
a flux Fo at containing
the target of range
R from
droplets suspended in the atmosphere. EM radiation is mainly
from the sensor will
have
a
residual
flux
F
received
by
the
sensor
sensor will have a residual flux F received by the sensor inin homogeneou
absorbed by gaseous agents such as water vapour, carbon
given by:
homogeneous air, given by:
dioxide, nitrous oxide, ozone, molecular and atomic oxygen,
and nitrogen. The absorption is generally negligible in the visible
region and at a minimum in a few atmospheric windows in the

F  Fo exp[(b  k ) R]  Fo exp( e R)

where b and k are the scattering coefficient and absorption coefficient respectively
σe is the extinction coefficient of the atmosphere. Second, EM radiation, which doe
| 2015 81into the vie
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come directly from the target or its immediate background,
is scattered
path. This additional radiation is called airlight or path radiance, and varies wit
scattering angle.  

where b and k are the scattering coefficient and absorption
coefficient respectively, and σe is the extinction coefficient
of the atmosphere. Second, EM radiation, which does not
come directly from the target or its immediate background,
is scattered into the viewing path. This additional radiation is
called air-light or path radiance, and varies with the scattering
angle.  

ATMOSPHERIC ATTENUATION IN THE
LOCAL ENVIRONMENT
The key atmospheric elements in the local environment which
attenuate the sensors’ performance in the visible and IR
spectrum are rain, clouds, fog and haze. The first three elements
are related to the presence of water vapour, which is the most
influential absorbing gas as well as the most variable. Relative
humidity and absolute humidity are the two environmental
parameters associated with water vapour content.

Rain Attenuation
Rain effects are difficult to estimate because of the variation
in droplet size, density, drop size distribution, phase function,
raindrop shape and the different effects that the water
refractive index has on different waveband portions of the EM
spectrum. Rain attenuates EM radiation through absorption

and scattering, with the relative amounts dependant on the
ratio of raindrop radius to wavelength. In the visible and IR
spectrums, attenuation by rain is independent from wavelength
because the raindrop radius (typically from 0.5mm to 5mm) is
much larger than the wavelength. The extinction coefficient,
which measures how strongly the EM radiation is absorbed by
the medium (rain), indicates that the greater the rainfall rate,
the higher the absorption.
Rainfall is the most significant atmospheric element affecting
sensors operating in the visible and IR portions of the EM
spectrum in Singapore, where rainfall occurs every month of
the year. The two main wet seasons are the Northeast monsoon
season from late November to March, and the Southwest
monsoon season from late May to September, which account
for 48% and 36% of the annual rainfall respectively. The type
of rainfall varies from drizzle, which has a rain rate of up to
1mm/hr, to thunderstorms with rain rates exceeding 50mm/hr.
Thunderstorms are observed during 78% of those days with
rainfall. To illustrate the impact of rain on visible or IR sensors, a
moderate rain rate of 10mm/hr would allow only approximately
6.7% of the EM radiation to pass through a 1.8km path. Along
a 10km path, the transmittance even through a light rain with
rain rate of 2.5mm/hr would be only 0.1%. This means that
visible and IR sensors are rendered almost useless in either
case. Table 2 shows the various rainfall statistics for different
input parameters (Bernard et al, 2013).

Rain rate

5mm/h
(light rain)

10mm/h
(moderate rain)

20mm/h
(heavy rain)

Extinction

0.5km-1

0.7km-1

~1.2km-1

320mm3m-3

588mm3m-3

1070mm3m-3

3600m-3

4800m-3

6400m-3

Water Volume / Rain Volume
Number of raindrop

Table 2. Various rainfall statistics for different input parameters, computed using
Marshall-Palmer distribution
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Cloud Attenuation  
Similar to rain, cloud effects are difficult to forecast because
of the variation in particle size. Attenuation is dependent on
the cloud type and water vapour content. Within the cloud, the
attenuation of EM radiation by water droplets is due to both
absorption and scattering.
Clouds in Singapore tend to have higher water content because
warmer air holds more moisture than colder air. The median
cloud cover in Singapore is 90% (mostly cloudy) and does
not vary significantly. The typical cloud forms in Singapore
are cirrus clouds (high clouds with bases above 20,000ft),
altocumulus clouds (medium clouds with bases between
7,000ft to 20,000ft) as well as cumulus and cumulonimbus
clouds (low clouds with bases below 7,000ft). The typical
cloud thickness ranges from 1km to 6km with the radii of the
cloud water droplets ranging from about 0.5µm to 80µm. The
extinction coefficient increases by an order of 10 for every
kilometre of cloud thickness. Hence, the vertical transmittance
through such clouds would be less than 0.005%, and the
clouds would be opaque to visible and IR radiation.

Fog Attenuation
Water vapour in the air usually condenses high in the
atmosphere to form clouds but it can also condense close to
the ground to form fog. Fog forms when the difference between
atmospheric temperature and dew point is less than 2.5°C and
occurs at relative humidity near 100%, which means that the
air will become supersaturated if additional moisture is added.
When the air is almost saturated with water vapour at relative
humidity of close to 100%, fog can form in the presence of a
sufficient number of condensation nuclei which can be smoke
or dust particles. The reason for degradation of visibility in
a foggy atmosphere is the absorption and scattering of EM
radiation by fog particles. The degradation is dependent on
the droplet size and its distribution. Fog has similar effects to
that of clouds.

be observed that attenuation due to an evolving fog decreases
rapidly with increasing wavelength. Hence, IR sensors perform
better than visible sensors in foggy conditions. The same is not
true for transmission through stable fog, where IR attenuation
is so severe that IR sensors have little advantage over visible
sensors.  

Determining Visible and Infrared Sensor
Performance Using Transmittance
Visual range is a measure of visibility (Malm, 1999). The larger
the visual range, the better the visibility. Visibility is calculated
from a measurement of EM radiation extinction which includes
the scattering and absorption of light by particles and gases.
In natural weather scenarios, transmittance along the line-ofsight between the sensor and its target is degraded uniformly.
This degradation is characterised by an extinction coefficient
α km-1. The extinction coefficient quantifies how the passage
of light from a scene to an observer is affected by air particles
(Malm, 1999). The extinction is dependent on particle mass and
chemical composition. To estimate the performance of sensors
in man-made induced obscurants, transmittance degradation
in the form of a mass extinction coefficient α’ m2/g for the
obscurant is added to natural weather degradation. Hence, to
determine the sensor performance, its transmittance can be
calculated using the equation:
Transmittance, T = exp(-αR-α’CL)
Where α = ambient atmosphere extinction coefficient (km-1)
R = range (km) from target to sensor
α’ = induced obscurant mass extinction coefficient
(m2/g)
CL = induced obscurant concentration pathlength
(g/m2)
In other words, range can be calculated as:
R = -[ln(T)+ α’CL]/α

In Singapore, fog is most likely to occur during the intermonsoon periods, at times when winds are light and on
cloud-free nights with high humidity. On the average, the
dew point for Singapore varies from 22°C to 27°C, while the
atmospheric temperature varies from a low 25°C to 27°C
during the monsoon seasons and inter-monsoon periods
respectively. The fog observed in Singapore is mainly due to
radiative cooling of the land, which causes the temperature
of the air near ground level to fall within 2.5°C of the dew
point, resulting in the condensation of water droplets. It can

The range equation shows a negative logarithmic relationship
to transmittance. However, the equation does not show a
direct relationship to wavelength as it is affected to varying
degrees by ambient atmosphere and obscurant.
While the above equations provide a general guide on predicting
sensor performance, it must be noted that the industry employs
more complex simulation software such as the TACOM
Thermal Image Model, NVThermIP with MODTRAN, NVESD
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Time Dependent Search Parameter search model for search
and detection predictions, and most recently NVLabCap for
detailed analysis and prediction of sensor performance under
different environmental conditions. These software are able to
evaluate imaging sensor system performance comprehensively
based on multiple factors including system design and
tolerances which cannot be adequately represented in the
equations mentioned. The NVESD Time Dependent Search
Parameter search model, NVThermIP and NVLabCap are
authoritative simulation systems developed by the US Army
Night Vision and Electronic Sensors Directorate over the years
to improve the accuracy and repeatability of measurement
techniques, in their effort to characterise and evaluate a variety
of EO imaging systems for the US Army.

Impact of Haze on Sensor Performance
Haze refers to small particles dispersed throughout the
atmospheric aerosol (Chen, 1975). Biomass burning is a
global phenomenon that releases large quantities of gases
and aerosol particles into the atmosphere, affecting the
atmospheric chemistry and climate on a large scale via
the scattering and absorption of solar radiation (Li, Shao, &
Buseck, 2010). Aerosols in regional hazes are contributed
largely by anthropogenic sources such as industrial emissions,
coal power plant operations, vehicular fossil fuel combustion,
and agricultural biomass burning (ABB). Academic researchers
in China who conducted studies about the severe haze
situation in Beijing and northern China, have defined seven

major fine aerosol particles commonly found in haze – namely
mineral, soot, organic matter, fly ash, K-rich, S-rich and metal
particles (Li et al, 2010). Notably, their studies indicated that
the ageing of soot particles from ABB in a high relative humidity
environment increased the absorption of visible solar radiation
as compared to soot alone.
Attenuation due to haze is very complex because of diversity
in the particle type, size, shape and size distribution in a hazy
atmosphere. In general, haze attenuates visible radiation more
than it attenuates IR radiation due to the small size of haze
particles. This is because the small diameter of the particles
typically coincides with the short wavelengths found in the
visible portion of the EM spectrum. Scattering is the dominant
attenuation factor. However, in regions with high relative
humidity, aerosol liquid water absorption can increase as
moisture can condense on the particles. Experimental studies
have shown that attenuation at longer wavelengths is less than
that at shorter wavelengths. Hence, IR sensors can penetrate
further through haze than visible optical sensors. Figure 2
shows the photographs taken in Singapore on a clear day and
on a hazy day in 2013.
Specific to Southeast Asia (SEA) is the recurring biomass
burning-induced smoke haze. The particles in the SEA haze are
contributed primarily by forest fires burning in Indonesia. This
is different from the particles contributed by an amalgamation
of sources, including industrial emissions, coal power plant
operations and vehicular fossil fuel combustion on top of

Figure 2. Daytime photograph showing Bedok South Ave 1, looking west towards Marine Parade at 12:04pm on 24 June
2013 (left) (© Wolcott / File:Marine Parade Road (2).jpg / Wikimedia Commons / CC BY 3.0) and view from the same
vantage point on 21 June 2013 at 10:35am, when the haze was at hazardous levels (right) (© Wolcott / File:Haze obscuring
Marine Parade.jpg / Wikimedia Commons / CC BY 3.0).
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ABB in northern China that resulted in the persistent haze in
Beijing. One of the SEA’s worst air pollution events took place
in June 2013 when the three-hour Pollution Standards Index
(PSI) in Singapore reached a record high of 401 on 21 June
2013. Figure 3 illustrates the severity of the haze’s impact on
visibility when the PSI reached 312.

In summary, the increase in particles, particularly those with
diameter similar to the wavelength of light, is thought to be
responsible for visibility impairment on hazy days. Since visible
light would be more strongly attenuated, IR sensors would
perform better under such conditions. However, the scattering
and absorption coefficients of haze particles increase as their

Figure 3. Daytime photograph of a traffic junction taken from 1km (left) and close range of 50m (right)
when the PSI reached 312 in June 2013.

Studies by local academic researchers noted that the
concentrations of particulate matter of 2.5μm size (PM2.5)
increased more than 15 times during the haze in June 2013
as compared with non-haze periods. To explore the particles’
interaction with light, the optical properties of ambient aerosols
were examined in terms of bap, the light absorption coefficient
of particles, as well as bsp, the light scattering coefficient of
particles. It was found that PM2.5 was more correlated with
bsp than bap. This implied that attenuation by PM2.5 was
mainly due to the scattering of light by the particles (See,
Balasuhramanian, & Wong, 2006).
The studies also reported that fine particles were generally
found in greater mass concentration than coarse particles in
our local environment. An interesting observation made during
hazy days was that while the mass concentration increased
across the entire size range, the increase in coarse particles
was larger than in fine particles. A possible reason for this
could be that while biomass burning in Indonesia emitted more
fine particles than coarse particles, some of the fine particles
amalgamated to form coarse particles during the long range
transport to Singapore.  

concentrations increase. This could reduce the performance
of even IR sensors, as the wavelengths at which they are
operating could also be severely attenuated.

EMERGING TECHNOLOGIES FOR
FURTHER CONSIDERATION
Local environmental effects affect sensor performance, albeit
to different extents on different wavelengths. Multispectral
or hyperspectral detection technologies could potentially
reduce sensor performance degradation by applying spectral
signature analysis across multiple wavelengths. In addition,
sensing in the shortwave IR (SWIR) portion of the EM spectrum
(wavelengths from 0.9 to 1.7 microns) has recently been made
viable with the maturity of InGaAs sensors. Image fusion
and enhancement techniques are examined in the following
sections.
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Multispectral and Hyperspectral Sensors
Multispectral sensors detect the wavelengths across different
bands in the EM spectrum. The spectral signature of the
detected target is then compared to those of known targets to
determine if there is a match. Similarly, hyperspectral sensors
create a larger number of images from contiguous, rather
than disjointed regions of the EM spectrum, typically with
much finer resolution. The finer resolution provides additional
information for the spectral signature analysis (Renhorn et al,
2013). Studies have shown that such sensors could provide
significant improvement in target detection performance as
well as improve false alarm performance over single-band
sensors. The challenge, however, is the requirement to build
a comprehensive database of the targets’ spectral signatures
for comparison during the analysis. One development that has
potentially sped up the development of viable multispectral and
hyperspectral sensors is the Quantum Well IR Photodetector
(QWIP).
The QWIP typically consists of multiple quantum wells
sandwiched between its emitter and collector contacts
(Ting et al, 2014). By adjusting the width and depth of
the well, the sub-band transition energy and absorption
wavelength can be adjusted. The gallium arsenide-based
or aluminium gallium arsenide-based QWIP stands out
as a prime candidate for the development of Focal Plane
Arrays (FPA) due to its favourable inherent properties. These
include its ease of fabrication, ruggedness, pixel-to-pixel
uniformity, high pixel operability, temporal stability and its
ability to be tailored to the selected wavelengths. To date, the
industry has demonstrated the megapixel single band LWIR
QWIP FPA, simultaneous dual-band megapixel QWIP FPA,
640 x 512 format spatially separated four-band FPA, as well
as the development of a super-pixel QWIP FPA for an imaging
multiple wave band temperature sensor. The next bound of
development is expected to focus on harnessing the QWIP
FPA technology for a compact 7.5μm to 12μm hyperspectral
IR imager.

Shortwave Infrared Sensors
In recent years, SWIR has grown to become a viable low
light imaging option to overcome environmental effects such
as haze, fog and dust for mission scenarios, where target
details are highly valued but do not show up on MWIR or LWIR
sensors due to non-representation by temperature differences.
A SWIR system can typically provide better spatial resolution
than a similar class MWIR or LWIR system, enhancing target
recognition and identification which are critical functions on
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the battlefield to minimise collateral damage. When operated
at night, SWIR can also take advantage of an atmospheric
phenomenon called night sky radiance or night glow, which
emits five to seven times more illumination than starlight, and
nearly all in the SWIR wavelengths. These wavelengths are
relatively covert as they are undetectable by visible spectrum
cameras, II-based night vision devices as well as MWIR and
LWIR cameras. In addition, SWIR also allows surveillance
through glass windows which MWIR and LWIR cameras are
unable to penetrate.

Image Fusion and Enhancement
Techniques
Recent global geo-political activities have escalated the
urgent need to deploy multiple imaging sensors operating
across different spectral bands to provide timely anomaly
detection. Surveillance agencies now require situation
pictures from multiple sensors to reach their command
centres simultaneously. The use of effective image fusion
techniques would: (a) maximise the amount of relevant
information that is delivered to the operator; (b) cut down the
time spent on irrelevant details (e.g. false alarms), uncertainty
and redundancy in the output; (c) prevent the occurrence
of artefacts or inconsistencies in the fused image; and
(d) suppress irrelevant features such as distortion caused by
noise found in the source images. In addition, fused imagery that
optimally agrees with human cognition processes allows the
human operator to grasp the gist of the displayed information
quickly and execute efficient and effective responses for timecritical surveillance missions. Over the years, multiple smart
processing and target tracking algorithms, including edge
detection, autonomous video motion detection and tracking,
have been developed and integrated with the central display
interface of multiple sensor feeds. This has greatly enhanced
collective surveillance efforts.
Fused imagery has traditionally been represented in grey or
monochromatic tones, due partly to the output displays of the
IR imaging sensors. While the human eye can only distinguish
about 100 shades of grey at any instant, IR imaging sensors
produced in the industry today can discriminate between
several thousands of colours. The use of colour images may
improve feature contrast and reduce visual clutter, enabling
better scene segmentation, object detection and depth
perception. This will also yield a more complete mental
representation of the perceived scene for enhanced situational
awareness.

Performance Challenges for High Resolution Imaging Sensors for Surveillance in Tropical Environment

Research in this field is ongoing. In time, these developments
will mature and systems could be deployed in the field for
improved wide area situation awareness. The higher probability
of target detection, recognition and identification would also
drive the optimisation of automatic surveillance systems and
alleviate manpower constraints faced by national security and
defence entities regionally and globally.

CONCLUSION
EO  sensors play a critical role in detecting and identifying
targets in modern day battlefields. However, they can be
affected by environmental conditions. In our local environment,
the presence of water vapour due to high humidity, rainfall,
clouds or fog, can severely impact the sensors’ performance.
It is thus useful to understand the operational requirements of
the sensors and the environmental conditions in which they
operate, in order to select the most optimum sensor for the
situation.
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Safety Management of 
National Day Parade Fireworks 
Display
SIM Gim Young, LEE Chung Kiat, OEI Su Cheok, ME5 ONG Woei Leng

ABSTRACT
The fireworks display is a highlight of every National Day Parade (NDP) in Singapore. The drive for a more spectacular and
intimate fireworks experience increases the importance placed on the safety of performers and spectators. This article
describes the challenges in managing the safety of fireworks. It starts by introducing the characteristics of fireworks and its
safety management approaches, followed by an explanation of how safety is addressed through the fireworks life cycle – from
product design to transportation, storage, installation, initiation and disposal. Finally, the article shares innovative solutions
used to control the safety distance of fireworks. The eventual outcome of these approaches is a safe and spectacular
fireworks display for NDP.
Keywords: fireworks, safety, National Day Parade, NDP

INTRODUCTION

Figure 1. NDP Fireworks Display, 2014
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On 9 August each year, Singaporeans come together to
celebrate the nation’s independence. The National Day Parade
(NDP) features mass performances, a ceremonial parade and
multimedia displays that depict Singapore’s cultures and
values. The fireworks display is a highlight of the NDP (see
Figure 1).
At every NDP, a Fireworks Committee comprising personnel
from the Singapore Armed Forces Ammunition Command is
formed under the NDP Executive Committee to organise the
fireworks display. This committee specifies the performance
and safety requirements to be implemented by the fireworks
contractor.
While the displays are highly entertaining, fireworks are
explosives and need to be treated with the appropriate
safety protocol. As such, the Fireworks System Safety Team
comprising members from the Fireworks Committee and
DSTA’s armament safety specialists work together to review
and ensure fireworks safety during NDPs. The team adopts
a system safety perspective1 to assess the hazards of each
firework activity and recommends safety measures to minimise

Aerial Shell

the risks. This concept was initiated in the early 1960s in the
aerospace industry and is an effective way of analysing and
managing safety risks holistically.

FUNDAMENTALS OF FIREWORKS
Fireworks were invented in China in the seventh century. Its
applications have since spread to other parts of the world
and have been integral in many celebrations. Despite its long
history, fundamentals of fireworks displays have remained
largely the same over time. Aerial shells, mines, comets and
variants form the main display components. Fireworks can be
classified broadly into two main groups.
The first group, aerial shells, is built with a time fuse, lifting
charge, bursting charge and pyrotechnic chemicals. Aerial
shells are launched from mortar tubes into the sky using
gunpowder as a lifting charge before bursting into displays of
brilliant and colourful lights. The brilliant colours are created
from the combustion of metallic powders. The appearance,
component and effects of an aerial shell are illustrated in
Figure 2.

Cross Section

Effects

Figure 2. Aerial shell
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Comets and Mines

Effects of Comet

Effects of Mine

Figure 3. Comets and mines

The second group comprises only lifting charge and
pyrotechnic chemicals. The effects are ejected from the
ground upon ignition. Examples are comets and mines as
shown in Figure 3. Both types of fireworks can be customised
to produce different colours, patterns and brilliance.

CHALLENGES
The NDP fireworks display is the largest fireworks event
in Singapore and an important component of the parade’s
choreography. There are several rehearsals leading up to the
final event, and any mishaps would have significant impact
due to the fireworks’ proximity to performers and spectators.
Therefore, the safety review of NDP fireworks display is
important to ensure safety of the public, performers and
fireworks technicians while meeting the demands of the parade.
The numerous stakeholders, regulations and site constraints
(including weather conditions) add to the complexity. From the
start, the team addresses the intrinsic safety of the fireworks
product and its compliance with regulatory requirements. The
team reviews the industry safety practices constantly during the
preparation, setup and display of the fireworks. The established
safety codes of the US National Fire Protection Association
for Display of Fireworks and British Pyrotechnic Association
serve as baseline safety requirements. The Singapore Armed
Forces (SAF) and DSTA also engage established practitioners
to provide training to reinforce understanding and ensure
alignment with best practices.
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ENSURING PRODUCT SAFETY
Fireworks must be designed and constructed to be safe
during handling, transportation and use. In May 2000, a fatal
explosion occurred during a fireworks display at Bray Park,
Australia. Three ground fireworks exploded and ruptured the
steel launcher tube, leading to one fatality and seven injuries.
The investigation concluded that the fireworks malfunctioned.
The explosion effect was worsened by its confinement within
the steel tubes.
The team ensures product safety by sourcing fireworks from
reputable manufacturers with strong safety track records
of supplying fireworks to major international events. The
team also requires the manufacturer to be certified by their
local authority and registered with a US based independent
auditor – the American Fireworks Standards Laboratory
(American Fireworks Standards Laboratory, 2011). The
manufacturer must also be ISO  9001 Quality Management
System compliant. Furthermore, the team conducts factory
assessments to observe the production process and test the
product performance and safety features of the fireworks.

Safety Management of National Day Parade Fireworks Display

HAZARD CLASSIFICATION OF
FIREWORKS
In 2000, the Netherlands had a major fireworks accident
within the city of Enschede. The fireworks explosions were
equivalent to 4000kg to 5000kg of high explosives2. It resulted
in damage amounting to more than €450 million. This incident
was a stark reminder that fireworks could behave like high
explosives, and resulted in a review of the hazard classification
of fireworks. The use of correct hazard classification enables
appropriate safety protocols to be enforced during storage
and transportation. In 2005, the United Nations (UN) published
a method to determine the hazard classification of fireworks
based on chemical composition.
The fireworks classification system assigns the hazard
category of fireworks based on two key criteria: the diameter
of the fireworks and the proportion of flash composition used
in the fireworks. Flash composition is a mixture of pyrotechnics

Using the UN fireworks classification system, the team reviewed
the chemical composition of all fireworks used in NDP and
identified those which can potentially explode if an accident
occurred during storage or transportation (Russell, 2009).
These items were isolated and stored with sufficient safety
distances to the surrounding sites. They were also transported
separately and prepared to prevent sympathetic explosions3
should an accident occur. At the firing site, they were installed
into the launching tubes at the earliest opportunity so that
accidental ignition would launch the fireworks into the sky
instead of causing an explosion of stacked fireworks (see
Figure 4).

SAFE DEPLOYMENT
Fireworks are stored in licensed explosive storehouses in
Singapore. Before each display, the fireworks are unpacked,
inspected and moved to the firing locations. The firing circuits
are then installed and tested. Since NDP 2011, fireworks have

Figure 4. Barge for firing aerial fireworks, 2014

chemicals that reacts more vigorously to produce a bursting
or explosion effect. It typically consists of an oxidiser, a nonmetallic fuel and a metallic fuel. An excessive proportion of
flash composition in fireworks will result in a violent explosion in
the event of an accident. The diameter of fireworks determines
the mass of pyrotechnics chemical that will combust
instantaneously. As the diameter increases, the combustion
effect becomes greater and can increase the likelihood of a
violent explosion.

been launched from a barge in Marina Bay and around the
floating platform. There were also fireworks launched from
performers’ personal equipment like motorcycles and torches.
Figure 5 illustrates the setting up of aerial shells at the barge.
The surroundings are checked after each display for fireworks
that have failed to launch or dropped prematurely. The cause
of each defect is investigated and the faulty fireworks are
disposed of.
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Figure 5. Workflow of aerial shells at barge

SPECTATORS SAFETY
Fireworks produce debris that could hurt people within the
vicinity (see Figure 6).

Cardboard Base of Shell

There could also be fallout hazards from malfunctioning
fireworks such as the bursting of aerial shells on the ground
after they fail to ignite in the air and the improper mounting of
fireworks leading to the wrong orientation when fired.

Plastic Whistling Component
Figure 6. Examples of debris from fireworks

94

DSTA HORIZONS | 2015

Cardboard Debris of Comet

Safety Management of National Day Parade Fireworks Display

The team reviewed international best practices to determine
the optimal safety distance and adopted the UK approach
which calculates the safety distance based on various factors
at each fireworks display scenario (Smith, 2011). The aerial
shell safety distance considers the size of fireworks, firing angle
and wind conditions. The size of an aerial shell determines the
launch velocity and air-burst diameter. The firing angle, wind
direction and wind speed would determine the trajectory of the
aerial shell during the initial flight and the dispersion of debris
after the air-burst.
The team also developed a wind chart to help the Fireworks
Committee address the impact of different wind conditions
on the safety distance (see Figure 7). The wind chart shows
the maximum wind speed in each direction for different sizes

of fireworks shells (see Figure 8). The wind conditions are
monitored in real time and the committee can inhibit selected
fireworks if the wind speed and direction threaten to exceed
the safe limits. This ensures that fireworks displays remain
safe for the performers and spectators around the barge at
all times.
In addition, the team ensures that all materials used in the
construction of the aerial shell are combustible. Most of the
material will be burned to ashes during the bursting of the aerial
shell, minimising the amount of debris falling to the ground.
The installation and positioning of fireworks mortar tubes are
also scrutinised to mitigate the hazard of launching the shells
into the spectators.

Figure 7. Possible fallout distance at various wind speeds
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Figure 8. Wind chart around high level barge in Marina Bay, 2014

PERFORMERS SAFETY

SYSTEM SAFETY APPROACH

Fireworks are used by performers in several segments of the
NDP as pyrotechnic props. In 2012, these segments included
the Singapore Soka Association performance, SAF Military
Police precision drills and motorbikes ride-past. To ensure
performers’ safety, the team participated actively in the
choreographies so that the fundamental safety principle of
maintaining safety distance is integrated into the performances.

The team took a system safety approach to ensure and
enhance safety in dealing with the fireworks effectively. The
priority was to use safe configurations (through appropriate
safety design protocols) before providing protective devices,
warning devices and relying on procedures. Some of the
considerations taken during the NDP illustrate this approach.

For performances that require hand-held pyrotechnic torches,
fireworks that do not ignite clothing are used. The performers
are equipped with protective eyewear, headgear and fireresistant clothing to further mitigate the risk of burns. The
team also worked with the show choreographer to ensure
that the amount of fireworks required to meet performance
requirements was kept to a minimum.
The pyrotechnics torch was designed to ensure that its parts
do not hurt performers. The firing circuit for the pyrotechnics
torch incorporated master and safety switches. This design
required the performer to make two simultaneous actions to
ignite the fireworks effect so as to avoid accidental ignition.
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a) Display Design and Configuration – During the grand
finale which takes place at the platform and spectator stand,
mines and comets are fired away from spectators and
performers. Only fireworks without hazardous debris are used
on stage. Performers are allowed to use only fireworks which
produce harmless sparks.
b) Protection - Performers put on goggles and fire-resistant
costumes to further mitigate the risks of burns. Parts of the
stage which are affected by smouldering debris are constructed
with fire-resistant materials.

Safety Management of National Day Parade Fireworks Display

c) Warning - A monitoring device is used to measure the
wind speed and direction throughout the show. When wind
conditions exceed safe limits, the firing of select aerial shells
would be curbed.
d) Procedures - Fireworks safety distances are integral to
the choreography of the show. The control tower monitors
performers’ compliance and can cease firing in the event of
deviation.
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ENDNOTES
1

System safety perspective means the safety review of the
interfaces among the fireworks products, display sites, display
operators, equipment, installation, weather, NDP performers
and the general public.

2

High explosives are substances or mixture of substances
which can detonate under normal conditions.
3

Sympathetic explosion is the simultaneous initiation of an
explosive charge by a nearby explosion.

The system safety approach enables the team to identify
possible hazards that are beyond product safety and
regulations. It allows the team to prescribe measures to
minimise risks to the public, performers and fireworks
technicians. This ensures safe fireworks displays during all
NDPs, from rehearsals to the grand finale on National Day.
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Protection and Resiliency
for Singapore’s Critical 
Infrastructures
ONG Kwee Siang Steve, CHONG Oi Yin Karen, SEE Thong Hwee

ABSTRACT
The approach to designing critical infrastructure so that they are protected against discrete and well-defined threats is
generally well understood. However, in the face of asymmetrical threats and vague terrorist intentions, such protective
design approaches are of limited use. The increasing connectivity and complexities of modern society can compound the
problem, thus causing unintended consequences. It is therefore necessary to rethink how critical infrastructures should be
secured.
This article draws from DSTA’s experience in designing critical infrastructures for the Ministry of Defence and the Singapore
Armed Forces. It illustrates how protection and resiliency can be balanced to improve the survivability of critical infrastructures,
taking into account system connectivity, vulnerabilities and the means to enhance recovery. Diagrams are provided to
illustrate ways to integrate R&D and findings from international collaborations in Protective Technology into designing
for resiliency. Examples of numerical simulations and explosive tests are also used to demonstrate the necessary vigour
needed in testing assumptions, validating concepts and developing an implementable solution. This article emphasises that
thorough and responsible protective technology work must be nested within realistic tests and relevant experience.
Keywords: protection and resiliency, critical infrastructures, connectivity, survivability, protective design

INTRODUCTION
After Singapore gained independence in 1965, it was necessary
to build up local protective design capabilities quickly for the
development of key installations, defence infrastructure and
facilities. Early protective design methodologies were based
on protection against well-prescribed threats. These building
designs were standardised and often replicated for greater
developmental efficiency. The building design philosophy
was to first specify the design-basis threat – comprising the
weapon and stand-off, and then to design the building based
on specific protection criteria. These criteria were often related
to specific building responses to weapons threats, with the
assumption that all critical contents within the building would
have similar damage thresholds.
While this design philosophy was adequate in the past, society
has seen rapid changes, especially over the last three decades.
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Advances in technology have resulted in globalisation and
increased connectivity that have also changed the threat space.
These new realities call for a review of the way Singapore’s
critical infrastructures are protected.

The Rise in Modern Systems
Complexity
The advent of the computer sparked rapid advances in
technology, enabling product research, development and
prototyping within a virtual environment. This reduced
developmental time and costs greatly. Coupled with the growth
of the Internet, the development of wireless and broadband
technologies catalysed the growth of information technology,
expanding network access. This has resulted in higher
demands for information exchange and data connectivity.

The need to compete globally further drove the development
of interconnected infrastructure systems to meet productivity
goals. Most systems today are designed to integrate as one
network to deliver capabilities and have become more complex
as a result. This interconnectedness also means that failure
in one component can result in cascading failures in other
systems clusters. New threats, such as cyber attacks, have
also sprouted and grown. Against this backdrop, new realities
that challenge the way critical infrastructures are traditionally
protected have emerged. Where people, critical equipment
and functions were once housed in discrete critical facilities,
they are now housed in connected networks of facilities.
           

New Realities - Changing
Threats and Evolving
Networks
What Was Designed in the Past May Not Be
Relevant Today… Threats Have Changed
and Often, What Counts are Networks of
Things Rather Than Standalone Facilities
The threats that protective buildings and infrastructure were
designed against in the past have changed. The early types of
weapons comprised different categories of artillery and ‘dumb’
weapons that were air dropped. This method was inaccurate
and had limited penetration capabilities and range. Modern
weaponry now ranges from guided weapons that can be fired
from longer distances, to mass saturation threats from rockets,
artillery and missiles. Warhead technology has advanced with
more powerful explosives as well as different kill mechanisms
such as shaped charges, runway denial rounds, fragmentation
rounds and thermobaric charges. Fuse technology has also
progressed to facilitate the development of penetrating
warheads. These weapons of enhanced capabilities can be
developed faster, making it harder for protective infrastructures
to keep up with commensurate protection levels without
overwhelming costs and disruptions to operations. Adding
to this ever-evolving and wide spectrum of modern weapon
threats is the need for critical functions to operate in networks
of buildings and infrastructure. This gives rise to the question
of whether the traditional approach to protective design will
become obsolete in the future.

Increasingly, It Is Worldwide Connectivity
That Emboldens Adversaries
Beyond spurring military weapons technology developments,
worldwide connectivity has increasingly emboldened terrorist
activities, spinning off emergent threats. Terrorism has evolved
over the years, from one where there was little connectivity
and where knowledge in bomb making was confined to a few,
to a highly connected environment where decentralised, nonhierarchal leaderships collaborate, tap and share knowledge
online easily. Furthermore, such decentralised but connected
terrorist networks have become harder to detect. Terrorist
organisations have thus turned the threat of increased exposure
due to the use of the Internet and telecommunications into
opportunities to better themselves and their operations.

Unintended Consequences Can Arise From
Ever-Evolving Threats
Threats and their effects have become more unpredictable.
The resulting complex consequences may not be anticipated
during the design phase. The September 11 attacks on the
World Trade Centre (WTC) and the Pentagon in 2001 used
civilian aircraft as a weapon. While the WTC twin towers were
designed to withstand aircraft impact and did so initially, the
eventual collapse of the towers arose from the large magnitude
of aviation fuel fires that weakened the building structure.
Thus, the design of infrastructure has to consider a wide range
of potential threats.  

The Range of Potential Targets Can Spike
Dramatically
Traditionally, the focus has been on the protection of key
installations and not on soft targets. The Bali bombings in
2002, as well as the JW Marriot and Ritz Carlton bombings
in Jakarta in 2009, all showed that soft targets are attractive
to terrorists. The mode of operation in the Bali bombings
comprised multiple attacks with the first bomb occurring
inside a night club, and subsequent car bombs outside to
cause maximum death and injury to fleeing victims. The
Jemaah Islamiyah arrests in Singapore further drove home the
point of potential terrorist attacks on the home front, with soft
target lists extending to include selected train stations. As one
considers these recent terrorist incidents, the list of facilities
to protect can spike dramatically, draining at unprecedented
rates the already limited resources for defence and security.
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Modern Built-up Environments are Prone to
Adverse Collateral Damage Far Beyond the
Immediate Vicinity of a Blast
Beyond connectivity enabled via computer networks,
connectivity arising from the need to build and operate
in dense clusters can make it difficult to anticipate where
threats can emerge from, and which threats should protective
design be applied to. Attacks against targets can result in
collateral damage with widespread impact. The bomb attack

in September 2004 on the Australian Embassy in Jakarta was
one against a relatively hard target. It resulted in 11 fatalities in
the immediate vicinity. While the embassy structure remained
intact, windows in adjacent buildings up to 500m away
shattered, injuring more people.
The direct and indirect effects of a blast detonating in a typical
urban street are illustrated in Figure 1. The extent of injuries
due to primary and secondary effects in this hypothetical
scenario was assessed using DSTA’s in-house consequence

Figure 1. Hazard area under primary and secondary blast effects
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analysis tool. From this illustration, it is evident that secondary
effects of blast like glazing damage or debris hazards in a builtup environment resulted in human casualties in zones that
extended far beyond the immediate vicinity of a blast.

The Diverse Spectrum of Operating
Networks and Constituents Require
Varying Tailored Protection
In the past, systems were less automated with low
interconnectivity to operating networks beyond protected
facilities. Today, relatively small incidents can have widespread
impact in terms of connectivity and function. The fire incident at
the Bukit Panjang Exchange on 9 October 2013 resulted in the
breakdown of telecommunication services in the northern and
western parts of Singapore. This affected telecommunications
and broadcast services to 270,000 subscribers, including
residential users, a few government agencies, financial
institutions and businesses. A similar shutdown in critical
communications systems such as air traffic control can result
in potentially wider consequences.

Impact Often Extends Beyond Initial
Design Boundaries
Key installations have traditionally been given standalone
protection. However, the people operating these installations
live as part of the wider community. The outbreak of Severe
Acute Respiratory Syndrome (SARS) in 2003 has shown that
threats such as pandemics can disrupt all sectors, ranging from
air travel to health services. Likewise, when designing against
threats like those from bombs, one has to look beyond the
project boundaries to ensure that the placement of protected
developments in an area does not ‘pass on’ threat effects to
neighbouring areas.
Protective engineering is evolving from a unique auxiliary
capability initially meant only for specialised facilities into a
common feature for an infrastructure that takes into account
the protection of the community that it is a part of. This
demands not just a change in technology or analyses, but also
a change in mindset to look beyond one’s own task area.
To avoid being under-designed in protection against potential
threats, radically different approaches to critical infrastructure
protection are required.

New Approaches to Critical
Infrastructure Protection
Infrastructures should not only be able to withstand attacks,
but also recover after an attack and resume function. As such,
it is necessary to build resiliency into critical infrastructures.
Resiliency is the ability to resume normal operations and
function after an attack. Developing infrastructure resiliency
does not only mean improving the physical protection
of infrastructures to withstand attacks. It also allows the
infrastructure system to sustain limited extent of damage, with
recovery systems that have been put in place to ensure return
to normalcy within a short time. A balance needs to be struck
between providing full physical hardening and designing to
allow partial damage with swift system recovery.
Designing a system with resiliency is a prerequisite for the
continued survival of communities after attacks. Systems
designed with resiliency have particular attributes which enable
communities to recover quickly from disasters. These attributes
include the ability to resist, absorb, recover from and adapt
quickly to disruptions, and to resume system performance.
Some level of system damage may be acceptable.
Resilient system design begins with an intimate understanding
of how a system works as well as how it degrades and
recovers. This, together with the ability to determine the exact
levels of system damage sustained, allows components to be
enhanced where the repair and system recovery can be done
within required time frames.  
Design for resiliency can be achieved through a right
combination of protective engineering design, system
redundancy, design robustness and contingency planning to
counter asymmetrical threats or disruptions.
In the Art of War, ancient military strategist Sun Tzu, wrote:
“知彼知己，百戰不殆”. This is translated as “Know your enemy
and know yourself, and a hundred battles can be fought without
losing a single one”. In the context of designing protective
infrastructures, knowing your enemy involves understanding
the threat. Knowing yourself involves understanding the
operational needs and potential weaknesses.
The boundaries of this paradigm can be extended. Apart
from knowing yourself and the enemy, understanding the
interconnections with surrounding elements is just as important
as it raises awareness of what could potentially go wrong.
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These form the backbone of designing for resiliency with the
preservation of an infrastructure’s core capability in mind.

Customised Protection of Critical System and
Equipment

What Emerges From the Extended
Paradigm  

Considering the varying damage tolerance of different
systems, physical hardening needs to be customised to match
what the buildings contains. In the event that the threat is
bigger or different from what was anticipated in the hardened
design, or if the cost of hardening is prohibitive, other means to
ensure system availability and quick recovery are needed. For
example, there are several options to protect a satellite antenna
dish against weapon effects. To minimise threat exposure, the
mission critical system can be sited away from areas prone to
attacks. To reduce time needed for recovery, mobile antennas
can be utilised.

Protection Concept Development Without Definition
of Threat
It is possible to design facilities for protection without defining
a precise threat. This is done by expanding the area of
coverage beyond the immediate facility, considering systems
vulnerabilities and designing to incorporate mitigation systems.
For example, a new annex building next to a cluster of key
buildings may be constructed and the question of how resilient
or protected should the annex be arises. The base level of
protection and protective detailing can be determined by
examining the annex building in relation to the existing cluster,
and the effect of the cluster’s surroundings in introducing
threats to the annex building. After this, a detailed examination
of the annex building’s constituents can be carried out and
specific areas further reinforced if necessary.
Beyond the design of buildings, the concept of developing
protection options without a precise threat can also be applied
to infrastructure networks, including networks for power and
fuel. When an engineer designs a power or fuel distribution
network system infrastructure, factors to consider include
the type of critical function that the network supports and the
environment the network is operating in, as opposed to waiting
for the definition of the threat. As part of the design iterations,
the network design can be scrutinised and vulnerabilities
identified.
Vulnerabilities can include a single-point-of-failure, common
modes failure and areas where even rudimentary forms of
protection do not exist. Strategies to overcome single-pointsof-failure in the system can include the incorporation of alternate
distribution paths to critical nodes, or the physical separation
of critical distribution nodes. Strategies to overcome common
mode failures can include the use of independent backup. For
fuel distribution networks, backup can come as alternate fuel
supply from fuel bowsers. In the context of power distribution
networks, this can be standalone backup generators.
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Future protected facilities need to move away from mass
produced one-size-fits-all approaches to customised ones
designed not just for the individual facility, but for a larger
network or community which the facility is a part of.
     

Including Time Domain and Usage Pattern
Considerations When Designing Critical
Infrastructure Protection
Improving resiliency through system design in space alone
may not suffice. Operational characteristics such as time
and usage patterns need to be considered. How people
respond plays an important role in achieving mission success.
Understanding how people respond to crises over time and
how usage of infrastructures varies as stages of a crisis
unfold will be essential. Building hardened shelters in public
underground train stations may provide protection to masses
of travelling commuters in times of crisis. However, people
in high-rise residential buildings may not able to get to the
public shelter in time. For them, individual household shelters
meet their protection needs better because they can get to
the shelters quickly and can carry on with other activities in
between alerts. This allows a greater level of normalcy even in
times of tension, with benefits for the population to be able to
weather prolonged periods of tension in crises. Furthermore,
a shelter serves multiple uses, including community use for
public shelters and family use for household in peace time.
However, one must not over optimise designs or try to squeeze
too many usage patterns into a protected design. In the case
of household shelters, if the shelter is used only as a storeroom
it might not fulfil its original intent to shelter families without
preparations to empty out massive stores.

Protection and Resiliency for Singapore’s Critical Infrastructures

infrastructure systems and people respond to crises. Realistic
training regimes will further build up confidence and know-how
in crisis management.

Checking Complex Usage Interactions in Time and
Space for Emergent Vulnerabilities
The probability of threat occurrence and severity of its
consequences can fluctuate over the time-space domain.
Figure 2 illustrates the expected profile of human injury in
an office building when a large bomb detonates at the front
of the building over different times in the day. Changing the
operational flow within the infrastructure facility can mitigate
the effect. For example, the consequences of an explosion
at an operational facility can be reduced by varying the times
when people move through a building such that it does not
coincide with times when a large bomb may be around. A
thorough understanding of the operational processes over
time is needed. Table-top exercises should be conducted
to simulate operational processes and study how people
and processes react to the introduction of disruptive events.
This would also help planners and designers appreciate how

Beyond the focus on modelling weapons effects on buildings,
modelling and simulation can be extended to workflow
analysis, and can enable design optimisation for survivability
and resiliency. For facilities where mass congregation of
people or vehicles is expected during operation, modelling
to simulate human and traffic flows will provide critical inputs
to planners, designers and stakeholders on the adequacy of
infrastructure system for mission support. Ground exercises
are needed to validate planning and design assumptions.
From this understanding, an estimate of how much and where
protection and resiliency can best be injected into a building
system can be made.
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Figure 2. Expected human injury profile over different times of the day
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Figure 3. Vulnerability and consequences assessment framework

Operationalising the New
Critical Infrastructure
Protection Design Framework
A systematic and iterative approach to identify credible threats
and address the comparative risks and vulnerabilities is
illustrated in Figure 3.
       

Mission Identification and Vulnerability
Assessment
The process of designing critical infrastructures begins with
knowing the mission and identifying mission critical assets
that need to be protected. A threat independent vulnerability
assessment is then conducted to identify single points of
failure, common modes failure, and areas of inadequate
protection.
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to derive blast loads on the building. These blast loads are
then used to assess how the targeted building responds and
the collateral effects on surrounding buildings. DSTA has
conducted a large body of research work on explosion effects,
structural response and progressive collapse in collaboration
with local research institutes and overseas collaborators. DSTA
has also built up computational know-how to model explosion
effects. Explosive tests are conducted to ensure the validity of
the research outcomes and models against realistic threats.
Figure 4 illustrates a collaborative explosive testing effort to
derive blast pressure data for validation against numerical
blast prediction models.
Research outcomes are codified into analysis software
and design guides that can be accessed by a wider pool of
engineers. Figure 5 shows data from explosive tests conducted
on local window types to ensure that the window performance
is consistent with predictions from fast running tools.

Consequence Assessment  

Mitigation

Threats are then introduced and consequences to functionality
and collateral effects are analysed. For a car bomb threat,
parameters of interest include the location of the bomb
in relation to the building. Consequence assessments are
performed using physics-based computational models

Once potential consequences have been assessed, systems
to mitigate vulnerabilities and consequences are developed.
Operational analysis tools can be used to quantify the
effectiveness of different design options, thereby facilitating
design optimisation.
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Figure 4. Validation of numerical models through collaboration with US Combating Terrorism Technical
Support Office on urban canyon explosive tests

Observed damage in the low hazard range

Prediction of Blast Loads

Window Response Module

Figure 5. Comparison between window response explosive test results with in-house engineering tools
for explosion consequence assessment
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Optimising Resources to Yield
Cost-Effective Solutions
To ensure resource optimisation, cost-benefit analysis is
carried out on various implementable design options. The
relevant stakeholders must strike a balance between the
financial commitment to improve system resiliency and the
acceptance of residual risk associated with time for attacks.

Closing Technology Gaps
DSTA is involved in research work to close technology gaps
in critical infrastructure resiliency. These have evolved from
the traditional focus on hardening infrastructures to resist and
absorb extreme loads, to programmes that facilitate system
resiliency and recovery. One such research programme derives
data on the survivability of buried utility networks against
weapons attack. The data is incorporated into an operational
analysis tool that determines the overall system utility network
survivability using fault tree analysis.  

CONCLUSION
This paper illustrated how achieving a balance between
protection and resiliency can improve the overall survivability
of critical infrastructures. A critical infrastructure design
framework was also discussed, which involves more effort
spent assessing one’s own vulnerabilities and interconnections
than before. It is also coupled with greater efforts to look
beyond traditional project boundaries constantly.
However, protection of critical infrastructure systems can lag
behind technological advancements and resourcefulness of
adversaries. Therefore, the design of critical infrastructures
needs dogged perseverance and an attention to detail.
Implemented protection concepts should be reviewed
periodically, or run the risk of obsolescence. More often than
not, lapses in protection of a critical infrastructure system
surface only after attack events. The review of protective
concepts needs to be carried out collectively by both technical
and operational communities. Thereafter, the potential for
future upgrades should be incorporated into the protective
design where possible.
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