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In this fifth edition of DSTA Horizons, we bring you 11 articles covering a wide range of
projects and studies undertaken by the defence community. They attest to the diversity
of expertise that resides within the defence community and the recognition to respond
to the complex and fast-changing milieu today. Some articles in the edition discuss
alternative ways to achieve greater efficiency and more effective use of resources. Others
seek to share new perspectives on managing challenges and uncertainty. There are
contributions which review and analyse the effectiveness of solutions already implemented
and those which are informative reads. Of these, five have been presented at international
and local conferences. We are in the privileged position to be able to compile their
contents for the purpose of extending them to the defence community.
The first article, Overcoming the Rain Fade Obstacle – Understanding Singapore's Rain
Dynamics and Feasible Countermeasures Against Rain Fading, recounts a research team’s
strive for greater accuracy in the prediction of rain fading and rain statistics in Singapore.
Current rain attenuation models rely on data collected in various regions globally and might
not provide an accurate representation of rain fade in Singapore. The team describes the
main rain characteristics that are considered in developing a suitable model based on
local weather information in the quest to create a reliable satellite communications system
tailored for Singapore’s environment.
Reducing the Risk of Flashovers in the Design of an Underground Ammunition Storage
& Processing Facility is the second article which explores the possible causes of flashover
in an underground ammunition storage area, and the engineering efforts adopted to
implement the grounding, bonding and electrical systems within such a facility.
Being prepared to manage uncertainty is an essential skill in the undertaking of a complex
project. The next article, Creating and Valuing Flexibility in Systems Architecting:
Transforming Uncertainties into Opportunities using Real Options Analysis, discusses the
notions of ‘Real Options Thinking’, akin to good management intuition and ‘Real Options
Valuation’, akin to stochastic optimisation to promote a common ‘options language' to
facilitate project management especially in uncertainties. This framework increases our
capacity to better identify, create and secure options, and empower us to actively manage
uncertainties to create opportunities and reduce risks.
The fourth article, Automated Red Teaming: A Proposed Simulation-based Framework,
discusses simulation-based operational analysis methods to uncover system vulnerabilities
and to find exploitable gaps in military operational concepts. A proposal to use an
automated red teaming framework, to complement the manual red teaming which can
be human-intensive, was put forth. Both methods were tested on various maritime security
scenarios and the result analysis is documented for a comparison of effectiveness between
the two approaches.

The optimal provisioning and allocation of spare parts is vital in the management of
systems with large fleet size, such as systems in the Army. The article, Spare Parts
Management for Large-scale Fleet Scenarios, discusses an in-house developed simulation
model known as PIPER that the Army uses to study the maintenance support concept, the
impact of combat damage and workshop manpower staffing.
The traditional software development model is no longer adequate to meet the challenges
of the fast-evolving needs of a Third Generation Singapore Armed Forces (SAF). The
article, Continual Systems Development for Command, Control and Intelligence Systems,
details the risk management framework adopted by DSTA which enables the SAF to
develop a high level of flexibility to respond rapidly to meet changing needs and address
emerging threats in the aspect of Command, Control and Intelligence systems.
The use of software to control and manage C4I systems has become pervasive in recent
years. The seventh article, Software Safety – Back to Basics, Knowing Where to Tap,
addresses the importance of fundamental software testing techniques such as white-box
testing and the use of quantitative metrics as a proxy for software system acceptance to
help mitigate the risks associated with software safety.
The article, Hazard Re-classification of 76mm Naval Gun Ammunition following UN Test
Series 6, details the motivating factors, test programme and positive results of the reclassification. The results of this undertaking have significantly enhanced emergency
response and platform survivability, as well as eased berthing constraints and increased
storage flexibility and capacity.
Business Intelligence in Government Procurement describes how Business Intelligence, via
a three-pronged approach of Intelligent Procurement, Portfolio Management and
Performance Management, has helped GeBIZ users exploit past procurement experiences
to reduce turnaround time, increase productivity and ensure accountability of public
funds.
An informative read can be found in Introduction to Mine Clearing Technology, which
provides an overview of the technologies and methods developed for mine clearing
operations currently used by the military and humanitarian demining organisations. The
article highlights that there is no single method to resolve the problem and that a
combination of tools would ensure a more successful mine clearing exercise.
The last article, Future Energy and Power Challenges, highlights the various energy and
power challenges faced by the Ministry of Defence and the SAF. The article also discusses
the use of alternative energies, energy management modes and even advanced composites
to overcome challenges and meet the energy and power demands in a cost-effective
manner.
On a related note, and in keeping with saving the Earth’s resources, we have printed
fewer hard copies of DSTA Horizons this year. The online version of DSTA Horizons is
posted on the DSTA website at www.dsta.gov.sg for easy access. We seek your help to
convey this message to members of the defence community as we want to continue in
our quest to promote learning, writing and sharing of valuable knowledge through DSTA
Horizons.

Rain Fade
Obstacle – Understanding
Overcoming the

Singapore’s Rain Dynamics and Feasible
Countermeasures Against Rain Fading

ABSTRACT
Rain fade has always been perceived as the major impediment
to satellite communications operating at higher frequencies,
particularly in tropical zones like Singapore. Researchers have
proposed various rain models to predict the extent of rain
fading in different regions globally. However, there still exists
an element of uncertainty of their applicability to our climate.
As such, it is of paramount importance to establish a suitable
high fidelity rain attenuation model based on local weather
information. By means of a more accurate estimation of rain
fade, and in tandem with the expected benefits of fade
mitigation techniques, these key technologies will enable the
realisation of a reliable satellite communications system.

Dr Lee Yee Hui
Koh Wee Sain
Lee Yuen Sin
Michelle Ho Xiu Mei

• Scattering – this is a physical process, caused
by either refraction or diffraction, in which the
direction of the radio wave deviates from its
original path as it passes through a medium
containing raindrops. This disperses the energy
of the signal from its initial travel direction.
The accumulation of these different reactions
ultimately leads to a decrease in the level of
received signal, thus resulting in rain
attenuation.

Rain Attenuation Model
To date, several rain attenuation models such
as the Global Crane (Crane, 1980) and ITU-R
P.618-8 (ITU Recommendation, 2007) have been
created to compute the rain fade figure for
earth-space telecommunication systems. Rain
models predict attenuation for a given
frequency from site-related parameters such
as rain intensity statistics, rain height and pathelevation angle. Most of the models available
today are developed based on the data
collected from temperate regions (Mandeep,
Allnutt, 2007).

Parameters

An ongoing research collaboration between
DSTA and Nanyang Technological University
(NTU) is looking into the establishment of a
suitable high fidelity rain attenuation model,
based on weather information from
Singapore’s Meteorological Services Division
of the National Environment Agency.
The principal objective of a rain attenuation
model tailored for Singapore’s environment is
to achieve an accurate estimation of the
attenuation level incurred by the signal due
to rain which is key to realising a reliable
SATCOM system.
This rain attenuation model utilises a
methodology similar to ITU-R P.618-8, with the
derivation of rainfall parameters such as the
specific attenuation and path reduction factor
being optimised to local data and findings.
Together with the site-related parameters, the
four key characteristics that influence the level
of rain attenuation experienced are as
explained in Table 1.

Description

Definition

Specific
Attenuation

This is a fundamental quantity
to model rain attenuation. It is
a function of rain temperature,
velocity of rainfall and most
importantly, raindrop size
distribution.

Specific attenuation defines
the rain attenuation per unit
distance.

Slant Path
Length

Rain fade is not experienced at
a specific collection point but
extended throughout the entire
propagation path.

The slant path length is defined
as the length of the satellite to
ground path that is affected by
rain.

Path Reduction
Factor

The rain rate along a propagation
path is not constant, especially for
large distances as in the case of
space-to-ground transmissions.

The path reduction is incorporated
to account for the spatial
variability of a rain event
and ensure higher accuracy.

Rainfall Rate
Statistics
Factor

Rainfall data is essential for
determining the degree of rain
attenuation in a SATCOM system.

Rain rate data is presented in units
of mm/hr over an average year as
a function of the cumulative
probability of occurrence.

Table 1. Description and definition of key parameters that affect rain attenuation
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SINGAPORE’S RAIN
ENVIRONMENT
The following sections describe the main
contributing factors and characteristics that
shape the investigation and development of
a high fidelity rain attenuation model for
higher frequencies of K band in Singapore.

Specific Attenuation
Raindrop size distribution (DSD) is a primary
contributing factor to express the specific
attenuation and the severity of signal
attenuation is a result of different raindrop
sizes. Preliminary DSD collection results attained
with a distrometer for varying rain rates in
Singapore showed that the critical drop
diameter is between 0.771mm and 5.3mm.
A negligible number of drop diameters were
out of this range and hence rendered as having
an insignificant effect on the overall rain rate
and specific attenuation.

Slant Path Length
For earth-space propagation, the slant path
length from the satellite to the ground station
that transits through the rain cell is dependent
on rain height and elevation angle. While ITUR P.839-3 (ITU Recommendation, 1999) defines
the rain height in Singapore to be 4.5km, the
elevation angle varies with different satellites
and earth station locations. Assuming an earth

station sited in Singapore points to ST-1, the
slant path length through rain is calculated to
be 4.75km.

Path Reduction Factor
The Meteorological Doppler Weather Radar
system is developed to intercept returning
radio energy, which will aid in identifying the
intensity of a rain event, through measuring
the radiated energy that is being backscattered
and reflected to its receiver. This system
processes weather information detected by
the Doppler radar to provide a representation
of the motion and intensity of rain known as
the reflectivity plot.
As the path reduction factor is introduced to
compensate for the inhomogeneity of a rain
event, an understanding of the rain distribution
over the slant path is required. Figure 2 shows
a reflectivity plot of both a stratiform and
convective rain event captured on 15 and 19
June 1998 respectively.
It can be seen that for a convective event, there
is a larger variation in the rainfall rate over
the propagation slant path as compared to a
stratiform event. There are typically more
occurrences of convective rain events in the
equatorial region. Thus, the path reduction
factor will not be a static formula but a
summation of values due to the fast varying
rain rate.

Figure 1. Slant path length through rain

Figure 2. Reflectivity plot of a stratiform and convective rain event

Rainfall Statistics
The location of the earth station is one other
consideration that will vastly affect the rain
attenuation. Due to the lack of comprehensive
actual rain data, prediction models like ITU
P-837 (ITU Recommendation, 2003) and CCIR
Rep. 563-4 (CCIR, 1990) have been developed
to determine the rainfall intensity in various
regions. The rainfall rates for Singapore at
0.01% exceedance worked out from the
different prediction models are depicted in
Table 2.

Location

ITU P-837

Singapore

120mm/hr

These figures reflect that for 99.99% of the
time, the statistical rainfall rate falls below the
indicated value for the respective models. In
other words, the rainfall rate exceeds that
value for 0.01% of the time.
Using measured rainfall statistics obtained
from the local meteorological stations through
a five-year period (2000-2004) over five
distributed sites, Singapore’s rainfall rate is
found to be 149mm/hr at 0.01% exceedance
(Leong, Foo, 2007). This empirical figure reveals
that both CCIR Rep. 563-4 and Crane Global
models are currently good reference models
to be adopted.

CCIR Rep. 563-4

Crane Global

145mm/hr

147mm/hr

Table 2. Predicted rain rate at 0.01% exceedance in Singapore
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Figure 3. Locations of the rain measurement sites

RAIN FADE AT HIGHER
FREQUENCY
TRANSMISSIONS
IN SINGAPORE
One of the most common methodologies for
gauging rain fade is the utilisation of rain
attenuation models. They predict the longterm rain attenuation statistics from point
rainfall rate given the site-related parameters.
Due to the differences in rain characteristics
in both temperate and tropical regions,
academics have been relentlessly attempting
to determine the accuracy of these models in
various local environments.

East Asia. In one such study, measurements of
rain attenuation in Indonesia collected over a
period of two years have indicated that the
measured rain attenuation is relatively close
to the DAH1 and ITU Model (Suryana, 2005).
In a separate study done by NTU, the results
in Singapore pointed to a great discrepancy
between the measured and various models, as
shown in Table 3 (Ong, Zhu, Lee, 1997).
These conflicting results potentially suggest
that these rain models might not provide an
accurate prediction of rain attenuation for
tropical areas. Continued developing efforts
are thus required to build a high fidelity rain
attenuation model that is tailored to our
climate.

Several studies have been conducted to validate
the different rain attenuation models in South

Rain Attenuation

Annual
Availability (%)

CCIR 564-3

CCIR 564-4

ITU-R P.618.3

ITU-R P.618.8

Measure Mean

99.77%

6.91

3.85

4.41

5.72

8.9

99.90%

10.27

5.72

6.56

8.69

14.56

Table 3. Comparison of measured and modelled rain attenuation for Ku band in Singapore

FADE MITIGATION
TECHNIQUES
The occurrence of rain outage does not
necessarily suggest that there will be a
complete total disruption to the
communications link. To overcome the
dynamics of outages, FMT is undeniably a
critical element in the design of SATCOM
networks as the effects of fading can be
combated by exploiting the correct mitigation
measure(s) to improve the communications
availability and reliability of satellite links. In
other words, the incorporation of FMT
throughout the chain from the user terminal,
the spaceborne payload to the overall network
design, can potentially offer a reduction in
outage time.

Uplink Power Control
The simplest way to compensate for the rain
fade effect is to increase the transmission power
at the terminal end. This method is known as
uplink power control. However, constant
transmission of high power may result in
interference among users during clear sky
conditions. The underlying technology
therefore resides in the dynamism of the system
that is capable of adjusting the power, in
response to the fading variations, to the
required signal level essential for higher
frequency operations. Three types of uplink
power control algorithms can be executed to
maintain carrier power or signal quality during
rainy periods.
• Open loop power control – The satellite
generates a beacon signal to the receiving
ground station which is used to ascertain
the level of downlink attenuation. The
power controller at the ground station then
estimates the uplink fade required by
applying the frequency scaling ratios for
cloud, gaseous and tropospheric scintillation
attenuation.

• Closed loop power control – Similar to the
open loop power control architecture, the
ground station utilises a loopback
communication signal instead. Its
transmitted beacon signal is analysed to
estimate and counteract for the rain
attenuation i.e. the received signal comprises
both uplink and downlink rain effect
degradation.
• Feedback loop power control – A central
station monitors the signal levels of all the
received carriers and analyses the power
adjustment needed for the affected carriers.
This control information and command are
subsequently routed to the transmitting
ground station for the corrective measure(s)
to be effected.
Though uplink power control is affordable and
simple, it provides marginal benefit as it cannot
continuously amplify its margin. Most amplifiers
exhibit a non-linear behaviour and the output
power will be limited despite an increase
in power.

Adaptive Coding and
Modulation / Variable Coding
and Modulation
In recent years, open standards such as the
Digital Video Broadcast-Satellite Second
Generation (DVB-S2) have emerged. One of
its features, Adaptive Coding and Modulation
/ Variable Coding and Modulation (ACM / VCM),
lies in its dynamic assignment of coding and
modulation as a key enabler for dynamic
bandwidth allocation and optimisation.
Examples of DVB-S2 compliant satellite modems
that are equipped with ACM / VCM capability
are Viasat’s Linkstar DVB-S2 Broadband Very
Small Aperture Terminal System and the
iDirect Evolution Series of Modems.
The ACM / VCM technique leverages coding
and modulation adjustments to achieve
acceptable throughput over fading link
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channels. In each DVB-S2 frame that is
transmitted, the header contains information
on how that frame will be modulated and
coded. An ACM / VCM-enabled demodulator
will read this information to demodulate and
decode the frame, wherein each header allows
for the varying of the modulation and coding
scheme for every transmitted frame.
The differentiating component between ACM
and VCM is the return channel from each
receiving site to the transmit site which is only
available in ACM. In the case of ACM, the
return channel supports a dynamic modification
of the coding and modulation rate of each
frame in accordance with the measured channel
conditions. The application of this feature will
improve the system capacity, peak data rate
and coverage reliability as the signal
transmitted to and from a particular user is
modified to account for the signal quality
variation. This will exploit good transmission
conditions to obtain higher throughput, while
reducing the demands on the channel when
the conditions are temporarily bad.

Site Diversity
The downlink transmissions of a satellite cover
a very large geographical area, with different
areas experiencing different weather or rain
intensities. Site diversity takes advantage of

the limited size and spatial extent of a highrain-intensity cell to yield an improved network
throughput.
In other words, the concept of this technique
is to have two or more interconnected earth
stations situated at a sufficient distance apart
and to evaluate the signal fading at each
individual remote terminal before choosing a
site with better propagation conditions. The
architecture of this system encompasses the
linkage of several stations receiving the same
signal and a control centre that will perform
the computations and switchings. A diversity
system that switches between signals obtained
at various receivers can benefit from the local
spatial variation and movements of the rain
cell, thereby enhancing the overall link quality.
The performance of the site diversity technique,
carried out in Singapore, was evaluated with
Ku band signals from INTELSAT. These signals
were monitored at two earth stations, namely
NTU and Bukit Timah (BKT) which are separated
by 12.3km (Isaiah, Ong, Choo, 2000). The
cumulative distribution of attenuation
measured at NTU and BKT is illustrated in
Figure 4.
It can be seen that when the site diversity
technique is employed, the overall level of
attenuation will decrease. For instance, the

Figure 4. Cumulative distribution of attenuation

exceedance percentage is reduced from 0.25%
to 0.035% for a typical link margin of 7dB
which translates to a decrease of 18.8 hours in
signal outage in a year.

Frequency Diversity
The strategy is to draw on the lower frequency
band payload during the occurrence of fading
at higher frequencies via a ground control
station. The affected earth stations will be
authorised by the control station to tap the
lower frequency resources when the climatic
condition reaches a certain threshold while a
processor onboard the satellite ensures the
interconnection among the stations operating
over two different bands.
This method is suitable for satellites operating
in two frequency bands, typically Ka band and
C or Ku band, and usually achieves low levels
of outage probability especially during severe
rain fade. Furthermore, it can serve as a
countermeasure to mitigate any interference
encountered. The downside is that it is not a
cost-effective solution to be implemented
onboard commercial satellites as it makes
greater demands on both the space and ground
segment resources.

Satellite Diversity
Another means of FMT that can be adopted is
satellite diversity. This concept allows the earth
station to select one of the available GEO
satellites that will provide the most favourable
link under the existing propagation conditions.
Satellite diversity trials involving three earthspace propagation paths between Osaka, Japan
and three satellites, namely JCSAT, BS and NStar, have reflected an attenuation reduction
at Ka band of at least 3dB for a time percentage
of 0.01% (Maekawa, 2002).
Besides enhancing the link performance and
availability, a vital advantage of satellite
diversity is its ability to mitigate the effects of
network operational issues in the event of a
satellite failure.

CONCLUSION
It is undeniable that the next generation
SATCOM system necessitates the employment
of a methodical approach in its planning and
designing, in view of the challenge to the
availability of frequency spectrum at lower C
band frequencies as well as the rising demand
for a wide array of mobile and broadband
applications. Rain fade poses a persistent
challenge which cannot be totally eradicated,
especially for SATCOM links above C band.
Fortunately, rain fade usually does not last
long and normal communications return once
a heavy shower has passed.
To better anticipate the impact of rain fade,
it is essential to develop an applicable rain
attenuation model customised for the local
environment. This comprehensive model
presents an opportunity to shed more light on
the rain dynamics experienced in tropical
regions and will form the foundation for
yielding a consistent process in the overall
designing of the SATCOM network.
Further to that, FMTs, either used singularly
or in combination, offer enormous potential
in overcoming the adverse effects of rain fade.
Demonstration initiatives and pre-commercial
activities have already been launched and
commenced to examine the use of FMT on
mobile DVB-S2/RCS-based broadband
interactive satellite systems on the railway.
With the commercialisation of mitigation
techniques and proper system planning, hopes
of a more effective combating of rain fade
effects in the tropical region may be raised.
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ENDNOTES
1DAH

(Dissanayake, Allnutt, Haidara Model) is
one of the rain models used for rain
attenuation predictions.
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Reducing the

Risk of Flashovers
in the Design of an Underground
Ammunition Storage & Processing Facility

ABSTRACT
Flashovers are hazards to ammunition and human safety in an
ammunition storage area. Therefore, it is vital that such areas
are designed with features that prevent flashovers initiated
by electrical faults, external lightning events and electrostatic
discharges. A comprehensive grounding and bonding scheme
is essential to minimise such a hazard. This paper describes the
flashover risks addressed in the design of an underground
ammunition storage area, and the various engineering efforts
adopted to implement the grounding, bonding and electrical
systems within such a facility. The performance and maintenance
of these safety features are addressed.

Chua Hian Koon
Teh Siaw Peng
Ho See Fong
Lim Jiunn Shyan

Risk of Flashovers
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Reducing the
in the Design of an Underground
Ammunition Storage & Processing Facility

INTRODUCTION
There are many benefits of storing ammunition
underground. Besides providing good
protection from adversarial attacks, such a
facility could also reduce the land sterilisation
area required to ensure safe land use around
the area. Despite these benefits, there are new
challenges in designing a safe environment
for underground ammunition storage.
‘Flashover’ is a general term used to describe
a disruptive discharge around or over the
surface of a solid or liquid insulator. In the
design of any ammunition storage and
handling facility, it is important to consider
the possible catastrophic events that can be
initiated by the occurrence of a flashover. A
flashover with a high energy content, and in
the presence of a good mixture of explosive
dust or flammable gas, is likely to cause an
explosion. There are three classes of flashover
hazards that need to be addressed:
The first class refers to lightning-induced
flashover hazards. The safety of the
ammunition stored underground from direct
lightning strikes or from lightning-induced
voltages must be considered.
The second class refers to electrical flashover
hazards. In an underground facility, electrical
power is essential for lighting, ventilation and
pumping functions. Electrical flashover hazards
can occur in the form of short circuit faults
along the electrical network, over-voltages
generated by the switching of electrical
equipment or the aging of or damage in the
insulation of electrical equipment.
The third class refers to flashovers induced by
the accumulation of electrostatic charges.
During the handling of sensitive explosive
devices such as electric fuze primers,
electrostatic charges accumulated on a human
body or any charge storage device could
accidentally discharge through the primer
circuit and fire it off.

There is limited knowledge and experience in
designing ammunition storage and processing
facilities in an underground environment. There
is also a lack of literature that addresses the
flashover hazards peculiar to underground
ammunition storage and processing. Much
insight has been gained from studying the
mining industries and underground tunnelling
projects. This paper shall address the concerns
of flashover hazards in building such a facility
in Singapore and suggest some engineering
measures that have been adopted to mitigate
the occurrence of such hazards.

LIGHTNING FLASHOVER
HAZARDS
Singapore has one of the highest rates of
lightning activity in the world. Lying near the
equator, Singapore has weather that is hot
and humid almost all year round. Conditions
are favourable for the development of
lightning-producing thunderstorm clouds. An
average of 171 thunderstorm days (days when
thunder is heard) is recorded annually in
Singapore, according to the National
Environment Agency, Singapore (2002).
Lightning in Singapore has an average ground
flash density of 12.6 strokes per year per square
kilometre. The occurrence will be higher along
the coastal region, areas with water bodies
and higher ground with vegetation. This
awesome natural phenomenon, with the
capacity to reach discharges of up to 200kA
and create voltage potentials of up to millions
of volts, can wreak havoc if not properly
addressed.
Conventional above-ground ammunition
storage facilities can be effectively protected
against the effects of lightning by fitting the
facilities with air termination networks, earth
termination systems, appropriate surge
protection and more importantly, leveraging
the interconnected network of reinforcement
bars usually inherent in the construction of
such facilities. This concept of protecting the

ammunition through potential equalisation,
by creating a Faraday cage around the
ammunition, has been tested to be effective
(International Symposium on Defense
Construction, 2002). By ensuring the placement
of ammunition at practical distances from the
walls of the facilities, lightning flashover
hazards could be effectively mitigated.
There is limited knowledge, however, on the
effects of lightning strikes on an underground
environment. An ammunition storage facility
built in granite rocks may appear to be well
protected, yet the possibility of other lightninginduced flashover risks cannot be discounted.
Technical literature from the international
engineering community has revealed the
possibilities of lightning propagation through
the earth and the potential for igniting
flammable gases in underground coal mines
(Novak and Fisher, 2001). Studies have shown
that a potential difference of up to 15.6kV
could be generated at the base of a coal mine
600-feet deep under the surface.
In May 2007, a research team from Sandia
National Laboratories published a news release
suggesting that the explosion at the Sagao
Mine, located near Buckhannon, West Virginia,
US on January 2006, was likely to be caused
by lightning. The research team cited two
possible modes of transmission of lightning
energy deep into the coal mine. The first mode
is through a lightning strike on the earth’s

surface and the resulting propagation of
lightning current through the overlying strata
into the underground space. The second mode
is through a direct lightning strike on metallic
penetrations such as conveyers and power lines
at the entrance of the mines and propagating
deep within.
Therefore, it is important to consider the effects
of lightning in an underground space, especially
if the underground space is built within highgrade granite rocks. Granite rocks have a high
resistivity of between 1000 -m to 3000 -m.
The depth of penetration of lightning is
proportional to the resistivity of the earth. This
means that there is a possibility that significant
electric fields generated by lightning strikes
on the surface of high resistive granite rocks
could propagate deep into the underground
space. If the earth strata were uniform, the
electric fields generated underground should
be evenly distributed such that there would
not be any build-up of significant potential
difference. However, in reality, rock strata are
usually not uniform, especially at the ceiling
of the rock cavity.
In the construction of an underground storage
facility, it is a common practice for steel bolts
to be drilled into the rock crevices as a safety
measure to prevent loose rocks from falling.
Additional bolts are also drilled into the rocks
to support overhanging structures for the
ventilation system, as shown in Figure 1. These

Rock Bolt

Supporting
Bolts for
Overhanging
Structures

Figure 1. Rock bolts and supporting bolts commonly used in underground space

19

20

rock bolts and overhanging structures
contribute to create a non-uniform electric
field distribution along the ceiling surface,
thus creating potential gradients.
Some forms of ammunition contain flammable
liquid which, upon release into the atmosphere
e.g. during accidental spillage, will easily
vapourise and form flammable vapour clouds.
In an underground space, ventilation is limited
and any gaseous emission will potentially be
contained in a confined space. If flammable
vapour or explosive dust were to accumulate
to an appropriate mixture at the top of the
underground space, a lightning-induced
potential difference might generate flashovers
that could spark off the combustion of the
vapour or dust. In the building of an
underground ammunition facility, the question
of whether a lightning strike would generate
a potential difference between the
underground rock bolts great enough to
initiate a flashover has to be addressed. Figure
2 shows an illustration of this problem.

Assuming that the resistivity of the earth strata
is uniform and that the current from a
lightning strike on the surface of earth is
discharged uniformly in a semi-hemispherical
manner into the earth, the potential difference
between two points in the ceiling of the
underground space can be estimated by the
following relationship:

Assuming that the lightning strikes directly
above point A, where rA = DE, the induced
potential difference between two points in
the underground space can be expressed by
the following relationship:

There are two possible strategies to prevent a
build-up of potential difference. One strategy
is to ensure that the potential gradient in the

Lightning strike on earth
surface, with current IL

Figure 2. Illustration of lightning propagation into underground space

underground space does not exceed the
minimum breakdown strength of air. The
dielectric breakdown strength of air ranges
from 1MV/m to 5MV/m, depending on the
humidity and the atmospheric pressure. In the
worst case scenario, if two adjacent rock bolts
are separated by 0.5m, there needs to be a
potential build-up of 500kV across the two
bolts to initiate a flashover. This scenario can
be avoided by ensuring that there is a minimum
separation distance between adjacent rock
bolts and metallic structures. In other words,
the further the rock bolts are apart from one
another, the greater is the potential difference
required to generate a flashover.

A transmission line model as illustrated in
Figure 3 can be used to study the voltage and
current transients that will propagate along
the stretch of the metallic element leading
into the underground space. The metallic
element such as a stretch of structural steel
overhanging support is modelled as a series of
unit inductances: Ls and resistance Rs. Each
unit section is earthed with a resistance Re and
has a capacitance to ground Ce. Circuit transient
analysis software such as EMTAP or Pspice can
be used to calculate the voltage transient on
the metallic element at the end of the
underground tunnel, for the worst cases of
lightning strike.

If certain rock bolts and metallic structures
cannot be practically separated by the
minimum distance, the second strategy is to
bond them galvanically together to ensure
that the potential difference across is not high
enough to generate a flashover.

The model can be used to determine the
number of grounding points that is necessary
to bring the conducted voltage transient at
the end of the circuit to a safe and tolerable
level. This will ensure that the potential rise
will not be high enough to generate a
flashover.

The presence of a steel-cased bore hole that
extends from the earth’s surface into the
underground space will increase the magnitude
of lightning-induced potential difference
between the underground rock bolts (Fisher
and Novak, 2001). Computational finite
element methods can be employed to evaluate
the electric field distribution in the
underground space.
As mentioned earlier, the second mode of
lightning propagation into an underground
space is through a direct lightning strike on
metallic elements at the entrance of the tunnel
or shaft leading into an underground space.
These metallic elements could be power cables,
communication cables, metal pipes for drainage
or fire-fighting applications, metallic ventilation
ducts or metallic supporting structures. A direct
lightning strike on these elements will cause
a high discharge current to flow in them. As
the lightning current flows along the path of
the metallic element, it will generate points
of potential difference between the element
and its surrounding environment.

A flashover will be generated when there is a
potential difference between two points built
up beyond the electrical breakdown strength
of air. To mitigate this mode of lightning effects,
the metallic elements must be intentionally
grounded at multiple sections to provide good
current discharge paths as it stretches along
the length of the tunnel from the entrance to
the storage space. Equi-potential bonding
should be applied to adjacent metallic elements
on the wall and floor sections along the tunnel
on ensure that the ground potential rise
between these elements is minimised. The
section on ‘Grounding and Equi-potential
Bonding’ shall elaborate more on this aspect.
F o r p o w e r- c a r r y i n g c o n d u c t o r s a n d
communications conductors which cannot be
grounded practically, surge suppression devices
are installed at these service entry points to
prevent the lightning-induced currents from
propagating down these conductors.
Another possible mode of lightning
propagation that warrants more study is how
lightning will propagate through cracks in the
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Figure 3. Circuit model of metallic element along the tunnel
rocks. It is common for rock formations to have
cracks either naturally occurring or artificially
made during blasting operations to create the
underground space. Groundwater often flows
through these cracks and may form a
conductive discharge path for lightning currents
to reach the underground space.

ELECTRICAL FLASHOVER
HAZARDS
Electrical flashovers can be generated in many
ways. The following are some known ways:
a. Damage to power cables along the tunnel
due to rock fall
b. Arc initiation during the switching of circuit
breakers
c. Flashover across power-carrying bus-bars
due to insulation failures
d. Flashover across medium voltage transformer
windings due to insulation failures or surface
conduction across conductive dust
e. Flashover across electrical terminals due to
human error, rodents or vermin

f. Loose connections in electrical wiring causing
overheating and minor arcing between
connections – this may extend over a period
of time to cause air ionisation in an enclosure
which could lead to a flashover to ground
g. Accidental energising of bus-bars when
maintenance personnel are working on
them, or when tools are left in the switch
gear compartments
h. Accidental energising of bus-bars when the
grounding switch of circuit breakers has not
been opened
i. Overheating of motor control panels
resulting in insulation failures that may
progress to flashover
The incidences in the above list can take place
in any installation, and the effects will be
catastrophic if the flashover ignites flammable
gas or explosive dust in an ammunition facility.
The design of the protection systems and the
method of installation for the electrical
infrastructure have to be such that they prevent
flashover hazards.

Fundamental in the design of the electrical
network of an underground ammunition
facility is the type of grounding system to
adopt. The choice of grounding system is
important as it affects not just the overall
electrical safety but also the lightning safety
of the facility.
A five-wire TN-S electrical grounding system
can be used. It is suited to the distribution
system in Singapore as it provides a protective
earth conductor in each outgoing circuit,
allowing the safe return of fault currents in
the case of any phase-to-earth faults. This thus
provides protection against direct and nondirect contacts. For such a TN-S electrical system,
the low voltage network is solidly grounded
at one point at the secondary winding of the
transformer. At the low voltage level,
overcurrent protection and ground fault
protection devices should be installed to
provide two levels of circuit protection from
electrical faults. The protective earth conductor
provides a continuous low impedance path for
the earth current to flow through, thus
permitting the positive action of the ground
fault protection devices. However, this will
inevitably also generate higher fault currents.

It is sometimes necessary for ammunition
facilities to be sited deep underground to
provide the necessary protection. In such
situations, electrical networks may stretch
several kilometres. It is thus not uncommon
for medium voltage distribution of electricity
to be used to overcome the problem of voltage
drop. It is important to define zones within
the underground space, such that medium
voltage electrical substations, distribution
rooms, equipment and control panels are
located at safe distances away from the zones
where ammunition is physically stored or
processed. At the medium voltage level, pilot
wire differential-relay protection should be
incorporated to provide discrimination and
trip circuit breakers during real cable faults.
Active ventilation, fire suppression and
compartmentalisation systems should be
specifically designed such that an electrical fire
or flashover hazard at the equipment zones
does not ignite any flammable compound or
propagate into the ammunition storage or
processing areas. Electrical switchgears or circuit
breakers can be located in positive-pressurised
plant rooms and housed in metal
compartments that prevent the ingress of dust.
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Figure 4. Illustration of a TN-S electrical earthing system
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Gas-insulated switchgears are designed such
that the bus-bars and the switching contacts
are enclosed either in a vacuum or in SF6 gas
pressurised tubes. They should be considered
for application as they confine flashover arcs
at the points of switching contacts within the
pressurised tubes, thus providing additional
safety compared to air circuit breakers.

ELECTROSTATIC
FLASHOVER HAZARDS
Lessons in the history of ammunition handling
have shown us the risks of electrostatic
flashover or discharge on components of
ammunition systems. During the 1950s, the US
Naval Ordnance Laboratory investigated the
accidental firing of a Mk112 type electric primer
and concluded that some electric fuze type
primers are extremely susceptible to initiation
by electrostatic discharges due to the charges
accumulated during the handling procedures
(Kabik and Ayres, 1951). As modern
ammunition systems are increasingly integrated
with miniaturised electronic firing and control
features, they may not be much safer under
similar exposure to electrostatic discharge.
The environment in the underground space is
usually warm and humid, with the relative
humidity level in some areas reaching as high
as 99%. This benefits electrostatic discharge
(ESD) control as static charges are easily
discharged from a body through the moist air.
However, it is still important in the design of
the underground facility that ESD control
measures are adopted. It is uneconomical to
enforce ESD control measures throughout the
entire span of the facility, thus specific zones
would need to be identified for the handling,
unpacking and processing of ammunition. ESD
control measures can thus be limited to these
zones.
The explosive safety code of the UK
Department of Defence suggests a list of
comprehensive ESD control measures for a
typical above-ground facility and can be
suitably applied in an underground
ammunition processing environment.

Safety features should be installed to facilitate
the discharge or ‘bleeding’ of body static
charges. In zones for ammunition storage, airconditioning equipment installed should
maintain the relative humidity level above
60% so as to prevent the build-up of
electrostatic charges. Personnel static discharge
bars should be located at accessible locations
e.g. the entrance of storage areas and
ammunition processing areas.
In zones of ammunition processing, anti-static
or conductive flooring can be installed as a
means of personnel discharge. Anti-static
flooring helps to discharge any charged body
slowly to earth via a resistive layer. The use of
anti-static flooring for zones processing
ammunition with ignition energy between
1mJ and 156mJ and the use of conductive
flooring for ammunition with ignition energy
less than 1mJ are recommended (Joint Service
Publication, 2006). The UK ESTC code
recommends that anti-static flooring have a
surface-to-earth resistance between 50k to
2M , whereas the conductive flooring is to
have a surface-to-earth resistance of less than
50k .

GROUNDING AND EQUIPOTENTIAL BONDING
Due to the poor conductivity of the rocks in
an underground rock cavern, it will be difficult
to obtain low resistance grounding throughout
the whole facility. The choice of the grounding
system adopted will affect the electrical and
lightning safety of the underground space.
The mining industry in the US is required by
regulations to install safety grounds in mines
that are electrically isolated from the grounds
of the mine substations. This is to ensure that
the safety grounds are maintained at absolute
potential and not energised to a dangerous
level during a lightning strike on incoming
power lines or during ground faults. One of
the reasons is due to the fact that most mines
extend far away from the substations. It is
impractical to ensure that the mine walls and
floors are well bonded to the power system

ground when there are no large metallic
structures, steel beams or embedded reinforced
concrete that span the length of the mine
tunnels. However, electrical mining equipment
in these areas have ground conductors that
extend to the grounds of the substations.
Mineworkers are thus prone to shock hazards
as they come between two elements tied to
different isolated grounding systems.
Maintaining two separate ground systems
ensures that the potentials of both the
equipment ground and mines’ floor are kept
independently at a safe absolute potential.
However, such a separation of grounding
systems does have its problems as discussed in
Cooley and Hill (1986 & 1988). An underground
ammunition facility, unlike a mine, is a longterm fixed installation. Multiple large metallic
structures are usually installed along the length
of the tunnel to provide for ventilation, smoke
control and other fire-fighting features. In
practice, it is difficult to ensure that the two
grounds are not coupled, especially when these
large metallic structures extend along the
length of an underground tunnel. Having two
separate grounding systems in close proximity
but not interconnected will inevitably result
in ground to ground potential differences. This
may lead to a shock hazard, which could be
lethal in the event of an electrical fault or a
lightning strike.
The type of method used to ground an
underground electrical system should be
carefully considered. There are four possible
options: (1) ungrounded, (2) solidly grounded,
(3) low resistance grounded or (4) high
resistance grounded. Each type of grounding
system offers its advantages and disadvantages.
An ungrounded electrical system will result in
severe transient over-voltages as high as six
times the nominal system voltages. There is
also difficulty in locating and removing ground
faults in such a system as there is no direct
return for ground fault currents.
Solidly grounded electrical systems potentially
generate high fault currents, typically in the

order of 1,000A for low-voltage systems.
Although such high fault currents have highenergy content that is sufficient to generate
arc-flash hazards, they will also trip over-current
protection devices more easily. Solidly grounded
systems do not generate high over-voltages
and allow the quick location of faults. They
are more suited for a TN-S five-wire electrical
system as they are intended for fault currents
to flow through a low earth loop impedance
to trip the ground fault protection devices.
Solidly grounded systems ensure that the
transformer secondary windings are Wyegrounded to the substation ground and will
complement the low impedance grounding
for lightning protection.
It has been a popular practice since the 1970s
to adopt high resistance grounding in mines
and petrol-chemical industries to reduce the
magnitude of short circuit currents. High
resistance grounding reduces the magnitude
of fault currents to low levels (typically 5A to
25A), thus preventing the destructive effects
of ground fault currents and reducing the risk
of arc flash hazards. Since fault currents are
limited to such low levels, process plants can
continue to operate without interruption.
Therefore, high resistance grounded systems
offer service continuity. A high resistance
grounding system is applied to three-phase
three-wire loads where phase-to-neutral loads
are not served, and thus it is not practical to
be used for a TN-S five-wire electrical network.
Another concern is the conflict with lightning
safety-grounding practices. Lightning safety
codes prefer a low impedance grounding and
bonding system to ensure that the potential
rise between two points is kept to a minimum.
In the case of lightning-induced equipment
potential rise, there may be a risk that high
potential differences may be built up across
the equipment chassis and phase conductors.
A higher insulation level will hence be
required on equipment connected to the
electrical system (as commented by Dr Abdul
Mousa, 2008).
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Figure 5. Illustration of grounding system for an underground ammunition facility
It is thus more practical to install a common
grounding system and achieve as low a
resistance to the ground as possible.
An extensive grounding system should be
designed for an ammunition facility in the
rocks in order to prevent both lightning and
electrical flashover hazards due to uneven
ground potential rise. Figure 5 gives an
illustration of an underground common
grounding system. The grounding system

Figure 6. Equi-potential bonding of metallic services at
entry points before concrete walls are cast

consists of metallic grid networks embedded
under the concrete floors of the electrical
substation as well as zones where ammunition
is stored or processed. The grounding grids
below electrical substations prevent hazardous
ground potential rise in the event of a phaseto-ground fault. In zones where ammunition
is to be processed or stored, the grounding
grids prevent ground potential rise when
lightning strikes propagate into the
underground space. Along the stretch of the
tunnel, bare copper conductors are embedded
under the road surface. At various intervals of
the tunnel, bonding conductors provide equipotential bonding between the buried copper
conductors and the overhanging metallic
services. For storage areas, a Faraday Cage
concept is adopted. Metallic services are equipotential bonded to entry points of the storage
areas to further ensure that any lightninginduced currents flowing through would not
cause ground potential rise at the storage
areas. Figure 6 shows an illustration of such
an installation. Ammunition safety is further

enhanced by storing ammunition in metal
containers that will act as a second layer of an
equi-potential Faraday Cage.
There are various ground enhancement
materials that can be used to achieve low
impedance grounding amidst high resistivity
rocks. These include coke, bentonite clay and
conductive concrete. Expected high rate of
corrosion and groundwater wash-off must be
considered in the choice of the ground
electrode installation adopted. In the tropics,
the weathering effects on rocks make the
selection of aluminum unsuitable as an
electrode material. Coke powder or chemical
enhancement materials are also unsuitable in
underground environments, as groundwater
can wash off such materials over time, and
they may eventually exhibit unstable resistivity
(Switzer, 1998).
The impedance of a ground electrode
installation to remote earth can be imagined
to be similar to conductive onion-like layers of
equal thickness (Paschal, 2000). If the

conductivity of the materials immediately
surrounding the metal electrode is improved,
the overall earth impedance of the ground
electrode would be significantly reduced. This
is more effective than extending the length or
diameter of the electrode.
Low impedance grounding can thus be
achieved in the high-resistive rocks by drilling
deep bore holes at various sections of the
tunnel. Each of these bore holes should have
a copper electrode planted within and filled
with conductive concrete materials. The copper
electrode is further bonded at the top to the
total grounding grid network. Figure 7 shows
an illustration of such a ground electrode
installation. Bonding several grounding
electrodes in parallel to the grounding grid
network can further reduce the impedance to
remote earth.
The presence of groundwater that washes off
minerals and salts from the topsoil will
contribute to the weathering effects on rocks.
A higher rate of metal corrosion may be
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Figure 7. Illustration of a ground electrode installation in high-resistive rocks
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experienced in underground space. It is thus
important to conduct regular checks on the
condition of the grounding and bonding
conductors as part of the maintenance plan.

ZONING
As with the masterplanning of any major
facility, the zoning of functional areas within
the ammunition facility and the subsequent
hazardous area classification are important
parts of the design consideration. Area
classification provides a methodology for
analysing and classifying an environment where
flammable vapour, mist or dust may occur with
the expected operations of the area. This
zoning template will help designers in the
proper selection and installation of apparatus
to be used safely in the environment.
JSP 482 and ATEX (‘Atmosphères Explosibles’)
Directive (94/9/EC) on safety requirements for
electrical installations and standards of
protection for equipment give a good guide
in defining zones of hazardous areas. JSP 482
recommends classification of areas based on
the type of explosive substance present and
the frequency of the presence of such explosive
gases, vapour or dust. It also further defines
the type of protection for different Equipment
Zones. Areas deemed to have a potential for
the release of explosive gas or vapour will be
classified as Category A. Category B facilities
refer to areas where there is a risk of explosive
dust present in the atmosphere. Category C
comprises all explosive buildings in which
explosives do not give rise to flammable vapour
or explosive dust at normal storage
temperature.
Further zone classification is assigned to
Category A and B areas in recognition of the
differing degrees with which explosive
concentrations of gases, vapours or dust may
arise in terms of both frequency of occurrence
and probable duration of existence on each
occasion. Zone 0 is assigned to places where

explosives gases and/or vapour will be present
continuously or for long periods. Electrical
equipment should not be installed unless it is
absolutely essential and must comply with
ATEX Equipment Category 1. Locations where
explosives gas and/or vapour atmosphere will
be likely to occur in normal operation will be
classified as Zone 1 and the electrical equipment
installed shall be certified to meet ATEX
Equipment Category 2 standard. Zone 2 will
cover areas where a flammable atmosphere is
not likely to occur in normal operation but will
exist for only a short time if it does occur.
Electrical equipment will be certified to meet
ATEX Equipment Category 3 standard.
JSP 482 provides further reference to specific
types of protection appropriate for different
zones (e.g. intrinsic safety types for Category
A Zone 0 and flameproof types for Category
A Zone 1) as well as maximum surface
temperature requirements for the electrical
equipment in explosive storage. Special
consideration should also be given to allow
for the possibility of change in use of the area
which may require a different classification
and involve a different set of site compatibility
issues related to operational and maintenance
activities.
As discussed, areas within the facility can be
divided into Equipment Zones according to
the nature of the explosives that are stored or
handled as well as the processes to be
undertaken. Electrical installations and
equipment are then afforded the same
Equipment Category as the areas in which they
are installed or used. Equipment that meets
the high safety and explosion-proof standards
for Category A and B zones is often more costly.
The use of this zoning concept helps to ensure
that the appropriate equipment is used for
the different zones instead of the entire facility.
This will effectively reduce hazards from
electrical flashover and also ensure the
economical usage of the equipment.

CONCLUSION
Lightning, electrical and electrostatic flashover
hazards could occur in ammunition storage
facilities and those built underground are no
exception. Safety measures such as potential
equalisation and sound grounding could be
implemented to mitigate these risks. The
challenge is always in the application of these
measures to the actual facility, especially when
it is underground and houses complex services
and systems. Prior planning to classify the
facility into different functional zones would
provide a focused approach to meet the
requirements of each area. Finally, good design
and implementation would need to be
consistently complemented with sound
operation and maintenance practices to keep
the hazards at bay and ensure that the
ammunition facility remains safe for storage,
operations and other related activities.
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Creating and Valuing Flexibility in Systems
Architecting: Transforming Uncertainties
into Opportunities Using

Real Options Analysis

ABSTRACT
Flexibility is one of the strategies to ensure the value delivery
of a System of Systems (SoS) during its life cycle in light of the
changing external environment. This article discusses the notion
of ‘Real Options Thinking’ to create flexibility and ‘Real Options
Valuation’ to value flexibility when designing an SoS to manage
significant uncertainties. We propose a ‘Real Options Analysis’
framework consisting of the dual parts of ‘Real Options
Thinking’ (akin to good management intuition) and ‘Real
Options Valuation’ (akin to stochastic optimisation) to promote
a common ‘options language', enrich vocabulary, sharpen our
thinking and guide quantitative analysis when managing
technical projects. Adopting ‘Real Options Thinking’ and ‘Real
Options Valuation’ will increase our capacity to identify, create
and secure both technical and managerial options through
deliberate choice, in a cost-effective and timely manner. It will
also increase our tolerance of uncertainties and empower us
to actively manage uncertainties to create opportunities and
reduce risks.

Angela Ho Wei Ling
Ng Chu Ngah

Creating and Valuing Flexibility in
Systems Architecting: Transforming Uncertainties
into Opportunities Using
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Real Options Analysis
INTRODUCTION –
UNCERTAINTIES AS
BOTH RISKS AND
OPPORTUNITIES
In the context of Singapore defence, our real
life complex systems are invariably Systems of
Systems (SoS) which always operate in uncertain
and dynamic environments. Typically, while
systems architects design an SoS, programme
managers develop an SoS that will operate in
an uncertain and dynamic environment. The
drivers of uncertainties can be both external
and internal. External factors such as emergent
threats, new operational concepts, disruptive
technologies and shifts in supplier industry
structure are largely beyond our control. On
the other hand, internal factors come from
uncertainties in the programme delivery and
are generally well managed by current project
management practices. The approaches and
methods to deal with uncertainties arising
from external factors are not well understood
today. In addition, there is an increasing need
to design and deliver SoS in fast-changing
environments. Thus, it is essential to anticipate
these known unknowns and, as far as possible,
prepare for this class of uncertainties.
History shows that we are poor forecasters of
exact trends. Over-confident forecasts like
“640kb ought to be enough for anyone” from
Bill Gates underestimated the uncertainty in
demand and technology. Designing an SoS to
specific trends may turn out to be costly as a
single ‘unknown unknown’ can throw off our
predictions and ability to react in the future.
We would be better off predicting a range of
scenarios and developing the feasible solution
space containing all flexible on-demand
responses that we can choose to adapt as new
information becomes available with time,
rather than designing our SoS to forecasted
trends.

“Uncertainties are a source of risks and
opportunities” (de Neufville, 2004).

Traditionally, for large-scale complex systems,
uncertainties are treated as risks and are
therefore undesirable. The approach towards
uncertainties is consequently to manage them
through risk mitigation. However, ‘Real Options
Thinking’ introduces a paradigm shift in looking
at uncertainties as sources of opportunities as
well. This paradigm shift in thinking is
essentially the act of capitalising on the
opportunities embedded in uncertainties while
limiting the extent of risks involved. This
viewpoint is critical as most current engineering
practices are conservative and may not exploit
the potential upsides of uncertainty. We would
be able to perform better if we can develop a
dynamic strategy in anticipation of
uncertainties arising from external factors.
Through an SoS architecture that can evolve
and adapt to a changing environment, we will
increase our potential and ability to capitalise
on emerging opportunities through
uncertainties. Real Options Analysis is thus an
Active Uncertainty Management technique as
opposed to Passive Uncertainty Management
techniques like risk management.

FLEXIBILITY IN SOS
ARCHITECTING AS A
STRATEGY TO ENSURE
SOS VALUE DELIVERY
Systems architecting is an approach to design
and build effective and efficient SoS. The SoS
architecture "provides the structure or skeleton
of the system, as well as the principles, rules
and guidelines governing the system design,
creation and evolution. It also provides the
broad framework, system level constraints as
well as the relationship for the substructures
and modules of the system. It determines the
option available for future development." (Tan,
Yeoh, Pang & Sim, 2006). In order to preserve
value over its life cycle, an SoS has to be able
to handle dynamic complexity and a changing
operational environment.

Flexibility is one of the key strategies to cope
with environmental changes and dynamic
complexity, and Real Options Analysis is one
way to tangibly create and value flexibility in
SoS. A working definition of ‘flexibility’ is as
follows:

Flexibility is the life cycle property
that allows an SoS to endure sets of
changes with ease. It is an active and
largely external approach to managing
change (adapted from Moses, 2003).

An SoS is flexible if we have the freedom to
make our choices during life cycle operation
to cope with the large external changes.
Flexibility can be created and valued in systems
architecting and designed using the Real
Options Analysis framework.
Breakthrough engineering solutions have a
common thread of incorporating flexible
designs to cater to wide-ranging scenarios.
These flexible designs are also known as
‘options’ and people have been practising ‘real
options thinking’ even though the language
of options may not be as ubiquitous. A good
example is the flagship Underground
Ammunition Facility (UAF) project, managed
by DSTA, for high-density ammunition storage.
DSTA has invested in the research and
development (R&D) on protective infrastructure
and related technologies for years to create
options for MINDEF to address various defence
needs. When the new challenge of creating
new ammunition storage for the SAF arose in
the face of tremendous pressure to free up
land for national development, DSTA was ready
to exercise the option and embark on the
building of our first UAF. Apart from deriving
direct value from the options created through
R&D, this effort also generated emergent
benefits by allowing DSTA specialists to set
new safety standards, including obtaining the
North Atlantic Treaty Organisation’s acceptance
and becoming a leader in the field.

DEFINING REAL OPTIONS
The science of options analysis began with
financial options. A financial option gives one
the right but not the obligation to buy an asset
later at a pre-determined price. This means
one can be better off during good times and
have a fallback position during bad times.
Should the value of the asset increase, one can
profit from it. Should the value of the asset
drop, one’s losses are limited to the option
premium. Black and Scholes (1973) developed
the theory of pricing financial options
while/and considering uncertainty, decision
spaces and time in the equation. Option pricing
has led to flexible financial structures, created
a market of options transactions and reduced
the volatility of the commodities.
A real option is the extension of the idea to
value the flexibility of management decisions
on a real or tangible asset. Asset owners need
to know the price of their productive asset to
determine its economic value. Since an asset
can be put into creative use in multiple ways
and the management has the flexibility to
control how much resources to invest or
withhold from it in the future, depending on
the future demand – the value of the asset
depends on their own possible courses of
action. This viewpoint changed the perspective
of asset valuation from historical cost valuation
to prospective contingent valuation. The value
is contingent on the future possible actions of
the management. Today, real options analysis
is being accepted as a conceptual and analytical
tool to support strategic decision making under
uncertainty by extending existing techniques
of Net Present Value valuation. It is a bridging
tool for strategic and financial decision makers.
It is important to distinguish an ’option’ from
our common understanding of it as an
‘alternative’ or a ‘choice’. An ‘option’ is not
another ‘alternative’ or ’choice’. Instead, it
refers to our right, and not the obligation, to
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take an action (i.e. exercise it) at some point
in time with an upfront cost. An option is a
secured choice that makes it available on
demand.

A real option is a technical or management
choice that we secure today at a
pre-determined cost for a pre-determined
time to have the right to exercise when
needed without any obligation
(de Neufville, 2001).

A simple example of a real option in
engineering design is the option to ‘expand’
(the action) in the design of the bridge across
the Tagus River in Lisbon, Portugal. In the
1970s, the first bridge was designed for
vehicular traffic when there was no demand
for commuter railway system. However, the
government insisted that the bridge structure
be strong enough to carry rail traffic. Twenty
years later, there were changes in technologies
and in rail demand (pre-determined time to
exercise options) and the government was able
to exercise its option (option to expand) and
extend rail service on the bridge. There was
an upfront cost for this option – the bridge
had to be reinforced when it was built (predetermined cost). However, when the
environment changed in the 1990s, Portugal
was able to take advantage of this opportunity
to exercise the option that it had built into the
technical design of the bridge 20 years earlier
(Gesner & Jardim, 1998).
At face value, we may view such an example
as simplistic. We caution readers to check
against having any hindsight bias. We should
reflect on the uncertainties and constraints
that the decision makers would have faced in
the context of their time. Additionally, the
decision equation will be more complicated
when there are several sources of uncertainty
and only a few options for judgement.

REAL OPTIONS TYPES
A flexible SoS must have both technical and
managerial options built into the architecture
that can be exercised when needed. Both of
these options are classified as ‘Real Options’
in our engineering SoS and are different from
the Acquisition Options in procurement that
we are more familiar with.
Technical Options are options that are created
in the design of the technical SoS itself.
Technical Options are called Real Options in
SoS (de Neufville, 2002) as they are embedded
in the technical design of the SoS architecture.
Identifying technical options within the SoS
would require a good understanding of the
SoS and modular architecture. A classic technical
option is the design of a dual operating mode.
For example, straight stretches of roads can
be designed and built so that we can use them
as runways for aircraft. However, this means
we have to design the roads with some
limitations for transport use while ensuring
heavier load requirements and removable
barriers.
Managerial Options are options that are
created to manage the process of SoS
development and operation. They treat
technology as a ‘black box’ and are essentially
financial options taken on technical projects
and SoS. Managerial options are the Real
Options on SoS and are enabled by the
technical options, contractual obligations of
suppliers as well as financial and resource
control over the process of SoS development
and operations. Classic managerial options
include options to defer a decision, alter the
operating scale of the SoS or abandon some
sub-initiatives. Back to the road-runway
example, the management has the option to
use roads as aircraft launch pads if enabled by
built-in technical options.
Real Options allow the SoS to adapt to
changing scenarios over time. This flexibility
increases our ability to capitalise on upside

opportunities and to limit our exposure to
downside risks. Flexibility that is embedded in
the technical design and management of SoS
is important to improve the operational and
technical effectiveness. The greater the
uncertainty, the higher the value of each real
option.
Both technical and managerial options come
at a cost known as the ‘option premium’. The
option premium can be seen in two ways: as
the maximum price we should pay to have the
managerial and technical flexibility, or as the
price of our uncertainty. Certainly, we will not
pay an option price that is higher than the cost
of the uncertainty. When we have a bundle of
options available across several review points
in future, we can use a quantitative way to
decide how much flexibility to incorporate into
the SoS design and develop the roadmap of
decisions.
Real options in SoS are thus an additional
technique that can be used to value the
flexibility of technical choices on SoS design.
It is impossible to execute many of the
management choices to expand capability or
switch operating modes unless the initial design

Function

Reduce
risk
exposure

Status quo

Leverage
opportunities

Options

had the benefit of forethought. Securing
technical options is costly and is subject to
much inquiry because they will not be perceived
as required, unless we measure the cost against
the probable scenarios.

LANGUAGE OF REAL
OPTIONS THINKING
Technical and managerial options can be
broadly classified by whether they reduce
downside exposure to risks, allow status quo
or leverage upside opportunities, depending
on how uncertainties evolve. If uncertainty
was deemed to have a negative impact,
exercising real options like the option to
downsize or mothball would reduce exposure
to risk. On the other hand, if the uncertainty
turned out favourably, exercising real options
that increase the exposure to these
opportunities would reap a greater return.
Table 1 groups some of the possible options
(Trigeorgis, 2001) according to this classification.
In the event where more information might
change the course of action, the option to
remain status quo might have to be deliberately
created.

Description

Option to
downsize

To alter operating scale and reduce capacity by
removing features and resources

Option to
mothball

To temporarily remove from active service and put
into protective storage

Option to
terminate

To stop and cut losses, typically when projects
become unprofitable

Option to defer

To postpone starting or initiating an investment

Option to continue

To maintain status quo

Option to switch

To move to an alternative mode of operation
or design

Option to expand

To alter operating scale and expand capacity by
adding features and resources

Option to grow

To invest in an option so it may open new options

Option to restart

To restart a temporarily closed operation

Table 1. Types of Real Options
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REAL OPTIONS EXAMPLES
Real Options Thinking can be applied in
different scenarios of uncertainty. In the
example of the bridge in Portugal, the
uncertainty lies in the demand profile. The
Portuguese government decided to create a
real option which would become valuable if

No Uncertainty

Without
option

With
option

the demand for a commuter railway system
indeed arose. This real option gave them the
readiness to switch quickly, but there was
naturally an option premium involved which
included the cost of the extra load. Table 2
provides other case examples where real
options can be applied and briefly illustrates
the benefit and cost impact of these
considerations.

Example

Benefit

Cost (Option
premium)

Option
Type

1

Demand
profile may
change

Single
equipment
mode

Dual
use of
equipment

Roads as
runways

Readiness
to switch
quickly

Operator
Technical:
training,
Switch
cost of
acquiring
and operating
both modes

2

Demand level
is volatile

Right
sizing

Spare
equipment
capacity

Extra
network
bandwidth

Handle
small
demand
changes

Cost of under Technical:
-utilisation
Expand
and cost of
spare
capacity

3

Likelihood of
failure of
operating
equipment

No
redundancy

Redundant
equipment
as backup

Critical
equipment
for 24/7
readiness

Resilience
and recovery

Original and
backup cost

4

Technical
feasibility;
Demand

Go (high
stakes) or
No-go
(forgo any
potential)

R&D to
investigate
feasibility
and gain
subject
knowledge

Defence R&D Readiness to R&D cost
to explore
develop into
new capability project if
feasible, or
else exit with
no further
cost

5

Unknown user Waterfall
Spiral
requirements development development
and technical life cycle
life cycle
uncertainty

Prototype
development

Better risk
Management Management:
management cost is higher Expand,
and customer
Downsize,
satisfaction
Terminate,
Continue

6

Future
demand

Buy now

Lease with
option to
purchase later
at lock-in price

Rent capacity
with option
to purchase
later

Stop or
continue at
favourable
price

Higher total
cost

Management:
Defer

7

Availability of
new suppliers

Purchase
reduced
set now or
all now

Purchase with
option to
buy more
at lock-in price

Buy x
platforms
with option
to buy y
more later if
favourable

Fix the price
today

Higher total
cost than
upfront buy

Management:
Continue,
Expand

8

Different
Customised
requirements platforms
from different
users

Standardise
base platform

Multi-platform Mass
Design cost
missiles, basic customisation for multiple
and modules
interfaces
software
package

Management:
Switch

Table 2. Examples of Real Options

Technical:
Switch

Technical:
Grow

CHARACTERISTICS AND
APPLICATION OF REAL
OPTIONS

administrative and periodic trial costs to ensure
that the suppliers and equipment are ready
for the activation. This option premium is the
price we pay for the flexibility to manage the
uncertainty.

Real Options has its pros (+) and cons (-).
+ Real Options enable the staging of decisions
in roadmaps. We create flexibility by building
in decision review points in the future and by
defining the conditions under which they
should be exercised. For example, an iterative
development life cycle is superior to a waterfall
life cycle when we explore new technical
concepts. The deferred review points give the
management the option to scale, hold or
terminate the project based on the information
feedback as uncertainty unfolds. It is the
flexibility to stage the decisions that potentially
creates more value than a waterfall approach.
Similarly, a dual-purpose road is quickly used
as a launch pad when an emergency need
arises. Instead of formal timed reviews, the
option to switch back and forth always exists
during the life cycle of the project.
+ Real Options increase in value as uncertainty
increases. The greater the uncertainty in a
particular undertaking, the greater the need
to have options, and the higher the
corresponding value of the options we create.
For example, the additional investment cost
of extra capacity in a complex network will
become viable once the uncertainty in the
demand crosses a certain threshold.
- Real Options increase initial costs. Options
add to the baseline configuration of the SoS
and increase costs. Options are identified at
the start of the project and hence, a higher
initial upfront cost will need to be factored in
to acquire the option at the ‘option premium’.
For example, suitable civilian transportation
resources are requisitioned for military purposes
when needed. However, there are certain

In view of the essential characteristics of Real
Options, we should realise that:
• Options are derived from the SoS. An option
may be a logical or physical addition to the
base SoS. This concept is a useful guide when
we start to identify options and expand our
option or solution space. For instance, a
missile that must have multi-platform launching
capability or customised software built upon
a baseline module needs careful design
of interfaces.
• Options are choices that are secured today.
Unless we invest resources to secure the
alternative that we may need later, it remains
an unrealised possibility. This notion is pretty
clear for technical options as they have to be
incorporated in the initial design. However,
this notion can be quite subtle for management
options: a procurement option is ‘purchased’
today as an option premium so that we can
choose to exercise it later at a pre-agreed price.
• Option investments have to be balanced.
Options are secured at a price and we must
invest in an economical portfolio that balances
their benefits against their costs. This notion
becomes apparent during front-end
development when there are several sources
of uncertainty with several types of option
responses.

REAL OPTIONS ANALYSIS
METHODOLOGY
This section walks through the major steps in
realising flexibility in SoS. The Seven-Step
Methodology for Systems Architecting shown
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Figure 1. DSTA Seven-Step Methodology for Systems Architecting
(Tan, Yeoh, Pang & Sim, 2006)
in Figure 1 is an iterative and recursive process
that moves from establishing systems
architecting objectives to reviewing of the
architecture. While flexibility is one of the
requirements in painting the big picture, Real
Options Thinking and Real Options Valuation
will enhance the generation of solution space
i.e. Build the Big Picture (Step 3) and
Identify Capability Gaps (Step 4).
Figure 2 is our proposed Real Options Analysis
Methodology which outlines the key steps in
creating and valuing the real options. The
joined Red circles are the scenarios at
consecutive time stages (x-axis). The uncertainty

of the future naturally increases over time. The
small floating circles are the potential responses
(i.e. decisions, secured choices or real options)
that management and the technical team can
take for each scenario. Both scenarios and
responses are dependent on preceding choices
and remind us of the legacy effect we may
create.
1. Determine Evolving Requirements – The
focus of Step 1 of Real Options Analysis is to
determine evolving requirements that can
address uncertainties in the future. This requires
a hard look at multi-time stages (e.g. in Figure
2, we illustrated it with three time stages on

Figure 2. Real Options Analysis Methodology for Active Uncertainty Management

the x-axis) and the probable scenarios at each
time stage. We consider the technology
capability today vis-à-vis projected uncertainties
(i.e. known unknowns) coming from possible
threat evolutions, key technology trends,
changes in our operational concepts, operating
environment and stakeholders.

resolution analytical or simulation model
that transforms the key design inputs to
measurable outputs is sufficient. We will use
the Ops/SoS model to populate the response
domain for the set of threat scenarios,
and then proceed to compute the transition
costs between sequential responses.

2. Conceptualise Architecture – The art of
systems architecting is a subject on its own. It
is likely that there are several competing
architectures proposed to meet the evolving
requirements. Apart from functional needs,
the systems architect has to trade off the
various strategies for coping with dynamic
complexity. This develops insights into the
physical and non-physical aspects of the SoS,
sources of changes and the dynamic behaviour
of the SoS. The architectural descriptions should
allow for a qualitative understanding and a
quantitative inquiry for the valuation of
options.

b. Options Valuation model – Given the set of
threat scenarios, responses and transition
costs, we proceed to define a Measure
of Effectiveness (MOE) for evaluating
different roadmaps and possible constraints
that preclude certain roadmaps. An
optimisation model that considers the
uncertainty and time will facilitate any
combinatorial search. A point to highlight
is that the solution is a recommendation of
a suitable roadmap for the entire set of
threat scenarios, and not just a response to
a particular threat scenario.

3. Real Options Thinking to expand solution
space – Real Options present the most flexibility
and value in areas of greatest uncertainties.
After projecting where the biggest
uncertainties lie (i.e. Step 1), we should explore
the option/solution space and identify where
real options can be created in the SoS. It is
important to identify and clarify both
managerial (i.e. Real Options on SoS) and
technical options (i.e., Real Options in SoS).
4. Real Options Valuation – After identifying
and creating the real option space, the real
options are modelled by varying the designs
and consequences. The steps are outlined in
Figure 3. Specifically, there are two models to
be developed – the Ops/SoS model and the
Options Valuation model.
a. Ops/SoS model – The Ops/SoS model is an
Operational Analysis model that either
produces a suitable response for a given
threat scenario and/or generates the threat
scenario that an SoS can handle given a
specific set of constraints. It requires an
operational and systems understanding of
the specific engagement. At this level, a low

c. Roadmap – In practice, a first look at the
roadmap is likely to trigger further inquiry
and adjustments of both choices and input
data. Once refined and stable, the roadmap
is a guide for action. The roadmap chosen
is the ‘optimal’ roadmap with the highest
MOE score that satisfies the given constraints.
It is important to note again that the
roadmap is not a single path but a set of
possible paths.
d. Tradespace – The tradespace plots the
evolution of the optimal roadmap against
its cost and effectiveness. We can compare
other roadmaps that are heuristically chosen
to understand the differences.
e. Option value – The roadmap is derived from
a probability tree. The MOE of a roadmap is
an average value based on the responses
for the given scenario. To have a good
understanding of the variability of the MOE,
we plot its probability distribution. We can
then compare it with any other heuristically
derived roadmaps. The difference will
correspond to the value of the options that
we have built in.
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5. Invest in Real Options – The management
is presented with the results, starting with the
roadmap for the responses to the set of
postulated scenarios. They will have to decide
which real options to invest in, in order to
secure the right to respond in the future. In

practice, the roadmap will trigger additional
questions on new options to be built today so
that we can secure the future we want. It
would likely be necessary to go back to earlier
stages to reiterate the process.

Figure 3. Real Options Valuation Process

6. Review Real Options – During operations,
we will review if the real options invested
earlier need to be exercised or deferred. If real
options were built into the SoS, the
management can and does have the right to
exercise the options when the situation calls
for it. Exercising the correct real options can
only be done after re-evaluating their current
benefits, and reassessing their impact as more
information is revealed with time. The
perceived value of each real option will become
higher or lower over time as more information
is revealed and uncertainty decreases. We have
to keep reassessing the benefits and impact of
each option at major decision points in order
to decide which options should be exercised.

recommend a roadmap that triggers further
thinking. Together, we call this the Real Options
Analysis framework. Adopting Real Options
Thinking and Real Options Valuation will
increase our capacity to identify, create and
secure both technical and managerial options
through deliberate choices in a cost-effective
and timely manner.
We hope to promote a common ‘options
language', enrich vocabulary, sharpen thinking
and guide quantitative analysis when
managing technical projects. Having options
will always be useful especially if they spread
over space and time and both the management
and the project management team can exercise
them under appropriate circumstances.

CONCLUSION
We will continue to design and build largescale and complex SoS to face a future that is
uncertain. By leveraging the input from past
programme experiences and subject matter
experts, we can broadly map out possible future
scenarios. Uncertainty creates both risks and
opportunities and our SoS has to remain flexible
so that we can exercise the choices we want
in response to future changes. We need to
build real options into our technical
engineering SoS that will enable such secured
choices on demand. Real options are both
technical and managerial in nature. While
technical options are pre-built into the SoS
upfront, managerial options give us the
mandate to execute the real options
with time, but without obligation.
A fresh perspective on flexibility is enhanced
by Real Options Thinking and Real Options
Valuation. Real Options Thinking is akin to
good management intuition and gives focus
by listing the canonical management choices
and facilitating the identification and creation
of real options. Real Options Valuation is akin
to stochastic optimisation which helps us to
compute the maximum economic price that
we should pay for the uncertainty and

Flexibility is a critical consideration that will
enable us to deal with uncertainty through
Active Uncertainty Management. It is active
because we would be engaged in exploring
the real options that can be designed into the
SoS. As real options are designed to be
exercised in the future, we would also need
to think about when these options should be
exercised. It is a dynamic strategic planning
exercise with the aim of securing the future,
whichever way it turns out to be. It is also a
strategic decision making tool for SoS architects,
the management and project management
teams.
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Automated
Red Teaming:
A Proposed Simulation-based Framework

ABSTRACT
Manual Red Teaming (MRT) is a traditional, human-intensive
analysis effort to uncover system vulnerabilities or to find
exploitable gaps in military operational concepts. The overall
goal is to reduce surprises, improve and ensure the robustness
of the Blue operational concepts. In this paper, an Automated
Red Teaming (ART) framework is proposed. It is a simulationbased concept that uses Evolutionary Algorithm, Parallel
Computing and Modelling & Simulation techniques to
complement MRT and enable red teaming to be conducted in
a more automated fashion. The ART framework was
experimented in two maritime security scenarios, and the
results were analysed to demonstrate the capability of the ART
framework vis-à-vis MRT i.e. automated versus manual red
teaming effort. The evaluation showed that, in general, results
obtained from ART were better than those from MRT, some
of which were non-intuitive and surprising solutions.
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INTRODUCTION
Red teaming is a technique commonly used in
the military Operational Analysis community
to uncover system vulnerabilities or to find
exploitable gaps in operational concepts, with
the overall goal of reducing surprises,
improving and ensuring the robustness of the
Blue operational concepts (Upton and
McDonald 2003; Upton et al 2004). It is currently
a manually intensive process that typically
brings together experts relevant to the system
and scenario under consideration to identify
system weaknesses. However, the vulnerability
assessments made are usually ‘bound’ by the
knowledge of these subject matter experts.
Advanced technologies such as Parallel
Computing and Evolutionary Algorithms (EA)
can be leveraged to automate the red teaming
process. Parallel Computing allows millions of
simulation runs to be generated and
investigated in an automated fashion. EAs use
an iterative process, inspired by biological

mechanisms of evolution, to optimise a certain
fitness value that can be considered to be the
objective function. The growth of the
population in an EA is determined through a
set of operators such as recombination,
mutation and selection.
EA was identified as the search algorithm for
the ART framework. The goal of the search is
to fix the Blue parameters and search for Red
parameters that will result in the ‘defeat’ of
Blue, within the least amount of time.
Information obtained during this process can
then be used to either enhance or assist the
manual efforts.

ARCHITECTURE DESIGN
OF THE ART FRAMEWORK
The architecture of the ART framework consists
of several key components (see Figure 1). The
architecture was designed to be modular and
flexible enough to incorporate new simulation
models (non man-in-the-loop type) and the

Figure 1. Architecture design of the ART Framework

following EAs (shown in Figure 1, clockwise
from top left):
The ART parameter setting interface allows
the initial selection of the parameters that
are to be varied.
The simulation model dependent modules
add a layer of data flow to and from the
ART framework and simulation models.
Data flowing into the simulation models
will be the parameters to be executed and
the data outflow will be the results from
the simulation runs. This data is translated
with specially created wrappers from the
simulation format to the ART framework
data structures.
The EA module houses the EA library from
which the user can choose. The EA module
currently contains the Strength Pareto
Evolution Algorithm Version 2, an
Evolutionary Multi-Objective optimisation
algorithm. The library is also expected to
expand with the addition of other
algorithms. The role of the EA module is to
prepare the parameters for the individual
simulation, analyse the results and distill the
desired red teaming objectives. The role of
the execution is handled by the Condor
controller.
Condor is a specialised workload
management system which provides job
queueing, scheduling policy and resource
management for distributed computing
(Thain et al 2005). The Condor controller
will submit the run of each individual
simulation to the Condor cluster. The current
Condor cluster comprises 48 compute nodes,
which can run in parallel 48 simulations. It
will monitor the completion of the individual
runs and flag to the ART controller for
further processing.
The ART output module will provide
feedback on the whole process, updating
the user on the selected parameters and the
run results.

Finally, the ART controller is the heart of the
framework providing coordination of the
whole process.
Detailed explanations of the various modules,
including the choice of EA, are given in Choo
et al (2007).

MAP AWARE NONUNIFORM AUTOMATA
Map Aware Non-uniform Automata (MANA)
is one of the models that have been
incorporated into the ART framework. It is an
Agent-Based Simulation developed by the
Operations Analysis group at the Defence
Technology Agency in New Zealand (Lauren
2002). MANA has been used in a number of
studies involving land combat, civil violence
management, and maritime surveillance.
The strengths of MANA include the userfriendliness of the interface, the relative ease
in creating a scenario from scratch and fast
execution from being run on pre-compiled
executables. Additionally, MANA supports the
experimentation with intangibles which add
complexities to the models. These intangibles
include behaviour like proxies for aggression,
leadership and determination. The tool as a
whole allows the analyst to investigate warfare
as a complex adaptive system and to observe
emergent behaviour (McIntosh et al 2006).

MARITIME SECURITY
With shipping at the heart of the global
economy, maritime security is required to
ensure freedom of the seas and to facilitate
freedom of navigation and commerce. Two
key aspects of maritime security are the
protection of a Key Installation (KIN) and the
anchorage against threats from terrorists and
criminals.
The effectiveness of ART was explored in two
maritime scenarios: the first was on the
robustness of plans for the protection of KINs
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against the intrusion of fast boats (Sim et al
2007); and the second was related to anchorage
protection (Wong et al 2007).

PROTECTION OF KEY
INSTALLATIONS
Scenario
In this scenario, the Blue force was conducting
coastal patrols to guard against threats on the
KINs, which were Coastal Surveillance Radars
(CSR) equipped with minimum level of selfprotection. Red force would attempt to
penetrate the Blue defence and inflict damage
using various approaches. Any damage to the
coastline could be seen as a severe psychological
blow to the Blue defence force. It was assumed
that the Area of Operation (AO) was far away
from the main shipping traffic, and hence
neutral shipping was not considered. Similarly,
the effects of weather and sea state were not
considered. The scenario (see Figure 2) was
modelled in MANA.

0.5nm and maintaining this distance for one
minute. The dynamics of the close water
combat was not modelled. In addition, the
PVs would be activated to investigate
detections made by the CSRs so as to achieve
target identification and neutralisation. The
Blue force was assumed to have perfect
communication. A summary of the key inputs
used for the Blue KINs and PVs is given in
Table 1 and Table 2 respectively.

CSR Detection Range (nm)

5

Weapon Range (km)

2

Weapon Single Shot
Probability of Hit

0.1

Table 1. Key inputs for Blue KIN

PV Speed [Patrol] (knots)

15

PV Speed [Chase] (knots)

25

PV Detection Range (nm)

3

PV Identification (ID) Range (nm)

1

Table 2. Key inputs for Blue PV

Red Force

Figure 2. Scenario for protection of key installations

Blue Force
The Blue force consisted of three KINs and
three Patrol Vessels (PV). The operational
characteristics of the KINs and PVs are distilled
for modelling in MANA. Each KIN was
protected by General Purpose Machine Guns.
Each PV conducted normal patrol at 15 knots
and gave chase at a maximum speed of 25
knots. The PVs were assumed to be capable of
neutralising the Red boats by closing in within

Five Red boats were modelled as small fishing
boats with a maximum speed of 25 knots and
loaded with explosives. These boats had a short
visual detection and identification range of
1nm. The five Red small boats would act
independently without communicating
with one another. By limiting the Red’s
detection/identification and communication
abilities, small autonomous low technology
units were being modelled. These are the kinds
of threats maritime security units are likely to
face during peacetime. Table 3 summarises the
key inputs used for the small boats.

Maximum Speed (knots)

25

Detection/ID Range (nm)

1

Table 3. Key inputs for Red boats

Measures Of Effectiveness
There were two Measures Of Effectiveness
(MOE):
Mean Red mission success – defined as the
number of successful Red attacks on the
KINs/coastline. Red mission was considered
successful when at least one boat managed
to penetrate the Blue defence.

Figure 3. Flanking tactics developed through MRT

Mean Red attrition – defined as the average
number of Red boats that were destroyed.

Manual Red Teaming
Manual Red Teaming was adopted first to work
on the Red attack plan against a fixed Blue
patrol plan through MRT. Two plans were
developed based on the dual objectives of
maximising the mean Red mission success and
minimising the mean Red attrition.
The first plan was based on ‘Flanking’ where
the Red small boats penetrated two flanks and
in doing so, stretched the Blue resources i.e.
the Blue PVs (see Figure 3). Using this tactic,
Red force was able to achieve a mean mission
success of 100% and a mean attrition of 0.85.
The second plan was based on ‘Saturation’. In
this tactic, three Red small boats penetrated
the centre and tried to saturate the Blue PVs,
leaving some gaps for the remaining two small
boats to sneak through the sides (see Figure
4). The mean mission success and mean attrition
for Red were 100% and 3.05 respectively.

Automated Red Teaming
The ART process was used next. Besides the
evolution of the Red penetration plan, other
aspects of Red behaviour such as aggression,
cohesiveness and determination were assessed
to see if the plan could be improved.
Aggression towards Blue PV, unit cohesiveness
and determination in moving towards the
objective (KIN/coast) were chosen to represent
the behaviour of the Red force.

Figure 4. Saturation tactics developed through MRT
The intangible parameters were presented and
effected in MANA through a range of values.
A negative value for aggression meant that
the Red boats feared the Blue PV; a positive
value would imply the opposite; and zero
would mean indifference. Similarly, a negative
value for cohesiveness would imply the Red
boats tended to spread out; positive meant
preferring to cluster; and zero meant being
indifferent to each other’s presence. For
determination, a positive value implied a
pre-disposition towards the final objective;
zero was indifference; and negative meant
avoidance in reaching the final objective.
It was interesting to note that the ART
framework produced a decoy tactic that was
surprising, as shown in Figure 5. In this tactic,
one of the Red small boats (the one in the
centre acting as a decoy) was deployed to lure
the Blue PV on the left towards the right side
to create an opening for the other two small
boats to charge towards their objectives. The
sweeping movement of the decoy caused
enough distraction to result in the left side of
the map being exposed for the two small boats
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ANCHORAGE
PROTECTION
Scenario

Figure 5. Decoy tactics developed through ART

to succeed in their mission. The mean Red
mission success and the mean Red attrition
achieved were 100% and 1.89 respectively.
Thus, the effectiveness of the ART-generated
plan was somewhere between the tactics of
‘Saturation’ and ’Flanking’.
It was also observed that in general, the Red
small boats were very focused on charging
towards the KINs (highly determined) while
trying to avoid the Blue PVs (negative values
for Red aggression). However, the Red small
boats were more cohesive in the decoy tactics.
The findings of the ART runs, as compared to
the MRT effort, are summarised in Table 4.

Another scenario was developed to continue
the evaluation of the ART framework, this time
in anchorage protection. In this scenario, the
Blue force conducted patrols to guard against
threats on an anchorage, with 10 commercial
ships anchored in the protected area. Red force
would attempt to penetrate the Blue defence
and inflict damage on the anchored vessels,
using various approaches. Any damage to the
commercial shipping would deal a severe
psychological blow to the Blue defence force.
As in the previous scenario, the AO was
assumed to be away from the main shipping
traffic. The anchorage covered an area of 30nm
by 10nm. The AO was designed to be 100nm
by 50nm so as to allow the Red force greater
depth in their movement. The scenario was
modelled in MANA as shown in Figure 6.

Flanking Saturation D e c o y
Tactics
Tactics
Tactics
(MRT)
(MRT)
(ART)
Red
Aggression

-60

-60

-83

Red
Cohesiveness

-100

-100

8

Red
Determination

60

60
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Red
Mission Success

100%

100%

100%

Red
Attrition

0.85

3.05

1.89

Figure 6. Scenario for anchorage protection

Table 4. Summary of results for the
protection of the KINs

Blue Force
The Blue force consisted of three PVs, each
conducting normal patrol at eight knots and
pursuing threats at a maximum speed of 16
knots. The PVs were assumed to be capable of
neutralising the Red boats by closing in within
2nm. Once again, the dynamics of the close
water combat was not considered, and the PVs
were assumed to have perfect communication.
Table 5 provides the key inputs for the PVs.
Figure 7. Saturation tactics developed through MRT
PV Speed [Patrol] (knots)

8

PV Speed [Chase] (knots)

16

PV Detection Range (nm)

6

PV Identification (ID) Range (nm)

2

Manual Red Teaming

Table 5. Key inputs for Blue PV

Red Force
There were five small boats with a maximum
speed of 16 knots and loaded with explosives.
Each boat had a detection and identification
range of 2nm, and acted independently. Table
6 shows the key inputs for the small boats.

Maximum Speed (knots)

16

Detection/ID Range (nm)

2

Similarly, MRT was adopted first to develop
the Red attack plan against a fixed Blue patrol
plan. The restriction was that three Red small
boats had to start from the northern edge of
the AO, and the other two small boats from
the southern edge. The starting point was also
limited to a 100nm by 10nm area off the
starting edge so as to avoid placing the start
points too close to the anchorage.
In the MRT exercise, the numerical advantage
of the Red force was fully utilised and a
simultaneous attack on the anchorage area to
saturate the Blue PVs was launched (see Figure
7). This was developed based on maximising
the mean Red mission success, minimising mean
Red attrition and maximising mean Neutral
shipping destroyed.

Table 6. Key inputs for Red Boats

Measures Of Effectiveness
Three MOEs were identified:
Mean Red mission success – defined as the
number of successful Red attacks on Neutral
Commercial Shipping. Red mission was
considered successful when at least one boat
managed to penetrate the Blue defence.
Mean Red attrition – defined as the average
number of Red boats that were destroyed.
Mean Neutral shipping destroyed

The results obtained were 100% for mean Red
mission success, 1.96 for mean Red attrition
and 3.05 for Neutral shipping destroyed.

Automated Red Teaming
ART was applied next. The same intangible
parameters were chosen to be evolved:
aggression towards Blue PV, unit cohesiveness,
and determination in moving towards the
objective (anchorage) representing the
behaviour of the Red force.
Similar to the plan developed by MRT, ART
generated a simultaneous red attack tactic
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towards the centre of the anchorage area with
re-attack flexibilities. This would cater to cases
where the anchored vessels were dispersed
nearer to the anchorage edges. This is a
refinement over the MRT tactic where the
objective was to reach the anchorage. The
ART results pushed it further with the Red
boats traversing the anchorage looking for
dispersed vessels. The ART has given the insight
that it is not enough to just stop the Red boats
from reaching the anchorage but it is also
important to prevent the boats which had
penetrated from manoeuvring within the
anchorage. Insights like these can help the
planners to refine the security tactics. The
ART tactic for the Red team is shown in
Figure 8.

Saturation
Tactics
(MRT)

Decoy
Tactics
(ART)

Red Aggression

-60

-4

Red Cohesiveness

-100

-16

Red Determination

60

45

Red Mission Success

100%

100%

Red Attrition

1.96

0.48

Neutral Attrition

3.05

4.52

Table 7. Summary of results for
anchorage protection

CONCLUSION
The evaluation of the ART framework vis-à-vis
MRT showed that ART could complement
manual efforts. In particular, ART could uncover
unique and surprising solutions (as in the
‘Decoy’ tactic for the KIN scenario) or provide
refinements to the manual plans (as in the
‘Saturation’ tactic in the anchorage protection
scenario), which might otherwise not surface
or be considered during the MRT process.
Figure 8. Saturation tactics developed through ART
The ART-generated tactic was able to perform
better than the MRT plan, achieving a mean
Red mission success of 100% with a lower mean
Red attrition of 0.48, and a higher mean
Neutral shipping destroyed of 4.52. It was also
observed that the Red small boats had only a
mild fear of the Blue PVs (-4 as compared to
-60 for the MRT case), and they were more
cohesive (-16 as compared to -100). The findings
of the ART runs, as compared to the
MRT effort, are summarised in Table 7.

However, it is important to stress that the
objective of ART is not to replace MRT. Rather,
it is to complement the MRT effort. There is
still a need to involve human analysts to make
sense of the ART results, at least for the current
state of ART.

FUTURE WORK
The ART framework is still in its early stage of
development. Besides the plan to incorporate
new EAs and models into the framework,
further tests are required to benchmark its
performance and assess its robustness.

There are also some potential spin-offs from
this project. It is natural to extend ART to fulfill
the concept of Blue Teaming vis-à-vis Red
Teaming i.e. Automated Co-Evolution (ACE)
where both sides evolve and adapt against
changing tactics. The initial research and
development work on ACE has been
completed. Another potential application is in
the calibration of models e.g. determining the
values to be assigned to the parameters to
achieve certain desired outcomes.
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Spare Parts
Management
for Large-scale Fleet Scenarios

ABSTRACT
In managing spare parts for large-scale fleet scenarios, one
needs to optimally allocate spares across multi-echelons of
maintenance agencies. This paper discusses an in-house
developed simulation model (PIPER) for the Army to solve
problems such as the evaluation of maintenance support
concept, the impact of combat damage during wartime and
workshop loading. PIPER is validated successfully against
commercially available tools with good agreement between
the models. It uses the combined technique of analytical
marginal analysis while heuristics are employed for optimising
spares and maintenance resources. The article also discusses a
demand forecasting model that addresses the different
equipment reliability when they are operated in different
environments. This model is based on a multi-population
mixture of Weibull failure distributions.

See Chuen Teck
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for Large-scale Fleet Scenarios
INTRODUCTION
It is well known that spare parts management
for large-scale fleet scenarios is a complex
problem. In particular, one needs to optimally
allocate spare parts across multi-echelons of
maintenance agencies. The Pipeline Simulator
(PIPER) is a Monte Carlo simulation model
developed by DSTA to manage spare parts for
the Army. The model solves problems such as
the evaluation of maintenance support
concept, the impact of combat damage and
workshop loading. This model provides full
access to the source code for customisation
and integration with other models or
Management Information Systems. It is also
designed to be scalable whereby models and
new functionalities are created via the addition
of ‘building blocks’. It analyses multiple combat
units, quantifies the effect of sharing spares
and men, handles war scenario (time varying
utilisation rate, combat damage and attrition,
base open and close) and explicitly models
repair manpower, heavy transporter and
periodic re-supply. A combinatorial technique
of analytical marginal analysis and heuristics
is employed for optimising spares and
maintenance resources in PIPER.

The first step to good management of spare
parts is to forecast demands realistically from
real life data. However, in many operational
fleets, differences in field operating conditions,
usage intensity and product inception time
often result in varying age and conditions of
the equipment. While the case of homogenous
equipment failure characteristic has been
popular, it is inappropriate in many military
systems where the deployment of the fleet is
dispersed over a multiplicity of operating
environments. To improve the accuracy of PIPER
in optimising spares and maintenance
resources, a demand forecasting system for
spare parts management in large-scale fleet
scenarios with substantial variability in
equipment reliability is being developed. Our
model is based on a multi-population mixture
of Weibull failure distributions.

MODEL
The PIPER model is built using Extend
(developed by Imagine That Inc.), a simulation
tool widely used by academics and the
simulation industry. The PIPER model shown
in Figure 1 consists of four echelons of repair

Figure 1. Four levels of
repair echelon

agencies. Systems can be deployed at any of
the four repair echelons. System repair is carried
out at the second, third and fourth repair
echelons. All four echelons hold a suite of
maintenance resources i.e. test equipment and
technicians to service the repair jobs. The
maintenance resources follow a user-defined
operation schedule (the base open and close
timing). The quantity of maintenance resources
is allowed to change over time.
The transport time and milk-run frequency
among the various repair agencies could be
defined to take special values and to override

the default parameters. This may be used to
represent certain Line Replacement Units
(LRUs) transported by special mechanisms e.g.
helicopter lift, pseudo stores or repair echelons.
The milk-run frequency may be variable over
the timeline and a frequency of zero milk-run
can be used to represent a temporary
stoppage of supply i.e. enemy action or truck
getting ‘lost’.
The model is synthesised from building blocks
present in the PIPER libraries as shown in
Figures 2 and 3.

Figure 2. Unit level

Figure 3. Second repair echelon
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Figure 4. Validation results from two Army case studies
Validation against other commercial tools such
as SPAR (a tool developed by Clockwork
Solutions) shows good agreement between
the two models. Shown in Figure 4 is the result
of validation from two Army case studies. It
should be highlighted that the validation
focused on the simulation aspect of the model.
Validation on the optimisation algorithm was
not addressed in this portion.

replications and computational speeds, answers
obtained via simulation models cannot be
shown to be mathematically optimal. PIPER
hence utilises the well-known METRIC model
(Sherbrooke, 1992) for optimising spare
demands that arise from reliability failures.
METRIC is an analytical model widely used in
the industry for spares optimisation and have
shown to provide near-optimal answers. The
algorithm consists of two main steps. In the

OPTIMISATION
HEURISTICS

first step, the best location to stock the item is
derived via an enumeration of the solution set.
The best location is the location that maximises

The simulation model is not known to be the
best technique for optimisation problems. Due
to the error in running a finite number of

Operational Availability (Ao). The nondominated set of Ao versus stock quantity (also
known as the efficient frontier) is generated.

Figure 5. Optimisation algorithm

Figure 6. Graph showing a sample result of spares optimisation

This is carried out for all the LRU types.
Combining the various LRU types via marginal
analysis (or greedy heuristics) generates the
cost-effectiveness curve. A detailed write-up
on the algorithm can be found in Sherbrooke,
1992.
The method of marginal analysis optimises
spares well but is inadequate for maintenance
resources optimisation. This is because a suite
of technicians is needed to service a failure
and the technicians are shared across LRUs or
system types performing LRU removal,
replacement as well as repair. The maintenance
resources optimisation problem is hence
inseparable. It has a non-linear objective
function and integer decision variables which
make the problem hard. The following is the
heuristic adopted to derive the minimum
quantity of maintenance resources:
• Run simulation with no technicians. When
more than one technician is available to service
a job, the job will be assigned to the technician
who has worked the most. This serves the
purpose of minimising the quantity of
technicians. Create technicians only if there is

a need, and track the usage of each technician
created. The number of technicians created is
the quantity that would give zero bottlenecks
to the system which is tantamount to ‘Infinite
spares’ and may be huge.
• Backtrack the solution iteratively i.e. run
simulation with x% of the total man-hours
needed. For example, in iteration 1, set the
technician quantity to obtain 30% of the total
man-hours that is needed to derive the
bottleneck to zero. The technician quantity
can be increased from 30% to 40% in iteration
2 and so on.
• Select an operation point on the
effectiveness curve. Improve the solution by
removing technicians with low usage rate i.e.
idle technicians. Re-run to confirm that the Ao
is still above the required level.
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Eliminate
bad
solution

Figure 7. Results from an Army case study on maintenance resources optimisation

SPARE PARTS DEMAND
FORECASTING
A large-scale fleet management organisation
such as the military often operates equipment
at many different sites. However, due to
environmental differences, equipment
deployed at different operating sites over
prolonged periods of time have different
observed failure rates. In addition, as most
large system houses typically phase in new
equipment over many stages, the entire fleet
of equipment tends to exhibit different levels
of reliability. While it has been a common
practice to use a single distribution similar to
the study done by Peltz, Colabella, Williams &

Boren (2004), this method is clearly not
sufficient here. Murthy, Xie & Jiang (2004)
described a comprehensive suite of Weibull
models. Out of the seven models mentioned
therein, Type III (a) model which is a multipopulation mixture of related Weibull models
looks more appealing because of its proximity
to real life scenarios. The authors mentioned
that other classes of Weibull models such as
Type III (d) Sectional Weibull are a theoretical
postulation, and they are unable to offer any
physical explanation of the underlying process.
Although many methods for multi-population
Weibull have been proposed, there is little
research done at making a direct comparison
between the methods.

The reliability function for a mixture of two
Weibull distributions is described below.
(1)

The idea of a mixture of two Weibull
distributions was described by Jiang &
Kececioglu (1992) and Jiang & Murthy (1995).
In this paper, we are following Jiang &
Kececioglu’s method of parameter estimation,
which is summarised as follows:
1. Rearrange the failure time in ascending
order. Let ti ≥ 0, 1≤ i ≤ n.
2. Compute x i and y i , 1≤ i ≤ n, where
and
where

rates in the population,

cannot be less than

one. When is more than six, it can then be
modelled using a mixture of three-parameter
Weibull distributions. In addition, all the
values within the same mixture of Weibull
distributions are constrained to be the same.
This is because we assumed the nature of the
failure mechanism to be similar. If the values
are different, there will be a possibility that
the time-to-failure percentile of the stronger
population is smaller than the weaker
population, which is contrary to intuition. The
assumption of the same values is a common
assumption made in accelerated life tests which
most military equipment undergo. Hence, it is
not unreasonable to assume that
environmental stress factors affect values
and not .

empirical distribution.

3. Plot yi vs. xi.
4. Fit a smooth curve to approximate the
plotted data.
5. Locate the point T, where the second
derivative of the fitted curve is zero.
6. Obtain p from yT = 1n(-1n p).
7. Determine 1 and 2 from the gradient of
the tangent lines of the left and right
asymptote of the curve.
8. Determine 1 and 2 by determining the
y-axis at 0.632p and p + 0.632(1-p)
horizontally; intersecting the curve and
dropping down, the 1 and 2 can be read
from the exponential of the x-axis values.
For most practical purposes, we note that the
value of ranged from one to five. As spare
parts have the property of increasing failure

The above parameters estimation algorithm
can be generalised for a mixture of n Weibull
distributions, with the first four steps being
similar. The rest of the steps need to be
modified as follows:
• Locate the points,T1, T2,..., Tn-1, where the
second derivative of the fitted curve is zero.
Obtain p1 from yT1 = 1n(–1n(p1)), p2 from
y T 2 = 1n(-1n(p 2 )),... , and p n-1 from y T n-1
= 1n(–1n(pn-1)).
• Determine by taking the average of the
two values of slopes of the tangent lines
which are drawn at each end of the curve.
• Determine i by determining the y-axis at
the values of expressions (1.1) and (1.2), for
1 and
i respectively, horizontally;
intersecting the curve and dropping down,
the i can be read from the exponential of
the x-axis values, where 1 i n.
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The reliability of a mixture of n Weibull distributions is as follows:

When
Divide

by

throughout,

, we have

Since

When

(2)
When
if
and

where
where

(3)

Although it is possible to estimate the
parameters of a mixture of n Weibull
distributions, we focus our discussion on the
case of two populations for simplicity. We
address the case of complete data i.e. no
censoring.
The crux of the estimation problem lies in the
approximation of the curve (step four) because
the point of inflexion is used to estimate the
population mixture, pi. Hence, the curve fitting
is an important step. Our main idea is to
minimise the absolute deviations of the
residuals, which will result in the linear
programme below.

is an empirical density function and is
non-decreasing, which means y i is nondecreasing and therefore, g(x) needs to be
non-decreasing. This is equivalent to fitting a
50% percentile line (the median line) in
quantile regression by setting t in Equation
(2.1) to be 0.5. The L1 line enjoys two main
advantages: Firstly, L1 regression contains some
robust properties and is superior to L2 (least
square line) in y-deviations, as mentioned in
Rousseeuw & Leroy (1987). Secondly, L 1
regression is a linear programme whereas L2
regression is a quadratic programme, which
makes L1 more attractive.
For a two-population distribution, we fitted a
fourth degree polynomial curve to the plotted
points. Though any high order polynomial
generally suffices, the main advantage of a
fourth degree polynomial is that the second
derivative is quadratic which makes the solution
of the inflexion point easy.

Problem CF:

CONCLUSION

order of failure time
in ascending order

is the coefficient of the polynomial
subject to

= ith data point
We penalised the positive deviations (slack)
and negative deviations (surplus) equally and
constrained the estimated curve, g(x), to be
non-decreasing for every data point. Equation
(4) is an equivalent formulation of Problem CF.

Due to the increasing need to maintain high
combat capabilities while keeping the budget
low, it is essential to perform realistic
forecasting on the demands of spare parts
before using PIPER to improve its accuracy in
spares and resources allocation. In our
developmental work, we did a comprehensive
comparison of the popular methods in the
literature. Our test cases have shown that a
mixture of multi-population Weibull
distributions can be used to represent the
demands of spare parts for large-scale fleet
scenarios with substantial variability in
equipment reliability.

(4)
subject to

Ui>= 0, Vi>= 0

67

68

REFERENCES
A. Agostini. (2001). Critical Survey of MultiEchelon Repairable Inventory. Msc Thesis, 2001.
A. Dubi. (2000). Monte Carlo Applications in
Systems Engineering. John Wiley & Sons, New
York, 2000.

Murthy, D. N. P., Xie, M. and Jiang, R. (2004).
Weibull Models, U.S.A.: Wiley.
Peltz, E., Colabella, L., Williams, B. and Boren,
P. M. (2004). The Effects of Equipment Age on
Mission-Critical Failure Rates: A Study of M1
Tanks. Santa Monica: RAND.
Rousseeuw, P. J. and Leroy, A. M. (1987). Robust
Regression & Outlier Detection, U.S.A.: Wiley.

Jiang, R. and Murthy, D. N. P. (1995). Modelling
Failure-Data by Mixture of 2 Weibull
Distributions: A Graphical Approach, IEEE
Transactions on Reliability, Vol. 44, No. 3, pp
477-488.

Sherbrooke C.C. (1992). Optimal Inventory
Modelling of System: Multi-Echelon Techniques.
John Wiley & Sons, New York, 1992.

Jiang, S. and Kececioglu, D. (1992). Graphical
Representation of Two Mixed-Weibull
Distributions, IEEE Transactions on Reliability,
Vol. 41, No. 2, pp 241-247.

This paper was first published in the Institution
of Engineers, Singapore (IES) Commemorative
Booklet produced for the IES Systems
Engineering Seminar on 19 March 2008 and
has been adapted for publication in DSTA
Horizons.

Kao, J. H. K. (1959). A Graphical Estimation of
Mixed Weibull Parameters in Life-Testing of
Electron Tubes, Technometrics, Vol. 1, No. 4,
pp 389-407.

BIOGRAPHY
See Chuen Teck is a Principal Analyst (Systems Engineering) and is in charge
of developing Decision Support Solutioning. He has been practising Operations
Research for over 10 years. His research interest includes probability and
statistics and he has published papers in the European Journal of Operational
Research, Statistics and Probability Letters as well as the Journal of Inequalities
in Pure and Applied Mathematics. Chuen Teck obtained his Master of Science
in Industrial and Systems Engineering from the National University of Singapore
and was awarded the Operations Research Society of Singapore Book Prize
in 1998. He is currently pursuing his PhD in Industrial and Systems Engineering.

69

Continual Systems
Development for
Command, Control and Intelligence Systems

ABSTRACT
The traditional software development model is no longer
adequate to meet the challenges of the fast-evolving needs
of Command, Control and Intelligence (C2I) systems. To enable
the transformation of the Third Generation Singapore Armed
Forces (SAF), a continual systems development approach has
been adopted by DSTA to develop C2I capabilities for the SAF.
The key advantage of this approach lies in its flexibility to
respond rapidly to meet changing needs and address emerging
threats. The complexities of network-centric operations entail
the fielding of systems quickly for operational trials and to
continually discover capability gaps so as to evolve systems
capabilities over its life cycle. This paper addresses the
framework adopted by DSTA to develop the C2I system
of systems.

Dr Yeoh Lean Weng
Teo Tiat Leng
Lim Horng Leong
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for Command, Control and Intelligence Systems
INTRODUCTION
The proliferation of network-centric operations
concept has introduced layers of complexity
in designing and developing Command, Control
and Intelligence (C2I) systems to support
military operations. After 9/11, the
characteristics of asymmetrical threats have
introduced new challenges in our
understanding of the capabilities needed. We
need to go through a process of learning and
exploration to discover the new systems
requirements and to translate these into the
architecture of C2I systems. Given the evolving
requirements and the emerging capability
demands from known and hidden threats,
there is a pressing need for technologists to
shorten development cycles and put the systems
into the hands of commanders and warfighters
as quickly as possible. The results gathered
through field trials and experiments enable
the stakeholders to understand the needs
better, explore new operational concepts and
identify capability gaps. DSTA’s Continual
Systems Development approach leads to shorter
and more frequent systems releases, resulting
in better capabilities for the Singapore Armed
Forces (SAF).
The traditional waterfall model is inadequate
as many unknown requirements cannot be
specified at the early developmental stages.
During the late 1990s, Boehm’s spiral model
(Boehm, 1988) inspired numerous C2I systems
developers to rethink and attempt to adopt it
as a risk management process to deal with the
continually changing requirements. High
technical risks were mitigated through
initiating multiple spirals to understand the
risks better and synthesise solutions to address
the risks. The various spiralling efforts must be
orchestrated to generate the synergy to deliver
systems capabilities to the commanders to
conduct Integrated Warfare.

DEVELOPMENT CYCLES
FOR C2I
System Life Cycle. In the 1980s when
mainframes and Unix workstations dominated
information technology, the life cycle of C2I
systems was between 10 to 20 years. For the
C2I systems that were installed onboard military
platforms, the life span could extend beyond
30 years. During those years, the C2I systems
were less complex and software upgrades were
infrequent. A typical C2I system would be
integrated into a suite of sensors and perform
tracking and data fusion to present the
situation to the commanders.
VADM Cebrowski conceptualised NetworkCentric Warfare in 1998 (Cebrowski, 1998) to
explore the effectiveness of networking
command and operating nodes to achieve the
benefits of speed of command and selfsynchronisation. In 2002, the SAF began its
journey to transform into the Third Generation
SAF that can respond to the challenges of the
21st century. In tandem with this, Integrated
Knowledge-based Command and Control
(IKC2) was conceptualised. Leveraging the
knowledge-centric paradigm, C2I systems
would be network-enabled and organised
around knowledge for effective command and
control (Lee et al., 2003). The shift from the
platform-centric to a knowledge-centric
paradigm generated challenges for
stakeholders to fully specify the complete
capabilities of IKC2. Since the advent of IKC2,
C2I systems have evolved through several
iterations over their life cycles, constantly
renewing themselves to maintain relevance
and meet the challenges of future threats. A
generation of renewal could happen between
five to eight years, during which many
enhancements would be incorporated to
deliver new capabilities. With the challenges
of impending asymmetrical threats, a shorter
development timeframe has become a necessity
for developers to build and deploy systems
expeditiously to explore and validate the SAF
operational concepts and identify capability
gaps. Through the knowledge gained from

operational trials, developers can proceed to
integrate or construct new capabilities to plug
the gaps. The Continual Systems Development
approach has resulted in a blurring of
delineation between a prototype and an
operational system. This developmental
approach has become the choice for developing
and delivering C2I capabilities to the SAF.
Continual Systems Development. The
development model has to exhibit three
characteristics to qualify as Continual Systems
Development. Firstly, it has to possess the agility
to handle changing requirements to maintain
the relevance of the systems over time.
Secondly, the time taken from conceptualising
the system to developing the capabilities has
to be short to enable rapid fielding of the
system. This is not unlike commercial
competitive pressures of time-to-market.
Thirdly, it needs to be evolving to embrace
technological opportunities. When the
requirements are well understood, systems
functionalities and capabilities can be
incrementally integrated into the baseline C2I
systems through a properly staged schedule
for releases. Every incremental release adds to
the widening range of operational capabilities
of the system. Developers must have the agility
to field the system in a shorter cycle and to
respond effectively to evolving needs. As
requirements are packaged into different
releases, developers can work with stakeholders
to prioritise the schedule to introduce these
new functional capabilities.
When C2I systems exhibit medium to high risks,
a flexible model is needed to manage these
risks. Risk areas could be due to emergent and
evolving operational concepts, leading and
bleeding-edge technologies and the resultant
architectural risks. Boehm’s spiral model is a
risk-driven process that guides multistakeholders to engineer software-intensive
systems (Boehm, 2001). The cyclic approach
leads developers to incrementally implement
the system while decreasing the risks. While
the well-known spiral figure showing the radial
and angular growth at each progression seems

to suggest that there is a single thread of
development, Boehm has highlighted that
parallel spiral cycles could be spun off for each
software component. The parallel spirals create
complexity and project managers need to
manage these parallel spirals in congruence.
To better manage the risks holistically,
engineering master plans are developed to lay
out the approach, risk mitigation strategy and
estimate the number and frequency of the
spirals. Usually, three to five spirals are needed
for the system to stabilise. In a single spiral,
there will be several mini spirals executed in
parallel or in series. Each mini spiral can last
between three to six months while some can
be as short as two weeks. Unlike the agile
development model that follows a strict
timebox control, the mini spirals create the
flexibility, time and space for the stakeholders
to manage the risks effectively and deliver
several releases for rapid operational trials.
Developers are not burdened with full-scale
documentation but would produce only
sufficient artefacts to capture the design
considerations, risks, and decisions made which
can be referenced to guide future spirals.
A single spiral is typically planned to be
completed within a year so that the C2I system
can be fielded for at least one major
operational exercise. Through the exercises,
capability gaps and system deficiencies would
be identified and addressed in future spirals.
While the spiral model may adequately manage
the risks of developing a single C2I system,
System-of-Systems (SoS) architecture risks
inherently straddle various systems at the
enterprise level and pose a different set of
challenges. While developing C2I SoS, multiple
spirals for each individual system will be
concurrently executed. The collective effort to
construct these component systems and
integrate them into the SoS to achieve the
intended result has to be carefully planned
and orchestrated. Otherwise, the SoS could
become dislocated and would fail to
demonstrate its intended Integrated Warfare
capabilities.
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Figure 1. Concurrent Spirals Development for C2I System-of-Systems
Managing Concurrent Spirals. Before
embarking on a massive development of the
C2I SoS, deliberate and comprehensive planning
is carried out. An enterprise architecture has
to be constructed so that it can provide the
strategic framework to deal with the
integration issues pertinent to the development
of the C2I SoS (Yeoh et al., 2007). To mitigate
the architectural risks, an experimental
approach is taken to construct a baseline C2I
Enterprise Architecture for experimentation.
An experimental System A is then developed
to verify the completeness and correctness of
the C2I Enterprise Architecture. The C2I
Enterprise Architecture continues to evolve
into version 1 for the basis of constructing the
remaining individual systems. Version 1 of the
architecture is verified through developing
System B for experimentation. Figure 1 shows
the concurrent spirals development for the
C2I SoS.
The concurrent spirals have to be managed in
a concerted effort to mitigate architectural,
technical, process and scheduling risks. Multiple
synchronisation points have to be established
during the planning phase so that the systems
can converge throughout the development
and implementation phases. The
experimentation-to-operationalisation
approach separates the risks into manageable

pieces during the concurrent spirals. After
verifying the C2I Enterprise Architecture, the
individual systems are then staged for
development and managed under
configuration control. As shown in Figure 1,
each version is an incremental release of
capabilities into the C2I SoS. The incremental
release also reduces integration risks and
enables faster time-to-fielding for operational
trials. The C2I Enterprise Architecture itself
will also evolve with version changes.
Operations and Support (O&S). Prior to the
continual development, the development team
will hand over the system to a dedicated
support team to provide systems maintenance
during the O&S phase. The transitioning to
O&S entails training of the support team by
the development team. The support team
would need to re-learn the design from the
development team and would invariably be
less competent than the development team
in fixing the bugs. Therefore, such an
arrangement might affect the system and
operational readiness.
In the Continual Systems Development
framework, the same development team
continues to support the system throughout
the exercises and daily operations. The team
will fix software bugs and develop additional

functions to support the operations. There is
no learning curve and we have benefited from
the leanness that can be achieved as the
knowledge and experience is retained within
the team. The veteran developers are around
to groom the juniors and pass on the
knowledge through on-the-job coaching and
supervision. The team continues to support
the system and then dovetail to the next spiral
development or major upgrade.

ENABLING CONTINUAL
DEVELOPMENT FOR C2I
SYSTEMS
To ensure proper governance, DSTA has
established the Enterprise Architecture
Framework to guide the innovation and
experimentation of new operational concepts
(Yeoh et al., 2007).
Enterprise Technical Architecture (ETA). The
early generations of C2I systems for the SAF
were developed with a low degree of
connectivity among the three Services, namely
the Army, Air Force and Navy. With the
advancement in information and networking
technologies, C2I systems were rapidly
networked across the three Services through
sharing and integrating common services.
Over time, an unwieldy mesh would be created

if there were no clear framework for proper
governance. As such, DSTA established the
Enterprise Architecture Framework to ensure
that the C2I systems are developed in
compliance with this framework so that the
systems are interoperable by design. The
framework offers better scalability through a
layered and integrated design to create a wellintegrated and interoperable development
environment.
The ETA is one of the components in the
Enterprise Architecture Framework (Yeoh et
al., 2007), and is adapted from the ServiceWide Technical Architecture established by the
Infocomm Development Authority of
Singapore. It aims to establish the principles,
standards and development guidelines in the
design, development and acquisition of
Information Technology (IT) systems that range
from ubiquitous corporate IT systems to
specialised systems such as C2I systems. There
are eight principles to guide the developers to
construct the enterprise architecture. Table 1
shows the eight architecture development
principles.
The ETA is further organised into a nine-domain
architecture to provide the guidance and
standards for the developer to construct an
enterprise system. Figure 2 shows the ninedomain architecture.
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Figure 2. Nine domains of the Enterprise Technical Architecture

76

Architecture Development Principles
S/N

Principle

Definition

1.

Information is a
critical asset. It must
be effectively
collected, managed,
exploited, shared
and protected.

DSTA should be linked as a single virtual network
in order to provide all personnel with on-demand access
to authoritative, relevant and sufficient information
to perform their duties effectively.

2.

Adequate security

Security must adequately protect information from
unauthorised access and protect systems from attacks,
both internal and external.

3.

Reduced integration
complexity through
standards

Interoperability and ease of integration (both intra and
inter agency) should be achieved through adherence to open
standards with wide industry acceptance and implementing
simplified and well-defined interfaces. In the case where no
open standards exist, the organisation should adopt a
product standard with wide industry acceptance. In addition,
standard user interfaces and access protocols should be used
for all systems, where standards are available.

4.

Reuse through
component-based
model

Systems should evolve to employ and share reusable
components and infrastructure services across DSTA.

5.

Highly granular

Systems should be engineered to be 'highly granular' and
'loosely coupled'. This can be achieved through N-Tier
logical partitioning and implementing event-driven systems
and message-based interfaces.

6.

Architecture and
infrastructure
robustness,
scalability,
adaptiveness and
performance

Architecture design and development should incorporate
degrees of robustness, scalability, and adaptiveness to
support continuity, growth, and evolution of the business
respectively. Performance requirements of a system should
be considered in totality which may lead to design trade-offs
of components within each domain.

7.

Cost-effectiveness
and operational
efficiency

Minimising total cost of ownership should be a goal of
architecture development. Both initial development costs
and ongoing operational costs like system administration
and maintenance must be considered in totality. Operational
efficiency of the architecture should be considered.

8.

Minimise
configuration
support

Create a small number of consistent configurations for
deployment across the enterprise.

Table 1. Eight principles for developing architecture

The Application domain describes the
framework for the design of applications for
interoperability, maintenance of a high level
of distributed systems integration, reuse of
components and rapid deployment of
applications to enable a high responsiveness
to changing operational requirements.

The Platform domain defines the technical
computing components of the infrastructure
for the client and server hardware to interact
with the operating systems. It also describes
the storage, backup and high availability
components that constitute the hardware
infrastructure.

The Collaboration and Workflow domain
defines the environment for the automation
of the distribution of ideas, notices and
documents throughout workgroups and the
entire organisation. The nature of the
collaboration and workflow among the users
and machines could be based on the processes
needed in the workgroup or the conversational
type of the interactions.

The Network domain defines the
communication infrastructure for the
distributed computing environment. It describes
the logical elements such as topology, physical
hardware components and protocols for the
networking infrastructure.

The Internet and Intranet domain defines
the technologies, standards and guidelines for
seamless and platform-independent
communications among the internal and
external nodes.
The Data Management domain defines the
mechanics for managing, securing and
maintaining the integrity of every data entity.
It also describes the structure of authoritative
databases and provides the standards to access
decision support data.
The Distributed Environment Management
domain defines the hardware and software
components of the environment that will be
controlled through configuration management.
The broad disciplines of the domain also include
fault detection and isolation, testing,
performance measurement, problem reporting
and software upgrades and control.
The Middleware domain defines an
integration environment between workstations
and servers in order to improve the overall
usability of the distributed infrastructure. It
creates a uniform mechanism for application
integration independent of network and
platform technologies.

The Security domain defines the
technologies, standards and guidelines to
ensure the availability, integrity and
confidentiality of data. The elements include
identification, authentication, authorisation,
access control, administration and audit.
Common Repository. The common repository
is an asset that DSTA has created to support
the Continual Systems Development. The
repository preserves the intellectual capital of
C2I systems business application and technical
component services from which developers
could draw upon to rapidly assemble and
deploy C2I systems for the SAF. As the repository
applications and services are thoroughly tested
for operational deployment, the assembled
C2I systems would achieve a high degree of
assured quality for operational trials.
To continually evolve and expand the
repository, a rigorous process was adopted to
build common applications and services on top
of the existing services. When capability gaps
are identified, C2I systems developers will
develop the new applications and services on
top of the baseline C2I systems. The C2I systems
are then deployed for operational exercises to
verify the implementation and validate that
the gaps are satisfactorily covered. After the
successful completion of experiments, the new
applications and services will be enhanced to
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Figure 3. Process for maintenance of the Common Repository

incorporate the non-functional requirements
such as exception handling and reliability. The
validated services are then integrated into the
next baseline C2I systems and added into the
common repository for future development.
Figure 3 shows the process of continually
building up the common repository.
Using Modelling and Simulation (M&S). M&S
has been exploited to assist the stakeholders
to discover new requirements. As such, C2I
developers will team up with M&S analysts to
help users to define operational scenarios and
develop simulation models to allow users to
walk through their scenarios. Through the
process of modelling and simulation,
stakeholders can develop a better
understanding of the operational issues,
emerging threats and capability gaps. The
system effectiveness could be analysed to
establish the factors affecting the overall system
performance. Leveraging the newly acquired
knowledge, C2I developers can design different
architectures. Developers can further employ
M&S to evaluate the relative performance of
various architectures to select the optimal

architecture to meet the desired performance
of the C2I SoS.
Using an M&S approach to discover new
requirements and develop architectures in early
spirals is critical to the continuity of developing
C2I systems in future spirals. The right system
level and functional level service components
are identified for development in the early
spirals. These service components can be
assembled to form new capabilities and
validated using M&S. Another benefit of
employing M&S to study the needs is to level
up all stakeholders’ knowledge on the
operational and technical issues. This helps to
bring the operational and technical
communities to a common footing to build
better systems.
Emulator-based C2 Development (EC2D). The
EC2D is another approach to address the
difficulties of designing first-of-its-kind systems
(Yeoh et al., 2007). In the early spirals, emulators
can be constructed and assembled to provide
emulated inputs from other interacting system
components to the C2I systems. These system

components can be the missile system or the
surveillance radar system. The C2I systems can
be easily assembled using the components
from the common repository and then
integrated with the emulators to form an
emulator-based C2I system environment to
facilitate the exploration of operational
concepts and evolving requirements. The EC2D
provides a low cost and low complexity option
in the early development phase when
interacting system components are being
specified. As and when the interacting system
components are available, they will then
replace the emulators in the follow-on spirals.
Resource Management System (RMS). Human
resources are paramount to the growth and
success of the organisation. This is especially
true for a technology organisation like DSTA.
To maintain leanness, utilisation of limited
resources has to be properly planned and
allocated to maximise the desired outcomes.
The RMS was created to facilitate the planning
and allocation of manpower. The developer
competencies are kept up to date in the RMS
and the system is able to recommend the right
match between the resource requirements of
the developers and the project. Matching the
developers to the appropriate tasks enables a
higher probability of success in meeting the
system’s requirements. In addition, individual
developer workload is also captured in the
system to avoid overloading the developer.
Maintaining a healthy balanced workload
allows the developers to spend time thinking
creatively and delivering innovative solutions
to the SAF.
Developing Competencies. While developers
are actively engaged in developing C2I systems,
the organisation needs to create space and
time for the developers to upgrade their skills
and develop new competencies. The effort
includes identifying emerging competencies
needed for future challenges and committing
resources, time and effort to develop the C2I
professionals. DSTA established the

Organisation Capability Development (OCD)
entity in 2006 to embark on this endeavour.
OCD works with the C2I developers to chart
the individual annual learning plan. The plan
highlights the training needs of each developer
and determines the training methods, schedule
and resources to build his/her capacity and
competency. The investment in the developers
and their training ensures the sustenance of
Continual Systems Development.

CONCLUSION
Continual Systems Development for C2I systems
is a risk management approach to developing
well-architected and integrated systems. This
approach has enabled the rapid development
and deployment of C2I systems for the SAF,
moving in tandem with its evolving and
expanding scope of desired capabilities to
tackle the challenges of the 21st century.

79

80

REFERENCES
Adams, G., Daniel, D. (2000). Managing
Concurrent Development – A Systems
Engineering Approach, Autotestcon
Proceedings, IEEE.
Aoyama, M. (1993). Concurrent-Development
Process Model, Software, IEEE, Vol. 10, Issue 4,
July, pp 46-55.
Boehm, B. (1998). A Spiral Model of Software
Development and Enhancement. Computer,
Vol. 21, No. 5, May, pp 61-72.
Boehm, B., and Hansen, W. (2001). The Spiral
Model as a Tool for Evolutionary Acquisition.
CrossTalk.
Cebrowski, Vadm A. and Garstka, J. (1998).
Network-Centric Warfare: Its Origin and Future.
Proceedings of the Naval Institute, January.
Infocomm Development Authority of Singapore
(2006). Service-Wide Technical Architecture.
Retrieved on August 2007 from
http://intranet.igov.gov.sg/Governanceand
Management/PoliciesAndStandards/SWTA/
Krygiel, A. J. (1999). Behind the Wizard’s
Curtain. CCRP Publication Series.

Lee, J., Ong, M., Singh, R., Tay, A., Yeoh, L.W.,
Garstka, J., Smith, E. (2003). Realising
Integrated Knowledge-based Command and
Control – Transforming the SAF. Pointer
Monograph No.2.
Yeoh, L.W., Chung, W.K., Cai, J. (2007).
Emulator-Based C2 Development: A Systems
Engineering Approach To Developing C2
Systems. Asia-Pacific Systems Engineering
Conference, Singapore.
Yeoh, L.W., Lew, C. S., Cheung, D.S.K., Lee,
C.C.W. (2007). Using Modelling and Simulation
System-In-The Loop Solution to Enhance
Productivity and Service Level for Military
Communication Systems Development. AsiaPacific Systems Engineering Conference,
Singapore.
Yeoh, L., Syn, H., Lam, C. (2007). An Enterprise
Architecture Framework For Developing
Command and Control Systems. 17th Annual
International Symposium of the International
Council on Systems Engineering.
This paper was first presented at INCOSE 2008,
15 - 19 June 2008 in the Netherlands and has
been adapted for publication in DSTA Horizons.

BIOGRAPHY
Dr Yeoh Lean Weng is Director (C4I Development and Systems Architecting).
He is also concurrently the Deputy Director of the Temasek Defence Systems
Institute and an Adjunct Professor at the National University of Singapore
(NUS). Lean Weng has extensive experience working on large-scale defence
engineering systems. As a systems architect, he played a key role in developing
the Enterprise Architecture for defence applications. He also developed the
systems architecting methodology for masterplanning and defence
transformation. He is also the Vice-President of the INCOSE Singapore Chapter,
INCOSE Region VI Representative to Member Board and the Chairman of
Systems Engineering Technical Committee, Institution of Engineers, Singapore.
Lean Weng received his Bachelor and Master of Science degrees from NUS
in 1983 and 1987 respectively. He further obtained two Masters in 1990 and
a PhD in Electrical Engineering from the Naval Postgraduate School (NPS),
USA in 1997.

Teo Tiat Leng is currently Deputy Director (Industry) in the Defence Industry
& Systems Office, Ministry of Defence. He has more than 15 years of experience
in software engineering and systems engineering, developing C4I systems
for the Singapore Armed Forces. His current work encompasses policy matters
pertaining to the defence technology ecosystem. He received his Master of
Science (Computer Science) with Distinction from NPS, USA and a Master in
Defence Technology & Systems, Master of Technology (Software Engineering)
and Bachelor of Science (Computer & Information Science) degree from NUS.

Lim Horng Leong is a Programme Manager (C4I Development). He led the
development of several large-scale command and control systems and
successfully fielded the systems for the Republic of Singapore Navy. He is
currently applying Systems Engineering methodologies for C4I
experimentation. Horng Leong received his Bachelor of Science degree
(Computer and Information Sciences) from NUS in 1996. He also holds a
Master of Science in Systems Engineering from NPS, USA.

81

Software Safety –
Back to Basics, Knowing Where to Tap!
~ A DSTA Perspective

ABSTRACT
Software Safety is becoming an important element of System
Safety as more and more hardware and equipment are run
and controlled by software. Customary approaches such
as hazard and fault tree analyses would help one to identify
and assign hazard(s) to either of a hardware or software nature.
This is only the beginning. Once software hazards have been
identified, software architects and developers would have to
design the application architecture to ensure the software
components are easy to test, verify, and maintain. This paper
will share the important aspects of white-box testing, and the
use of metrics as a proxy to measure the testedness, complexity
and maintainability of program codes. The paper will also
briefly describe the DSTA software quality journey, the DSTA
Software Quality Assurance (QA) & Testing Framework, the
governance to ensure compliance and the challenges faced by
the DSTA Software QA & Testing Programme in enforcing
compliance of the processes and quality enhancement activities.
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INTRODUCTION
In the majority of accidents in which software
was used to control actions of components,
the cause can be traced to requirement flaws
such as incomplete requirements in the
specified and implemented software behaviour.
For example, wrong assumptions were made
on how the control system operates in the
production environment. However, even if
there exists a methodology or technique that
could identify all software-related hazards, we
could only conclude that “half the battle is
won”, and we are still presented with a huge
risk if the software is not properly designed,
built and tested.
It is common practice to use fault tree analysis1
to identify software-related hazards. The
analysis is usually carried out right down at
the software interface level in order to trace
the hazards into the software requirements
and design implementation. Furthermore,
software can do more than what is specified
in the requirements. Over-zealous developers
(or sales and marketing staff) may try to
introduce more ‘value-added’ features and
functions to impress and please the customers,
or the problem could be having unintended
functions unwittingly introduced to the system.
All these extras may potentially introduce
safety hazards into the system during operation
and therefore have to be treated with great
caution and care.
Software safety is a subset of system safety.
Hence, in the context of safety, we must ensure
that the system is protected against, and also
designed to handle unexpected software
behaviour. This paper will demonstrate how
good practices of software engineering such
as Software Quality Assurance (QA) and Testing
are an essential and necessary function to help

enhance and promote software safety within
an organisation. Project teams are known to
do a much better job in Software QA & Testing
activities when they know that there is an
independent body to carry out reviews and
that a quantitative criteria have been
established to assess whether due diligence
has been carried out.

THE IMPORTANCE OF
WHITE-BOX TESTING
Many companies fall into the trap of accepting
software solely based on the user acceptance
test (UAT), also commonly known as black-box
or functional testing in the software industry,
where a set of pre-defined scenarios (or
functional tests) was applied to the software
system to verify actual results obtained against
the expected results. This practice of software
acceptance has the following shortcomings:
• We do not know the risks involved when
we deploy a system in a production
environment.
• We are unsure whether all critical
components / modules are appropriately
tested.
• UAT and Systems Integration Test (SIT) do
not reveal which part of the program is not
tested – there is no visibility of test coverage.
• Given the limited resources available, where
should one focus his testing efforts to reduce
the risk of programme and system failure?
This form of software acceptance is a very
common practice in the Information
Technology (IT) industry. The reason is not
because the industry is unaware of better
practices. Rather, the crux of the issue lies with
the customers and consumers not
understanding the software development life
cycle and hence are not knowledgeable enough

Figure 1. Benefits of early detection of defects
to know what to ask for or expect from the
software house. There are obvious economic
reasons why most software houses would not
g o b e y o n d t h e t r a d i t i o n a l U AT
for software acceptance. A holistic and
comprehensive acceptance methodology would
entail an elaborate development process that
weaves in different kinds of testing
requirements, procedures, as well as quality
assurance and review activities. All these
translate into effort and cost. Regrettably, if
one does not know what to ask for, one would
probably not get what is rightfully due to him.
Although the system nature of safety implies
that the black-box and integration testing will
be more relevant, white-box testing (also
known as developer testing) can also highlight
safety considerations when the safety-critical
functions and constraints have been traced to
individual modules and variables (Leveson,
1995). White-box testing is carried out by the

developers as they write the software codes.
The key benefit of white-box testing is that
defects (programming bugs) or violations of
coding best practices are promptly made known
to the developers. This reduces the likelihood
of allowing defects to be carried over to
subsequent phases of the development life
cycle. Studies have shown that the longer it
takes to detect the defect as it is promoted
through its life cycle, the more difficult and
costly it is to fix the problem (see Figure 1).
White-box testing comprises static and dynamic
analyses. While it is possible for one to manually
conduct code reviews, it is often more costeffective to use automated tools to flag out
bad practices and potential defects. Numerous
tools exist in the market, for example, Parasoft’s
C++ Test and Jtest, Agitar and McCabe IQ
suites2. All these tools have a common objective
i.e. to help developers and managers take
guesswork, intuition and other unreliable
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methodologies out of the picture. What this
means is that the code itself is the basis for
final management decisions to accept or reject
the piece of software. However, every tool has
its strengths and limitations. In most cases,
they cannot be used to check and verify
proprietary codes such as commercial-off-theshelf products. White-box testing tools are also
not able to check Enterprise Resource Products
(ERP) like Oracle and SAP because the source
codes are not made available. The acceptance
of such ERP solutions are normally restricted
to functional, performance and security
(vulnerability) testing. Hence, the decision to
select which tool to invest in will depend largely
on the goals and objectives of using such tools
in the first place. More importantly, do we
have a set of evaluation criteria that has been
carefully thought through to help us decide
on the tool that is the most cost-effective and
easy to use?
Some schools of thought believe that testing
is success-oriented. This is true to a certain
extent as most testing tools focus on doing
what the software is supposed to do i.e.
providing required outputs, rather than on
what it is not supposed to do or on the effects
of failures and errors on safety-related
behaviour. Some have even gone further to
suggest that erroneous inputs are often not
tested. This truth is more evident in the past
but with the advancement of technology in
recent years, we are beginning to see tools in
the market today that can generate run-time
test data to break software codes (dynamic
tests). However, operator errors and some
software error conditions may not be fully
addressed by such state-of-the-art testing tools.
These are extremely important for safety and
hence have to be complemented with other
techniques and methodologies. It is important
to note that the safety of a piece of software
cannot be evaluated by simply looking at the
software alone.

USE OF SOFTWARE
METRICS TO ENHANCE
SOFTWARE SAFETY
DeMarco’s insight in 1982 has now become a
well-known adage in software engineering:
“Managers cannot control or manage what
they cannot measure.” It has always been a
challenge to implement software metrics in
an IT organisation to control and manage
safety and quality. Often, good intentions are
met with unintended results and behaviour.
Developers are known to be suspicious of
whether the software metrics would be used
against them in their performance appraisal
(though conversely, it could also be used to
justify higher rewards if the metrics showed
that they were producing high quality codes).
This common fear reflects the prevailing culture
in most organisations (and the industry) and
is underpinned by the management’s level of
trust and willingness to forgive when
employees make mistakes.
Instituting a new process or a new method of
doing things in a large organisation can be an
uphill and challenging task. There will always
be people who support the initiative; those
who oppose the initiative; and those who are
indifferent. If an IT organisation does not have
a strong quality culture, then the introduction
of software metrics without some form of
change management framework will lead to
limited success at best or total failure in most
cases. It has been discovered that applying the
CMMI’s 10 generic practices (CMM Integration
Project, 2001) is a good starting point for those
who are interested in making software metrics
or any new process operational in their
organisation. However, there is no guarantee
of success. It will require more than these 10
best practices and additional factors include
strategic planning, timing and leveraging
opportunities.

One of the most effective tools in making
things safer is simplicity and building systems
that are intellectually manageable. In today’s
environment, it is becoming increasingly
difficult for managers to handle software
development projects because software is
growing to previously unimaginable size and
complexity. There is probably more software
than hardware components in any equipment
today as compared to a few decades ago.
A good example is the aircraft industry.
Furthermore, it is increasingly common that
the codes being managed are produced by
someone else such as third party contractors
or different business units within the company.
Under such environments, the ability to
manage a software application effectively
depends on accurate and complete assessments
of the code.
The use of software metrics like cyclomatic
complexity (McCabe and Watson, 1996)
measures the amount of decision logic in a
single software module. It gives the number
of logical paths or the recommended minimum
set of test paths required to pass through every
decision at least once in the software module.
Another useful metric is coverage analysis.

Coverage analysis can instantly identify
untested paths and branches, allowing project
managers to streamline test plans to address
only untested parts of the program. This
prevents common problems of redundant
testing or over-testing program areas that are
at low risk of defects. Coverage testing is
therefore a very useful and powerful tool for
identifying and analysing untested paths in
safety critical modules.
Some tool vendors provide extensive
visualisation capabilities with tools like battle
maps and flow graphs. Battle maps display a
structure chart that graphically represents the
functional hierarchy of the program. Often,
the tool has an ‘exclude’ feature for developers
and designers to focus on specific segments of
the program. Flow graphs graphically display
the control structure of the code and path of
execution inside each module. It facilitates
code comprehension and is often used for code
reviews. They are very good for highlighting
unstructured behaviour of the code and
developers and users alike can graphically see
the cause of increased code complexity
(see Figure 2).
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Figure 2. Example of a flow graph
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The Software Engineering Institute of the
Carnegie Mellon University recommends the
following benchmarks for the measurement
of cyclomatic complexity (see Table 1).
From the perspective of a customer without
much programming knowledge or IT
grounding, one could easily comprehend the
complexity of the developed codes and
whether they are easy to test and maintain by
simply looking at the graphical display of the
battle maps and flow graphs. These are very
effective tools to manage the quality and
maintainability of the codes. With the aid of
such tools, it is more compelling for software
architects, developers and third party
contractors to refactor their codes when they
are presented with a complex flow graph that
showed that it is almost impossible to test their
software. Hence, the use of these tools
facilitates simplicity and the building of
software systems that are intellectually more
manageable and hopefully make things safer.
In addition, such visibility also provides a more
objective assessment of the operations and
support costs incurred by both contractors and
customers alike.

THE DSTA SOFTWARE
QUALITY JOURNEY
Since the early 1990s, DSTA has been using
ISO9001 as the foundation for the
organisation’s quality management system.
DSTA has an elaborate quality manual that
articulates the processes and procedures that
project teams will have to comply with in the
course of their work. Despite these processes
and procedures, we still encounter quality and
performance issues when systems were
deployed in the production environment. It
has become clear that a good ISO9001 system
is insufficient – we have to do more, like
subjecting the software codes to screening and
quality control.
DSTA started a centralised test service to
provide performance testing services to project

Cyclomatic
Complexity

Risk
Evaluation

1 – 10

a simple program,
without much risk

11 – 20

more complex,
moderate risk

21 – 50

complex, high risk
program

Greater than 50

untestable program
(very high risk)

Table 1. Benchmarks for measuring
cyclomatic complexity

teams in July 2004. This test is usually performed
prior to the deployment of the system. While
we see a significant improvement in the
performance of the deployed systems that
have undergone the test, there are still issues
with regard to programming bugs and poor
quality codes that are too complex and difficult
to maintain. Quality has to be built into the
system at the onset of the project life cycle.
One of the most effective ways to address this
problem is to introduce white-box testing
methodology into the organisation. In June
2005, a small team was formed to explore and
make automated white-box testing operational
in the organisation. At the same time, another
team was involved in the development of a
Software QA & Testing Framework (Lian and
Chew, 2006) which is built on top of the
organisation’s quality management system.
The framework was endorsed by DSTA senior
management on 8 February 2006 (see
Figure 3).
DSTA was fortunate in that the senior
management is very supportive of these quality
initiatives. In April 2006, DSTA officially set up
the Software QA & Testing Programme
(SwQAT) with the vision of providing leadership
in the delivery of quality software that is not
only reliable and easy to maintain but also safe
to use. The senior management also endorsed

Figure 3. DSTA Software QA & Testing Framework

SwQAT’s recommendation for all projects to
undergo pre-deployment code screening. By
the end of July 2007, SwQAT had managed to
perform code screening on more than 70
projects.

SOFTWARE QA &
TESTING GOVERNANCE
DSTA outsources a large number of projects
to the industry. In order to ensure that the
systems delivered to DSTA by the contractors
are of high quality, it is important that
quantitative measures are used for the
acceptance criteria. There are many types of
testing that a piece of software has to undergo
throughout its life cycle. The more obvious
ones are normally ‘milestone-kind’ of testing
which includes interface testing, factory
acceptance test, UAT and performance testing.
The less obvious yet important ones like whitebox and application security testing are often
taken for granted and overlooked by
developers. SwQAT has identified the following

types of testing to be included in the tender
contract which contractors must fulfill when
they bid for the projects: (1) white-box testing,
(2) black-box testing, (3) coverage testing for
safety-critical and mission-critical components,
(4) application security testing, and (5)
performance testing.
For white-box testing, SwQAT uses cyclomatic
complexity and violation of industry coding
best practices as a proxy for systems acceptance.
In addition, for safety-critical and missioncritical modules, coverage testing is to be
performed to determine the percentage of
codes that has been covered by the black-box
testing. The white-box testing tool that we
use is also able to identify unused codes and
untested codes which are undetectable by the
traditional black-box testing. Unused and
untested codes could be potential sources of
safety risk and hence should be identified
and verified.
In DSTA, black-box testing is carried out by the
project teams together with the users to
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validate and verify the functional requirements.
SwQAT will help to instrument the source codes
for components that need to undergo coverage
testing. The project team will then carry out
the coverage testing as part of the black-box
testing and SwQAT will analyse and interpret
the results (test logs) for the project teams as
part of the test services rendered to project
teams.
SwQAT will also conduct vulnerability
assessment on software systems to identify any
security risks. Both white-box and black-box
application security tools are used for this
purpose. For pragmatic and sometimes
business-related reasons, defects and bugs
(those which are not catastrophic in nature)
may be intentionally left uncorrected in the
next new release. However, for security
vulnerabilities that have been identified, it is
mandatory that these defects must be fixed
before they are deployed.
Performance testing is usually the last test to
be carried out before the system is rolled out.
Depending on the objective of the performance
test, SwQAT can conduct load, stress and
volume tests to identify bottlenecks in the
system. This test is often carried out at a staging
environment and also at a pilot trial at the
production environment without prior notice
before declaring the system operational. Once
the bottlenecks have been identified, the
respective experts from the server, database
and network teams would work collectively to
fine-tune the system.
SwQAT will produce test reports for white-box,
application security and performance testings.
Black-box testing report will be done by the
project team. After each test, SwQAT will brief
the project teams on the findings, analyses
and recommendations on how to fix the
identified defects. The final approval to release
the system for deployment is under the purview
of the Programme Director.

CHALLENGES FACED BY
SWQAT
In order to be effective, SwQAT needs to have
a pool of talented professionals who are not
only technically competent in software
architecture design and coding practices, but
also first class salesmen with the tenacity and
people skills to influence and convince their
peers to do things differently to achieve better
results. This combination of technical and soft
skills is not easy to find in any organisation.
Finding experienced staff with three to four
years of development experience in the
organisation to staff SwQAT is a big challenge
as we are always competing with the in-house
project teams for talents to deliver systems to
our customers. Mid-career recruitment is also
difficult as many prefer to work in the
private sector.
SwQAT took almost three years to build up a
team of capable professionals from four to 15
staff specialising in white-box, black-box,
performance and application security testing.
Since early 2007, we have been focusing our
efforts on building up our skills in application
security testing. The initial startup was
challenging but we were fortunate to be able
to tap on two software architects to help kickstart the team on a part-time basis. The
software architects were invaluable to the
team in helping to verify and select the rule
set to be used for flagging out the code
violations and security vulnerabilities as well
as developing guidelines and standard
operating procedures.
Although SwQAT contributes directly to the
branding of the organisation, we were not
always taken seriously by the project teams at
large. As a QA & Testing outfit, SwQAT is
viewed as a cost driver and may potentially be
blamed for causing delays in schedule.
Furthermore, our contributions may not always

be appreciated. Nonetheless, SwQAT’s staff
know that their work and contributions to the
organisation are important and valued by
DSTA’s senior management, and our customers,
the Ministry of Defence and the Singapore
Armed Forces.
SwQAT has taken great pains to inculcate the
quality culture in the organisation. For teams
who are willing to work with us, we will be
there to help them ‘smoothen’ their learning
curve and also provide technical support to
resolve any technical issues or problems
encountered. SwQAT also conducts regular
training courses to educate staff on the DSTA
Software QA & Testing Framework and
governance, and hands-on technical training
on the use of the automated tools. Through
our sincerity and professionalism, we are
beginning to win over the project teams. By
word of mouth, news of the value-add
provided by SwQAT has spread and we are
beginning to see an influx of requests for our
services. For SwQAT to be successful, we operate
on the principle of ensuring that our
customers i.e. project teams are successful.
To meet the next challenge in achieving
software safety capability, SwQAT has to train
her staff to understand system safety concepts
and techniques. This is the simple part as we
can easily set aside time for the staff to attend
relevant courses, workshops and conferences
as well as provide them with opportunities to
work on system safety projects to gain valuable
hands-on experience. On a larger scale, the
more challenging task is to train our software
developers to understand not only softwarerelated hazards, but also any software
requirements plays in the implemention of
interlocks and other safety design features.
The question is whether we can train the
software developers such that they will not
inadvertently disable or override system safety
features and implement software-controlled
safety features incorrectly. The other difficult

challenge is to get system safety engineers to
be more involved in software development
and to include software in the system safety
process. This is an aspect SwQAT has to work
on as we begin to explore and move into this
new domain of work.

CONCLUSION
There are so many software paths, possible
inputs and hardware failure modes that testing
for all of them is not feasible. A good testing
strategy may chance upon a few hazardous
software errors or behaviour, but this is far
from a rigorous way to identify them. This
paper advocates sound Software QA & Testing
practices as a means to complement software
safety.
In a nutshell, with the aid of advanced
automated test tools, software safety can easily
be complemented and enhanced through (1)
the identification of unused and untested
codes; (2) the highlighting of unstructured
behaviour, as well as (3) the use of an excellent
tool to identify the impact on change analysis
given that software systems do change over
time due to new or defunct requirements both
during software development and operations
and support phases. Also, central to any
organisation engaging in software
development activities is the need to have a
system for configuration management, a good
traceability matrix to trace requirements for
the determination of cases to test scripts, and
the execution of the tests.
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Hazard Re-classification
of 76mm Naval Gun Ammunition
following UN Test Series 6

ABSTRACT
The hazard classification of ammunition has a significant impact
on the maximum quantity allowable and minimum safety
distance required for its storage and transport. The 76mm
Multi-role Oto Munition and Semi-armour Piercing Oto
Munition rounds are gun ammunition used onboard the
Republic of Singapore Navy platforms. The manufacturers
assigned the rounds to Hazard Division (HD) 1.1. In comparison,
US Navy 76mm rounds with identical Comp A3 high explosive
fillings were classified as HD 1.2. DSTA suspected that the
76mm round’s hazard classification was conservative. Thus, a
series of confined and unconfined sympathetic detonation and
fast cook-off tests were conducted on rounds in storehouse
packaging (wooden crates) and storage afloat packaging
(plastic containers, referred to as octovals) in December 2007.
The test results indicated that the hazard classification could
be reduced to HD 1.2. Other than safety improvements and
risk reduction, the benefits of a reduced hazard classification
were enhanced emergency response and platform survivability,
easing of berthing constraints and increased storage flexibility
and capacity. This paper describes the motivating factors, test
programme and results.

Audrey Lao Linmei
Yen Chong Lian
Ng Cher Chia
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of 76mm Naval Gun Ammunition
following UN Test Series 6

INTRODUCTION
Class 1 Explosives comprise six hazard divisions
(HD), HD 1.1 to 1.6, with HD 1.1 as the most
hazardous and requiring the largest separation
distances for its safe storage. According to the
UN Model Regulations (United Nations, 2007),
it is mandatory for explosive substances and
ammunition to be classified into one of the six
hazard divisions before they are transported.
Hazard Classification Methods. With reference
to current practice in the US and the UK, the
hazard classification of new ammunition should
be assigned by a qualified explosives expert
on the basis of testing or by analogy.
a. Hazard Classification by Testing. The test
procedures from the UN’s Manual of Tests and
Criteria (United Nations, 2003) provide the
necessary information for the competent
authority of each country to assess the hazard
of explosive substances and articles, such that
an appropriate classification for transport can
be made.
b. Hazard Classification by Analogy. The hazard
classification of new ammunition may be
assigned by analogy in terms of similarities in
explosive filling, design features and packaging
(Department of Defense Ammunition and
Explosives Hazard Classification Procedures TB700-2 Review Draft, 2005) to those that have
already been hazard classified. This is the
prerogative of the country’s competent
authority. Analogy using analytical studies is
a common way of assigning a hazard
classification to ammunition.
c. Hazard Classification by Conservatism. When
neither tests nor analytical studies have been
done, ammunition may be conservatively
assigned to HD 1.1 – the most hazardous
division in Class 1. A conservative hazard
division leads to larger safety distances required
for the storage and transport of ammunition
and greater operational constraints than are
necessary based on the ammunition’s true
hazard.

Review of Applicable Tests for 76mm Rounds
Hazard Classification Reduction. A series of
tests (Series 1 to 8) described in the Manual of
Tests and Criteria have been devised to
determine if substances or articles are
candidates for Class 1 Explosives and the hazard
division they belong to. Series 1 to 8 also
determine how sensitive explosives are to
energetic stimuli such as friction, impact, heat,
and shock. However, it was determined that
only Series 6 tests were applicable to justify
the revision from HD 1.1 to HD 1.2.

MOTIVATING FACTORS
FOR THE 76MM
ROUNDS HAZARD
RE-CLASSIFICATION TEST
Cost. Additional expenditure was incurred only
for actual hazard re-classification testing and
packaging re-labelling. The 76mm rounds
tested were reaching the end of their shelflife and due for disposal. Therefore, the
ammunition cost was not a significant factor.
Benefits. One of the benefits of hazard
classification reduction is the relaxation of the
quantity distance (QD) criteria required during
the ammunition life cycle shown in Figure 1
(Parsons et al., 2000). QD is the safe separation
distance required during the storage and
transportation of explosives to minimise injury
to people and damage to property in the event
of an explosion. The QD criteria are greatly
influenced by the explosive hazard
classification. For the Republic of Singapore
Navy, hazard classification reduction of the
76mm rounds resulted in greater operational
flexibility during ammunition storage and
wharf-to-ship transportation, since the safe
separation distance required for those activities
was decreased.
Reduced hazard classification of ammunition
confers advantages other than safety
improvements and risk reduction. Enhanced
platform survivability, increased storage
capacity, storage flexibility and easing of
berthing constraints are the other benefits
(Barnes & Cheese, 2000).

Research & Development
Production
Handling
Transportation
Storage
Handling
Transportation
Operations

Disposal

Figure 1. Ammunition life cycle
a. Safety improvements/risk reduction. HD 1.1
has a mass detonation hazard, whereas HD 1.2
has a projection but not a mass explosion
hazard. Therefore, the risks to personnel from
storage, handling and operations involving HD
1.2 are lower.
b. E m e r g e n c y re s p o n s e . S y m p a t h e t i c
detonation (i.e. unintended detonation of an
explosive charge by exploding another charge
adjacent to it) and fast cook-off (i.e. direct
exposure to an intense fire e.g. liquid fuel fire)
timing and consequences may be derived from
the mandatory Series 6 tests. The cook-off time
and response of ammunition may be listed in
a compendium of safety data which would aid
the ship’s crew during an emergency. In
particular, the US Navy and Royal Navy have
already established information flow channels
and awareness in the ship’s crew on the cookoff behaviour of specific shipboard
ammunition. For example, the Royal Navy
compiles ammunition safety data as a Ship
Explosives Safety Store Instruction (JSP 430,
2005).
c. Easing of warship berthing constraints.
According to rules governing the mixing of
hazard divisions, regardless of the quantity of
explosives, when HD 1.1 is stored together

with lower hazard divisions, the entire load is
subject to HD 1.1 QD criteria. This poses a
constraint on the ship’s berthing requirements.
With hazard classification reduction, the QD
criteria for storage and transport would be
relaxed. Explosive loading piers and wharves
in proximity to on-base or publicly exposed
sites will also benefit from the easing of QD
requirements.
d. Increased ammunition storage flexibility.
With hazard classification reduction, 76mm
rounds may be stored with HD 1.2, 1.3 and 1.4
items and the load treated collectively as HD
1.2. This represents a greater storage flexibility
than a HD 1.1 load, particularly when the
majority of the items belong to a lower hazard
division. Storage of lower hazard division
ammunition also requires less facility
hardening. This translates to lower
infrastructure demand.
e. Increased storage capacity. Risk reduction
leads to less stringent QD criteria. With the
existing munitions infrastructure i.e. unchanged
separation distance and building structures,
more HD 1.2 explosives may be stored than
HD 1.1 and more combat ships may be
supported.
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Parameters

HD 1.1

HD 1.2

Remarks

QD Criteria for Storage

K22.2
= 403m

350m

Assuming an earth-covered
storehouse with 6 tons Net
Explosives Quantity

QD Criteria for
Warship (Un)loading

K16
= 291m

90m
(fixed)

Assuming a ship loaded with
6 tons Net Explosives Quantity

Individual Risk

2.1e-7
fatalities
per year

4.5e-8
fatalities
per year

Assuming a 50-feet separation
between an open storage site
and an open exposed site

Table 1. Benefits of hazard classification reduction from HD 1.1 to HD 1.2
f. Enhanced platform survivability. The
operational asset loss (i.e. ship’s damage)
incurred in the event of an accident or a hostile
action is smaller for HD 1.2 than HD 1.1. Hazard
classification reduction would lead to lower
consequential risks to the ship from the stored
ammunition.
g. Overall benefits. These are shown in Table
1 using generic inputs. K22.2 refers to the
safety factor applied for inhabited buildings
while K16 refers to the safety factor applied
for warship loading and unloading.

TEST METHOD
The UN Series 6 tests were planned for
implementation as follows:
Type 6(a): Single Package Test. A test on a
single package to determine if there is mass
explosion of the contents.
Type 6(b): Stack Test. A test on packages of
explosive articles to determine whether an
explosion is propagated from one package to
another.
Type 6(c): Liquid Fire/External Fire
Test. A test on packages of
explosive articles to determine if
there is mass explosion or a hazard
from dangerous projections,
radiant heat and/or violent
burning or any other dangerous
effects when involved in a fire.

Possible Waiver. According to Series 6
procedures, it is not always necessary to conduct
all the tests. The Stack Test can be waived if in
the Single Package Test:
a. the exterior of the package is not
damaged by internal detonation and/or
ignition, or
b. the contents of the package fail to
explode, or explode so feebly that
propagation of the explosive effect from
one package to another in the Stack Test
is excluded.
Test Packaging. It is a UN Series 6 requirement
to test articles in their realistic forms of
transport. Packaging and stacking
configurations affect results due to the
differential absorption of energy. The 76mm
all-up rounds are stored in two types of
packaging: wooden crates in storehouses and
octovals onboard ships. The wooden crate
packaging (see Figure 2) is from the original
equipment manufacturer and comprises two
rounds in a head-tail (projectile to cartridge)
layout, each packed in a fibrous cylinder. One

Figure 2. Wooden crate packaging schematic

wooden crate contains two cylinders. Octoval
packaging (Figure 3) comprises two rounds in
a head-head (projectile to projectile) layout
packed into a high impact acrylonitrile
butadiene styrene plastic container.

SINGLE PACKAGE
SYMPATHETIC
DETONATION TEST

Figure 3. Octoval packaging schematic

Definitions. The 76mm Multi-role Oto Munition
(MOM) round contains pre-formed fragments
while the 76mm Semi-armour Piercing Oto
Munition (SAPOM) round contains a
penetrating warhead. All 76mm rounds
comprise a projectile (containing the high
explosive warhead which delivers the weapon
effect) joined to a cartridge case (containing
the propellant which propels the round). Each
test package comprises two rounds in either
the wooden crate or octoval packaging. One
round is known as the donor, since it is
purposely initiated and ‘donates’ the blast.
The other round is known as the acceptor.
During the sympathetic detonation testing of
rounds, the assessment is based on the response
of the projectile and not of the cartridge. This

is because the high explosive is contained in
the projectile. There are three types of tests
prescribed by UN Series 6, namely 6(a) Single
Package Test, 6(b) Stack Test and 6(c) Liquid
Fuel/External Fire Test. However, the Single
Package and Stack Test have multiple trials
(e.g. Single Package Test trial 1, Single Package
Test trial 2). The Liquid Fuel/External Fire Test
has one trial each. UN Series 6 prescribes the
number of trials for each test type.

Figure 4. Test package on witness plate

Figure 5. One-metre sand confinement

Set-up. A mild steel witness plate was placed
below the test package (see Figure 4). The test
package and witness plate were confined
within a metre of sand on all sides (see Figures
5, 6 and 7) and the donor projectile was
initiated. The witness plate and acceptor round
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Figure 6. Levelling sand

Figure 7. Completed confinement set-up
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For the SAPOM, the acceptors were recovered
intact in both wooden crate and octoval single
package tests. This was due to its lower NEQ
and the thicker skin of the penetrating
warhead.

MOM in Wooden Crate – Test Results
a. Confined trials – A white gas followed by
a brown gas was observed. This is due to
burning of the nitrogen-based propellant.
Large pieces of the cartridge case, cardboard
canister and the intact acceptor were
recovered (Figure 8). Identical results were
observed for trials 1 and 2.
Figure 8. MOM in wooden crate –
confined trial 1
were later recovered for analysis. Four sets of
tests were conducted (MOM in wooden crate;
MOM in octoval; SAPOM in wooden crate;
SAPOM in octoval) with three trials each
according to the requirements of UN Series 6.
Of the three trials, two were confined and one
was unconfined.
Summary of Results. The 76mm rounds passed
the single package sympathetic detonation
tests. Only one crater with a diameter not
substantially larger than 76mm was found on
each witness plate. This indicated that only
the donor projectile detonated. All acceptor
projectiles were recovered dislodged from their
respective cartridge cases. For the MOM, rows
of preformed fragments surrounding the high
explosive core were observed, which showed
that the acceptor high explosive did not react.
For all confined tests, there was a gentle
disruption and scattering of sand. Greater sand
disruption was observed for MOM due to its
higher Net Explosives Quantity (NEQ).
For the MOM, the acceptors were recovered
intact for the wooden crate tests and sheared
for the octoval tests. This was due to the headhead ammunition configuration in the octoval,
as compared to the head-tail ammunition
configuration in the wooden crate, as well as
the thin skin of the fragmenting warhead.

b. Unconfined trial – The intact acceptor
projectile was thrown eight metres away.
Large pieces of the wooden crate, cartridge
case and cardboard canister were recovered
(Figure 9).

Figure 9. MOM in wooden crate – confined trial

MOM in Octoval – Test Results
a. Confined trials – Identical results were
observed for trials 1 (Figure 10) and 2
(Figure 11). The projectile case was ruptured
and displaced. However, the high explosive
did not react.
b. Unconfined trial – The acceptor projectile
was found intact on the sandbank 12
metres away (Figure 12). The projectile case
was displaced and rows of preformed
fragments were revealed (Figure 13).

Figure 10. MOM in octoval – confined trial 1

Figure 11. MOM in octoval – confined trial 2

Figure 12. MOM in octoval – confined trial
b. Unconfined trial – The intact acceptor
projectile was dislodged from its cartridge
and thrown onto the left sandbank 10
metres away. Large pieces of the wooden
crate, cartridge casing and cardboard canister
were recovered (Figure 16).
Figure 13. Close-up of projectile case

SAPOM in Wooden Crate – Test Results
a. Confined trials – A crater not substantially
larger than the diameter of SAPOM was
found on the witness plate (Figure 14). Large
pieces of the cartridge case and intact
acceptors were recovered (Figure 15).
Identical results were observed for trials 1
and 2.

Figure 15: SAPOM in wooden crate –
confined trial 2
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Figure 14: SAPOM in wooden crate –
confined trial 1

Figure 16. SAPOM in wooden crate –
unconfined trial
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Figure 17. SAPOM in octoval –
crater from confined trial 1

Figure 18. SAPOM in octoval –
fragments from confined trial 1

Figure 19. SAPOM in octoval –
crater from confined trial 2

Figure 20. SAPOM in octoval –
fragments from confined trial 2

SAPOM in Octoval – Test Results
a. Confined trials – A crater not substantially
larger than the diameter of SAPOM was
found on the witness plate. Large pieces of
the cartridge case, octoval and the intact
acceptor projectile are shown in Figures 17,
18, 19 and 20. Identical results were observed
for trials 1 and 2.
b. Unconfined trial – The intact acceptor
projectile was dislodged from its cartridge
case, as shown in Figure 21. The acceptor
cartridge in its octoval was found 60 metres
from the test site as shown in Figure 22.

Figure 21. SAPOM in octoval – unconfined trial

STACK SYMPATHETIC
DETONATION TEST
Since the 76mm rounds passed the Single
Package Test, the Stack Test was not conducted.
This is permissible according to UN Test
Methods & Criteria.

Figure 22. SAPOM in octoval – unconfined trial

Figure 23. Fast cook-off test set-up

LIQUID FIRE/EXTERNAL
FIRE (FAST COOK-OFF)
TEST
Set-up. A stack of nine packages (18 rounds)
was encircled with a steel strip for support and
positioned on a grid test stand above a fuel
receptacle, which extended beyond the grid
by one metre. It was filled with sufficient Jet
A1 fuel for a fire lasting 30 minutes. The
distance between the grid platform and
receptacle was half a metre. Vertical witness
screens were erected on three quadrants, four
metres from the edge of the ammunition stack.
When the wind speed was less than 6m/s, the
fuel was ignited simultaneously on two sides,
one on the upwind side. Cook-off was indicated
by flying burning debris seen or explosions
heard during the test. After the test, the

S/N Ammunition Packaging
Initial
Type
Quantity of
Rounds

remaining ammunition was collected for
analysis. The passing criteria was no mass
explosion (no simultaneous detonation of more
than 50% of acceptors). Four tests were done
(MOM in wooden crate; MOM in octoval;
SAPOM in wooden crate; SAPOM in octoval)
as required by UN Series 6. Figure 23 shows
the test set-up.
Summary of Results. For all tests, sporadic
explosions were observed and more than nine
acceptors out of the 18 rounds were recovered.
This meant that less than 50% of the acceptors
exploded simultaneously. Thus, there was no
mass explosion. This showed that the 76mm
rounds passed the fast cook-off test. Table 2
summarises the quantity of projectiles which
reacted for each fast cook-off test. The fast
cook-off response was an explosion of the
propellant in the cartridge case. The fast cookoff time was less than two minutes.

Quantity of
Projectiles
Recovered

Quantity of
Projectiles
Reacted

Result

Inside Outside
Pit
Pit
1

MOM

Wooden
Crate

2

MOM

Octoval

12

2

4

6

3

9

18
3

SAPOM

Wooden
Crate

11

3

4

4

SAPOM

Octoval

10

7

1

Table 2. Summary of liquid fuel/external fire (fast cook-off) test results

No
Sympathetic
Detonation
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S/N Ammunition Packaging
Type

Single
Package Test

Stack
Test

Fast
Cook-off

Hazard
Classification

Confined Unconfined
1

MOM

Wooden
Crate

2

MOM

Octoval

3

SAPOM

Wooden
Crate

4

SAPOM

Octoval

No
Sympathetic
Detonation

Not
No
Required
(passed Sympathetic
Detonation
Single
Package
Test)

HD 1.2

Table 3. Summary of UN Series 6 test results
Table 3 summarises the UN Series 6 test results
for the 76mm MOM and SAPOM rounds in
the wooden crates and octoval packaging.

CONCLUSION
The 76mm MOM and SAPOM rounds in the
wooden crates and octoval packaging passed
the UN Series 6 tests. This justified a reduction
of the hazard division from HD 1.1 to HD 1.2.
Safety data on the fast cook-off timing and
response were obtained as a useful by-product.
The land use savings enabled by the hazard
classification reduction is significant for a small
country such as Singapore. The planning and
conducting of the full UN Series 6 tests was a
valuable learning opportunity. Future work
includes the testing of other ammunition that
may be over-classified.
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ABSTRACT
Over the years, Singapore's Government E-Business (GeBIZ)
Portal has accumulated a knowledge base of procurement
data. This data is a valuable source of market knowledge and
intelligence. The paper will detail how Business Intelligence,
via a three-pronged approach of Intelligent Procurement,
Portfolio Management and Performance Management, has
helped GeBIZ users exploit past procurement experiences to
reduce turnaround time, increase productivity and ensure
accountability of public funds.
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INTRODUCTION
Launched in 2000, the Government Electronic
Business (GeBIZ) Portal is an integrated portal
for use by all Singapore government agencies
to conduct business electronically with their
suppliers. There are more than S$10 billion
worth of business opportunities published
annually to 30,000 suppliers registered
with GeBIZ.
Over the years, GeBIZ has accumulated a
knowledge base of procurement data. This
data is a valuable source of market knowledge
and intelligence. To exploit this untapped
source of information, a Business Intelligence
(BI) platform was introduced to help improve
the efficiency and effectiveness of government
procurement and raise it to a more strategic
level of intelligent sourcing and purchasing.
This paper will detail how BI has helped users
of the GeBIZ Portal reduce turnaround time,
increase productivity, ensure accountability of
public funds and highlight the challenges in
the implementation.

BUSINESS INTELLIGENCE
The term ‘Business Intelligence’ dates back at
least half a century when Hans Peter Luhn
defined it in 1958 as:
“... business is a collection of activities carried
on for whatever purpose, be it science,
technology, commerce, industry, law,
government, defense, et cetera. The
communication facility serving the conduct of
a business (in the broad sense) may be referred
to as an intelligence system. The notion of
intelligence is also defined here, in a more
general sense, as "the ability to apprehend
the interrelationships of presented facts in
such a way as to guide action towards a desired
goal.” (Luhn, 1958)
Broadly speaking, BI describes a framework of
policies, concepts and methods (Power, 2007)

realised by a system of tools for gathering,
storing, analysing and providing access to data
to help organisations make better business
decisions faster. BI systems today comprise a
set of tools that can typically perform reporting,
budgeting, statistical analysis, data mining,
forecasting and visualisation. These tools
revolve around a data warehouse to facilitate
informed and cross-business decision making
in Supply Chain Management, Business Process
Management, Customer Relationship
Management, Enterprise Resource Planning
and other related business processes
throughout an organisation. These tools extract
facts and metrics from raw transactional data
as well as processes and integrate them into
a consistent information schema. This enables
users to analyse information collaboratively,
gaining insightful situation awareness to make
informed decisions.

THE BUSINESS
With these notions in mind, the project team
envisaged that BI could be harnessed to bring
about significant improvements in productivity
and effectiveness in Government Procurement
through:
• Intelligent Procurement – BI can be used to
extract market intelligence on suppliers,
products and procurement activities,
enabling buyers to make intelligent decisions

Figure 1. Overview of Business Intelligence components within GeBIZ

throughout the procurement process. With
significant market intelligence at their
fingertips, buyers will be able to develop
better sourcing strategies.
• Portfolio Management – BI can also provide
overall visibility of spending patterns,
facilitate demand forecasting and
aggregation as well as assist in procurement
planning.
• Performance Management – Lastly, BI can
help monitor procurement service level,
policy compliance, supplier performance and
measure procurement efficiency.
Conceptually, Intelligent Procurement involves
the use of BI at the operational level to facilitate
individual decisions on specific procurement
activities. On the other hand, the application
of BI in Portfolio Management and
Performance Management addresses
Government Procurement at the management
level. With the overall visibility of government
and organisation-wide spending, BI can move

Government Procuring Entities (GPE) up the
procurement value chain from a transactioncentric model to one that is proactive,
collaborative and efficient.

DEVELOPMENT OF BI
IN GEBIZ
The development of BI in GeBIZ started in early
2006 when the Ministry of Finance (MOF) felt
that GeBIZ had matured and stabilised since
its inception. GeBIZ BI initiatives can be broadly
divided into two areas. The first area entails
the development of GeBIZ InSIGHT which is a
tool developed internally that leverages
Artificial Intelligence (AI) to deliver a set of BI
tools, which enables individual procurement
users to research historical buys to gain market
insights for Intelligent Procurement. The second
portion covers the development of GeBIZ
Management Console (GMC). GMC enables
macro-level portfolio management and
performance management in the public sector.
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• Appraise suppliers by retrieving supplier
financial information and transactional
history
• Evaluate current tenders and quotations by
guiding buyers through the tender/quotation
evaluation process in a step-by-step manner.
Information on similar historical purchases
and suppliers are also extracted for buyers
to refer to.
• Recommend appropriate procurement
categories and suggest possible suppliers to
invite during the tender notification process

GEBIZ INSIGHT
GeBIZ InSIGHT was made available to all public
sector agencies in December 2006 to allow
procurement officers to mine all of the then
unavailable transactional data stored within
GeBIZ portal. Designed to be pervasive and
available to all, it is embedded into the
procurement officers’ workflow. By providing
the best suggestions and alternatives if
required, it helps the officer make intelligent
and cost-effective decisions in their daily work.
This tool, through the provision of advice as
and when needed, could turn an average
purchasing officer into a highly informed and
efficient buyer. For example, GeBIZ Portal can
now suggest to the purchasing officer how to
classify the procurement category of his
transactions and even recommend suppliers
suitable for his current procurement objective
based on their history.
GeBIZ InSIGHT allows users to:
• Research past tenders, quotations and period
contracts of similar purchases across the
entire public sector to determine prices
• Extract purchase references, documents,
specifications and requirements of similar
purchases. This information will help buyers
plan and structure future purchases and
source for reliable suppliers.

With the success of GeBIZ InSIGHT, the project
team embarked on the next phase of BI
development in June 2007, named GeBIZ
Management Console.

GEBIZ Management Console
GMC involves a platform that integrates a set
of BI methodologies such as Online Analytical
Processing (OLAP), Data Visualisation and Data
Warehousing to provide decision makers in
various government agencies with intuitive
access to effective Portfolio Management and
Performance Management.
Some key capabilities of GMC include:
• Providing overall spend visibility of
government procurement
• Demanding forecasting and identification
of potential areas for Demand Aggregation
(DA) across the public sector
• Facilitating the establishment of customised
procurement Key Performance Indicators
(KPI) for individual agencies and the entire
government

IMPLEMENTATION
CHALLENGES
The business of government procurement
differs significantly from that of commercial
entities. For example, commercial entities are
segmented by their potential value for targeted
marketing campaigns. Preferential treatment
of different customer segments is a norm in
commercial practice. Government procurement
is different by nature: it has to operate based
on the principles of openness, fairness and
transparency.
Most BI solutions in the market today are built
with commercial applications in mind, and
their fundamental principles are different.
There is a lack of expertise and off-the-shelf
solutions for government procurement. The
project team has to do its own research and
develop the BI solution for government
procurement from first principles. The major
challenges encountered are discussed here.

Classification
GeBIZ Portal was originally built to facilitate
transactional activities such as Tenders and
Quotations. These transactions were not
classified into detailed categories for analysis.
The result is a database of millions of
transactions but without the means to
determine what was bought or sold. The
mitigating approach was to partition the data
by taxonomies such as IT Equipment,
Transportation as well as Building and
Construction. These categories were derived
from the Procurement Supply Heads from MOF
and the Building and Construction Authority
in consultation with DSTA as well as other
GPEs.
An off-the-shelf and in-database AI engine
based on the Support Vector Machines
algorithm was customised and deployed to
address this classification problem. With the

help from cataloguing specialists from the
Singapore Armed Forces Cataloguing Authority,
25,000 record samples in GeBIZ were extracted
and manually categorised. These sets of
categorised records called ‘training sets’ were
used to train the initial AI engine to categorise
all historical transactions in GeBIZ. By observing
thousands of public officials conduct their daily
procurement tasks, the engine automatically
learnt and corrected its previous mistakes and
also discovered new categories as they arose.
However, a classification engine is ineffective
if it cannot understand the unstructured
information within each procurement
transaction. For example, the system needed
the capability to know that printing paper and
watermarked paper, specified by different
procurement officers, are both paper purchases.
It also had to be able to distinguish the
difference between the word ‘plane’ in e.g. a
‘woodwork plane’ and an ‘aero-plane’. To
address this contextual and disambiguation
issue, the project team applied Natural
Language Processing methods such as
Stemming and Concept Extraction to the raw
data as the AI engine was executed.

Performance
Machine classification and text analytics require
significant processing time. For a web
application, system performance is a major
challenge in the development of GeBIZ's BI
platform. The team, after usability studies,
decided on a maximum response time of 12
seconds per multi-year analysis and 100ms for
analysis embedded in the workflow. To meet
this performance requirement, classification
and text analysis are performed natively within
the database. The database and hardware
architecture also has been significantly tuned
to help overcome the performance problem.
At present, tens of millions of items are now
conceptually analysed across all of GeBIZ's
transactions and results returned daily without
significant waiting times.
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Data Quality
GeBIZ portal is a system of many sub-systems
built in phases over a period of a few years.
As a transactional system, each component
performs its work autonomously and these
sub-systems contain silos of data representing
islands of business and data rules, making it
difficult to explicitly describe information across
multiple business areas.
System changes due to policy and capability
additions impose increased demands on the
information schema. The information schema
evolves over time and sometimes results in
data redefinition and inconsistencies.
Furthermore, government procurement is not
an isolated process. GeBIZ receives data
constantly from various external systems for
processing. The data quality from these external
systems is beyond GeBIZ’s control. This
combination of factors makes the reporting
of historical data difficult.

Information Accessibility
Businesses change and evolve over time, often
rapidly. To allow key decision makers insights
into the market, they must be able to access
relevant information immediately as and when
they need it. This requirement called for a
need to rapidly deploy cross-business reports
or answer ad hoc queries. Before GMC was
available to end users, ad hoc reports were
generated manually, and that could take days
or even weeks.

GEBIZ BI CAPABILITIES
Today, there exists a data warehouse where
all aspects of GeBIZ transactions reside. Before
entering the warehouse, data is cleansed of
discrepancies and conformed into a single
consolidated business schema. Data Marts
representing business areas such as tenders or
purchase orders provide reports and analyses.
These Data Marts feed off the warehouse and

deliver a single version of the truth. The quality
of data is monitored constantly and isolated
for further processing if found to be
questionable. To accomplish this, all business
and data rules need to be explicitly identified,
documented, encoded and stored in a
metadata repository. With a metadata
repository, the derivation of any field can be
explicitly specified and rationalised.

Information Retrieval
Simple yet effective information retrieval and
aggregation is necessary in GeBIZ to facilitate
efficient and accountable decision making. All
BI components are built with this premise in
mind. Through a simple query field, different
hierarchies of procurement information can
be retrieved and aggregated from concepts to
specific purchases across all agencies. Security
is applied transparently depending on the user.
The user's affiliated organisations and existing
rights automatically determine the level of
data he or she may view.

Demand Aggregation
DA is a means of facilitating efficient
procurement. By consolidating frequent
purchases into a contractual agreement, the
government can exploit economies of scale to
obtain favourable prices and reduce the
transactional overhead of subsequent
acquisitions of the same item by performing

it upfront. However, demand has to be analysed
before it can be aggregated. Yet as previously
mentioned, transactions of government
procurement are unstructured. It is difficult to
classify millions of transactions into various
taxonomies, and even harder to identify
particular items in demand. The text analytic
and classification approach described in this
article was deployed to allow users to derive
transaction trends at any hierarchy and
resolution. In fact, any ad hoc queries that can
be performed using the OLAP concept such as
drilling, pivoting, dicing and aggregating can
be applied to the unstructured content found
in the databases of GeBIZ.

Enforcement
Even with effort spent on DA contracts,
government users may not realise its existence
and continue to make ad hoc purchases. This
results in contract leakages. The BI platform
can facilitate contract leakage detection by:
• Allowing procurement experts to quickly
review all kinds of ad hoc purchases
• Check for patterns of contract leakages such
as the referencing of a period contract
• Performing brute force searching of all
transactions across contracts

Multi-faceted Analysis
BI can offer many unique and different
perspectives to its users. The BI solution of
GeBIZ provides a multi-level analysis in the
form of scoreboards, dashboards and alerts.
Through scoreboards which typically measure
KPIs, top-level management can view the
procurement performance of their organisation
at a glance. These KPIs are colour-coded to
depict the various aspects of procurement
health they measure.
In addition to scoreboards, dashboards are also
available to show aspects such as current
transaction status and period contract

utilisation to aid operational users. Users can
monitor their dashboards and react to events
accordingly. Even with detailed reporting,
information may not be timely enough for
specific operational requirements. To that end,
an alerting ability integrated with every BI
capability was deployed. This alerting capability
can automatically email, page, broadcast or
push information to its users when a condition
e.g. a purchase is met.

Automation
Lastly, a recurring theme of many BI mission
statements is that ‘the right Information should
be pushed at the right time to the right person’.
In GeBIZ's BI solution, this capability is called
‘GeBIZ Delivers’ and it is a scheduling engine.
Reports can be sent at pre-determined intervals
to dynamically determined individuals based
on various customisable criteria. Furthermore,
the system is able to trigger procurement
workflow processes and execute user-defined
scripts to perform tasks on behalf of its users.

BI MATURITY
In 2007, on the 50th anniversary of Hans Peter
Luhn's definition, The Data Warehousing
Institute (TDWI, 2007) published its annual
Benchmark Report. With a scale analogous to
human maturity (Infant, Child, Teenager, Adult,
Sage), it is reported that "two-thirds of
organisations are Teenagers of the TDWI BI
Maturity Model". Of the remainder, 20% were
in the Child stage, 15% in the Adult stage, and
Sages were almost non-existent at 0.6%.
Furthermore, the report also stated that "there
is a correlation between the age of a BI
programme and its maturity. More than twothirds (68%) of organisations that score in the
Child stage have BI programmes that are less
than two and a half years old, whereas 78%
of Adult-stage BI programmes have existed for
more than five years. Just as in human
development, maturity comes with age". The
process of BI development never ends. BI must
react in cadence with its host business and the
nature of any business always changes. To that
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end, continuous reactive and predictive
development efforts are required for any BI
project team.
Acknowledging the immense challenges and
uncertainty involved in the development of a
BI solution, the project team adopted the
philosophy that a BI solution is not a one-off
project. When harnessed correctly, a BI situation
becomes a cornerstone of its host system.
Hence, BI must evolve together with the system
and be ready to support new decisions in a
constantly changing environment.

CONCLUSION
Incorporating BI in GeBIZ is a complex and
challenging undertaking, but the returns on
investment are enormous. The introduction of
this BI platform in GeBIZ will result in a
capability increase for government
procurement agencies and elevate Singapore
government procurement to a higher paradigm
of intelligent sourcing and purchasing. This
will raise government procurement to a
strategic level and bring about more
collaboration and partnership among
government agencies and the industry. A BIenabled GeBIZ will not only increase the
efficiency of government agencies but also
improve the effectiveness of government
procurement, resulting in huge cost savings
for the public sector as a whole.
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Introduction to

Mine Clearing
Technology

ABSTRACT
This paper presents the technologies and methods developed
for mine clearing operations currently used by the military and
humanitarian demining organisations. In any mine clearing
operation, the operating environment and the type of threats
are never the same. Thus, a single method or type of equipment
rarely constitutes the most successful means of resolving the
problem in terms of time, cost and effectiveness; a combination
of tools is more commonly employed to ensure a successful
mine clearing mission. This paper aims to give an introduction
to and appreciation of the key mine clearing methods and
equipment, and the key differences and considerations for
military and humanitarian operations. The common methods
of demining such as manual demining, explosive mine breaching
and mechanical demining will be discussed. The design
considerations for mine flails on mine clearing vehicles will
also be presented.
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Mine Clearing
Technology
INTRODUCTION
History of Mines
Mines, derived from the Latin word ‘Mina’
meaning ‘vein of ore’ was originally used to
describe the digging of minerals from the
earth. Over time, it has become a term used
by military engineers to denote the explosives
they lay in the ground during battles.
Mines were first used in third B.C. in the form
of non-explosive metal spikes laid in the earth
as a form of defensive tactics. In the 14th
century, the world ushered in the arrival of
explosive mines which are commonly found
even in modern times. The basic design of the
mines was usually simple explosive matter
buried with debris or metallic pieces that were
to be used as fragments during an explosion.
Mines became a regular feature of warfare
only in the 19th century. It was in 1918 that
mines first became used on a large scale as an
effective means against the assault tanks
introduced then.
Since then, mines have become a new threat
in war, which also meant that a solution had
to be developed against them. Thus, this
sparked the development of various mine
clearing techniques.

NEED FOR MINE
CLEARING
By World War Two (WWII), mines had evolved
to perform two major functions: to kill and
maim personnel, or to destroy and disable
tanks and vehicles. The US Army recorded that
2.5% of fatalities and approximately 21% of
tank losses of WWII were mine-related.
In addition to WWII mines, an estimated 400
million mines have been laid in various conflict
areas since then.

Despite the initial development of mine
clearing concepts as a form of countermeasure
against mines during wartime, the real need
for mine clearing usually begins after the end
of hostilities. This is attributed to the very
nature of why mines were laid in the first place
– to deter access to and use of land. Mines laid
during conflicts are rarely removed at the end
of the conflicts due to the lack of proper mine
maps, markings, loss of such maps and markings
or changes in mine location due to soil shifts.
Unlike soldiers, mines do not recognise
ceasefires and treaties or differentiate between
friends, foes or civilians. Mines continue to do
their job even years after the end of a conflict.
To this day, there are up to 65 countries still
afflicted by mine threats from past conflicts,
with the worst regions being Angola, Namibia,
Mozambique, Somalia, Ethiopia, Eritea, Sudan,
Croatia, Iraq, Afghanistan, Russia, Cambodia
and Vietnam. On average, there are
approximately 70 injuries and death from mines
every day. It is this threat posed by mines that
places extreme risks on the civilian population
who return to the land after a conflict.
The problems caused by active minefields do
not end here. There are also socioeconomic
effects as fertile lands are not available for
agriculture, roads are not accessible and land
cannot be cleared for industries. These
eventually lead to continued poverty and
famine in the affected areas. Thus, despite the
high cost of humanitarian demining efforts,
Mine Action Co-ordination Centres supported
either by the United Nations (UN) or host
countries have been set up in different
countries to drive the demining efforts.

TYPES OF MINE
CLEARING METHODS
AND EQUIPMENT
The estimated cost of clearing a mined area
of one square kilometre is about US$1 million,
whereas it takes only a few dollars to acquire

a mine. Thus, the search has always been
ongoing to find a more effective solution for
mine clearing. In this section, the types of mine
clearing methods and equipment will be
discussed.

Manual Demining
Manual demining is the most commonly used
means in humanitarian demining. It is also the
only recognised method of demining that is
able to achieve the 99.6% clearance rate
required by UN standards. Its main function is
to detect and locate mine locations for
deactivation or destruction in the later stages.
It consists of the use of manual prodding
methods, use of detectors such as metallic
detectors and even animals.
As the name suggests, this is also the most
labour-intensive and costly method which
requires a large amount of human effort and
specialised training. In the case of manual
prodding and metal detection, large numbers
of people from the local population are
employed to work through a selected piece of
land with personnel protection kits and selected
tools (see Figure 1). Although the method is
effective, it is one of the slowest ways of
clearing a piece of land. The progress of
demining is either hampered by high false
alarm rates due to instances of metallic objects
in the ground or by deeply placed metal mines
which are hard to detect. Recent developments

Figure 1. Manual deminer with body armour
using prodding tool

include the introduction of Ground Penetrating
Radars. Although more effective, the
technology has its fair share of drawbacks in
terms of high false alarm rates.
Manual demining also creates a socioeconomic
benefit for the population of the area as it
creates a large number of jobs for people who
are usually living below the poverty line. These
jobs eventually enable the local population to
slowly rebuild their lives.
In the case of mine detection using animals
such as dogs and rats (see Figure 2), the animals
are carefully trained to detect the explosive
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Figure 2. How a mine dog is deployed to detect mines
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substances from the mines (RDX1 or TNT) and
to react in a prescribed manner when they
pinpoint the location of the mine. The
effectiveness of using animals is limited by the
training they undergo and the duration they
can be deployed in the field. Without sufficient
training, the effectiveness of the method can
be greatly reduced. Effectiveness is also reduced
if the animal is deployed in the field for too
long, as fatigue may also affect its ability to
detect.

Use of Explosive Charges in
Demining
In essence, the use of explosive charges in
demining is usually limited to the destruction
of the mines after they have been detected
through more traditional means such as manual
demining.
But in the arena of military operations, it
provides a fast and effective way to create a
path for vehicles or men through a minefield.
This is often referred to as ‘breaching’.
The main underlying concept of this method
is the deliberate triggering or destruction of
mines within the section route or area through
the introduction of massive blast waves created
by an explosion. The same blast wave will also
act to trigger any Improvised Explosive Devices
(IED) within the selected area.
Although the same concept is employed,
different types of equipment have been
developed to create this capability. What
differentiates them from one another is usually
the breadth and length of the cleared path
that is created. Some more common forms of
explosive charges used are bangalore
torpedoes, man-carried or vehicle-mounted
line charges (see Figure 3). The more modern
approach would be the use of vehicle-launched
fuel-air explosive bombs.

Figure 3. A Cobra Projection Line charge used
by combat engineers

Mechanical Demining
Mechanical demining methods deployed since
World War One (WWI) includes the use of tiller
systems, mine rollers, mechanical excavation,
mineploughs and mine flails. Although the
main concepts have not changed much over
the years, the technology behind them has.
Recent developments on mechanical demining
include the use of remote control systems which
allows remote operations of the equipment
from as far as 5km away. Additional armour
to protect the operator cabin, improved cabin
designs to improve crew survivability and
system designs to overcome the traditional
limitations of mechanical demining methods
have also been developed.
Although developed initially for military
operations, some mechanical demining
methods have been used in humanitarian
demining operations. The advantage of using
mechanical demining methods for
humanitarian purposes is the ability to clear
large amounts of land quickly. However, there
are doubts on its effectiveness and ability to
achieve the 99.6%2 clearance rate required.
Thus, a secondary method is usually employed
to validate the cleared land. The following
section will briefly describe the functions and
design of each mechanical demining method.

are required to dig. Mines or UXOs would
either be destroyed or activated through direct
contact with the teeth of the rotating drums.

Figure 4. The tiller drums of the Rhino system

Key issues with the tiller system are the
possibility of burying the mines deeper below
the tiller due to the downward force of the
drum and the collection of mines in the ‘bow
wave’ (see Figure 5). The bow wave is the
collection of loose soil in front of the drum
caused by the forward movement of the drum.
The tiller system has also been reported to
have lower effectiveness in soft and rockstewed soil.

Anti-Mine Rollers
One of the older mechanical demining
methods, the anti-mine roller was first deployed
in 1914 on the British tanks. It has been adapted
for humanitarian purposes over the years.
Figure 5. An example of a mine “surfing”
on the bow wave

Tiller Systems
Tiller systems (see Figure 4) are generally
purpose-built systems designed for destroying
mines or Unexploded Ordnance (UXO). Due to
the nature of their operations, they are usually
heavy and large in size. Substantial power is
required to operate the heavy tiller drum as
well as the prime mover, which is most likely
a tracked vehicle. The tiller system employs
the use of rotation drums fitted with
overlapped teeth or bits that would grind up
the ground in accordance with the depth they

Although a typical anti-mine roller would be
mounted on a modified tractor or wheel loader
and made to run over selected areas to
deliberately activate mines that are live and
in serviceable conditions, most anti-mine rollers
used in humanitarian demining are not capable
of surviving an anti-tank mine blast. As such,
careful surveying of the ground is necessary
prior to their application. A key issue with the
mine roller is its inability to deal with
unserviceable and serviceable mines that might
be buried too deep.
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Figure 6. M1AI equipped with mine roller
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To date, there is no known critical drawback
of the method as long as appropriate safety
measures are taken.

Mineploughs

Figure 7. The Hydrema M1100 excavator with
an armoured cabin which can be attached
with different tools for mechanical demining

Figure 8. A mechanical sifter which can be
attached to a commercial mechanical
demining machine

Mechanical Excavation
Mechanical demining employs the use of
various machines to enable the removal of soil
from suspected areas for inspection of mines
and UXOs. Soil is sent for processing via sifting,
manual inspection or crushing to identify
unexploded ordnance, which in turn will be
sent for disposal by the Explosive Ordnance
Disposal (EOD). This method enables soil to be
cleared to depths that may not be reachable
by tillers, flails and mine rollers.
Equipment used in mechanical excavation is
typically construction machines installed with
mine blast protection and additional armour
in the cabin to protect the operator. Such
equipment includes tractors, front-end loaders,
bulldozers, excavators and soil sifters. In order
to further protect the equipment, larger UXO
or anti-tank mines are identified by metal
detectors for separate disposal.

Similar to anti-mine rollers, mineploughs
originated from military applications. One of
the earliest applications of mineploughs was
in WWII where they were mounted on Churchill
and Sherman tanks as part of the assault on
Normandy. The mineplough was used as a
‘softer’ approach to mine clearing as unlike
the flail, it does not create large columns of
dust and craters from destroyed mines. The
mineplough works by moving a specially
designed shovel just below the surface of the
soil in order to plough up mines and push them
to the sides of the path created.
The concept of employing the mineplough in
front of an armoured vehicle has not changed
over the years. As it is still a quick and effective
solution for creating a vehicular path across a
deep minefield, many variants of modern-day
main battle tanks (MBT) are still fitted with
the mineplough system.
Today, the depth of clearance can be varied
through hydraulic controls and vehicles can be
operated remotely increasing the safety level
for the operator. One of the most widely used
mineplough systems today is the Pearson Full
Width Mineplough system which can be easily
adapted to various platforms without extensive
modifications.

Figure 9. A Bullshorn mineplough mounted on
a WWII Sherman Tank

Figure 10. The mine clearing vehicle (Hydrema MCV 910 Series 2)
Source: Army news (April/May 2006)

Figure 11. Tracked Mine Flail System
The key issue with the mineplough is the
possible collection of mines that are pushed
to the sides of the path. As the mines are rarely
activated by the mineplough, secondary means
of ordnance disposal must still be in place and
thus, the mineplough has not been adapted
for humanitarian uses.

developed and built a Tracked Mine Flail which
offers more protection to the crew and
exceptional mobility performance over other
commercial off-the-shelf mine clearing vehicles.
The Tracked Mine Flail features a fully
automatic deployable flail system and the
world’s first hydrostatic tank transmission for
both creep and normal mobility.

Mine Flails
Mine flails were also first developed for military
applications and were famously used in WWII
where they were fitted on Sherman tanks. The
Sherman tank flails are known to be very
effective and played an integral role in the
initial shore invasion in Normandy.

Conceptually, most flail systems utilise the same
concept: a drive system, an extended arm, a
rotating drum and chains with weights at the
ends to provide the pounding force. The force
of the swinging hammer is transferred onto
the ground upon impact. It is this same impact
force that either causes the mine to detonate
or shatter.

With the growth of humanitarian demining
in the 1990s, flail systems were developed to
meet the demand for tools against mines and
small UXOs. In the Singapore Armed Forces
(SAF), the Hydrema MCV 910 Series 2 has been
in service since 2005. The SAF, DSTA and
Singapore Technologies Kinetics have jointly

Each flail system is different in terms of clearing
speed, clearing depth, survivability and clearing
effectiveness. The next section will cover an
in-depth discussion of the design considerations
for mine flail systems.
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DESIGN CONSIDERATIONS
FOR MINE FLAIL SYSTEMS
The key components in the design of mine flail
systems are as seen below:

Blast Protection
Blast Shield
Modern mine flails operate with the flail in
front of a blast plate system. This blast plate
deflects the blast wave and also acts as a
protective layer between the mine explosion
and the operator. In some cases, the blast shield
covers the flail circumference to also prevent
throw-out of mines that are not destroyed by
the initial impact of the flails.
Blast shield strength and thickness are mainly
determined by the threat the flail is designed
to meet and the blast shield’s angle of
inclination. Finite Element Method studies are
made in accordance with the expected threat
i.e. amount of explosives in the mines and
quantity of mines to defeat before inspection
and repair to determine if blast shield designs
can cope with the blast pressure and
fragmentation damage. Actual blast trials are
conducted to verify and correlate the stresses
on the blast shields with the theoretical results.

Time = 0
Contours of effective stress (v-m)
max ipt value
min = 0.0534984#75901
max = 3290.35 at elem#68814

Fringe Levels
8.34e+02
7.54e+02
6.707e+02
5.869e+02
5.03e+02
4.192e+02
3.354e+02
2.515e+02
1.677e+02
8.384e+01
0.000e+00

Figure 13. Fragmentation damage from an
anti-tank mine with 4.45kg TNT

Figure 14. The blast shield from the Hydrema
910 Series 2 – the flexible flap at the top of the
shield deflects the blast wave over the cab without
sustaining damage from the blast wave.
In addition, the tilted angle of the flap helps
to recirculate dust in blast shield during
flailing operations.

Protection of the Cabin Against
Anti-Tank Mine Fragments
Although the blast effect of a mine is supposed
to be contained by the blast shield, there is
always a risk of the vehicle going over a missed
mine. In order to protect the operator from
possible fragmentations in a mine explosion,
the cabin is required to be suitably armoured
for crew protection.

Protection against Loss of Structural
Integrity and Lift

Figure 12. A Finite Element Method study made on a
blast load case on a blast shield design

The impact of the blast overpressure affects
the platform in two different situations. One
is during the detonation of mines by the flail
and the other during the detonation of missed
mines under either one of the wheels or tracks.

It is extremely important to ensure the
structural integrity of a vehicle against mine
attacks. When a mine detonates under the
vehicle and should the vehicle belly rupture,
the blast energy from the mine explosion would
cause an overpressure in the cabin. The sudden
surge of pressure would injure the unprotected
ear and other gas-filled organs e.g. lungs of
the operator. The physical limits for
overpressure are 200Pa for the ears and 19KPa
for the lungs and intestines.
Therefore, to protect the vehicle from mine
attacks, forces from the mine blast energy
should either be deflected or absorbed to
protect the vehicle belly from being ruptured
especially at the weld joints. To deflect the
forces, a V-shaped hull design can be used such
that impact forces are deflected off the sides

Figure 15. An example of a
deflection budget

of the undercarriage of the hull. To absorb the
forces, a deflection budget or a sacrificial blast
shield can be designed into the hull such that
the forces are intentionally absorbed without
causing damage to the main hull. In these
cases, the deflection budget and the blast
shield are usually designed such that they can
be easily replaced.
The usage of V-shaped hull design, deflection
budget and blast shields are also design
features that prevent ‘lift’ i.e. overpressure
forces that act on the impact point causing the
vehicle to be lifted off the ground. The sudden
lifting of the vehicle can lead to accelerationrelated injuries on the foot, ankle and spinal
cord of the operators. In severe cases, it may
flip the entire vehicle.

Figure 16. How lift affects a vehicle
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Figure 17. The limits of acceleration exposure prior to injury
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Flail System
In our technical evaluation of mine clearing
vehicles and the Design Test and Evaluation of
the Tracked Mine Flail, we conclude that there
are basically four modes by which a mine flail
can neutralise the mines. This was derived from
extensive testing of the mine clearing vehicles
in various terrain and conditions.
In the simplest mode, the chains and strikers
(or hammers and weights) of the flail strike
the activating plate of the mine and detonate
the mine. Mine flails have a typical strike force
of more than 1,000kg and it is more than
sufficient to set off the mines which typically
require 150kg to 200kg. However, when a mine
detonates under the flail, there may be damage
to the flail system and immediate repairs are
required before further operations.
In the second mode, given the strong strike
force and intensity of newer flail systems, the
mines can be smashed into pieces. This is the
desirable mode of defeating the mines as the
least damage will be inflicted on the flail
system. However, the debris which consists of
explosives and detonators can still be a threat
to unprotected personnel.
In the third mode, the mines are partially
damaged but not smashed in the less drastic
cases. The chances of damaging the firing
mechanism when the mines are partially
damaged are very high. Such mines are also
considered neutralised as they cannot deliver
the full impact of the charges.
Lastly, the flailing is essentially a digging
operation and mines may get thrown up during
flailing. However, only mines thrown off the
path of the flailing are considered neutralised.
The modes of neutralising the mines are also
dependent on the types of mines. For single
impulse actuated mines which were commonly
used during WWII, the flail is capable of
detonating them. For newer anti-shock and
anti-flail resistant mines, the other three modes

i.e. destruction, neutralisation and throwing
off are more common.
There have been limited studies made on the
relation between flail effectiveness and ground
conditions. Thus, when an area is set to be
cleared, it is compulsory for flail operators to
perform a test flail to determine the settings
of the system. Through comparison of test
results from local trials, Swedish EOD &
Demining Center and Croatia Mine Action
Center reports, DSTA engineers derived that
the effectiveness of the flail is a function of
the power pack output, flail width, ground
condition and creep speed i.e. speed of vehicle
movement during flailing. The powerpack
needs to be suitably sized in accordance with
the flail width required. Generally, the
acceptable power output to flail width ratio
is between 50HP to 60HP per metre of flail
width.
In a given test environment, where the ground
conditions are unknown, a test flail must be
performed to obtain the creep speed for
optimal flail performance. The depth of the
flailing is measured to ensure that there is
sufficient dig depth to defeat the mines. In
our local trials, extensive testing using the MCV
to determine the optimum flailing performance
on different types of terrain was conducted.
With this relationship between flail
performance and terrain established from our
trials, we can calculate and estimate the
performance of other mine clearing equipment
without local testing and this saves considerable
time and cost during the evaluation of this
equipment.

Other Enhancements
Additional enhancement systems are available
to improve the operating capability of the flail
system. They are as follows:
• Lane marking system allows marking out of
flail path to demarcate safe zones to travel
in. This is more commonly used as a military
application in breaching operations.

• Remote control system allows the remote
control of the entire system from as far as
a five-kilometre line of sight. This enables
the operator to operate in high-risk
situations without endangering his life.
• GPS position logging systems log the path
cleared by the flail system. The same data
can be transferred to a digital map for
confirmation of the areas that have been
cleared.

Challenges for Mechanical Mine
Clearing Systems
Although a large number of mechanical mine
clearing systems has been developed to
improve the process of demining, many
available systems are still unable to cope with
the following challenges:
• Steep, undulating terrain – As mechanical
demining requires ground contact to be
effective, the presence of undulating terrain
can cause ‘skip zones’ where either
insufficient pressure or impact was applied
onto the ground. These skip zones remain
as potential mined spots within a cleared
area unless a secondary means is used to
validate the land.
• Defective mines/mines with delay
charges – The risk comes when the mine
does not detonate during the initial contact
with the mechanical demining system. The
detonation may only be activated seconds
later or when the wheel/track pressure is
exerted on the mines. This places the
operator in danger as the blast detonation
may only come after the passing of the blast
shield.
• Shaped charge mines – Unlike normal mines
which cause damage through the transfer
of overpressure forces and fragments, shaped
charges mines have the capability of piercing
through the majority of the armour
protection on mine clearing platforms.

Figure 18. A German Parm 1 off-route mine

• Slow clearing speed – For military
application, the slow rate of clearance via
most mechanical means (except
mineploughing) means that the system is
often exposed to enemy fire.
• Intelligent mines – In military applications,
a mine field may not just be filled by
conventional mines that are detonated via
pressure or magnetic means. There are
intelligent mines such as off-route mines
which use thermal, seismic, or magnetic
sensors or a pressure sensitive wire laid across
the road to detect vehicle movement. Once
a vehicle is detected, a rocket or other
ammunition hidden alongside the road is
fired at the vehicles. The more advanced
versions can not only differentiate between
a tank or other class of armored vehicle, but
can even decipher friend from foe as well
as between models such as the T-80 and
T-72 MBTs. With ranges up to 100m,
mechanical demining tools would have little
or no protection against them.
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CONCLUSION
This paper has discussed the different tools
and concepts employed for demining. Despite
the wide variety of equipment developed
against mine threats, there is no single method
or tool that is truly a perfect match for all
situations. Careful surveying and situational
assessment are still required to determine the
most effective solution for each situation.
Further improvement of existing tools might
be a way forward but the cost of doing so may
simply be beyond the means of those who
need them. The collaboration of two or more
independent tools, each operating using its
distinct detection and clearing method, might
be a better and cost-effective solution to
achieve a more thorough mine clearing
performance in the long run.
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ENDNOTES
1

RDX (Cyclotrimethylenetrinitramine) and TNT
(Cyclotrimethylenetrinitramine) are explosive
substances widely used in military and industrial
applications.

2

All UN-sponsored clearance programmes
require the contractor to achieve the agreed
standard of mine clearance of 99.6% to a depth
of 200mm.
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and social instability in the Middle Eastern
countries is a cause for worry as approximately
70% of global oil reserves are found in these
countries. The dispute between Russia and
Ukraine over natural gas in 2005 to 2006
demonstrated how external energy supplies
can be volatile, even to countries not directly
involved – in this case, Western European
countries. China, the growing giant, has also
joined the competition for energy resources
in the global market to propel its increasingly
power-hungry economy. Russia, Kazakhstan,
Iran, Saudi Arabia and Africa are some of the
suppliers of oil and/or gas to China (Liu, 2006).
In fact, in his speech on 23 August 2006,
Australian Minister for Resources and Energy,
A. M. Martin Ferguson, described the
international competition for energy as the
new Cold War.

THE GLOBAL BACKDROP
In 2008, the world saw record highs in oil prices
(see Figure 1) and various reasons proposed
included diminishing oil reserves, instability in
the Middle East, oil speculation and the
weakening US dollar. Drilling of oil is also more
complex and costly today as the more accessible
oil fields are being depleted and much drilling
now occurs at oil wells which are deeper or
offshore. Figure 2 gives an indication of the
extent of the increase in oil production cost
over the years.
The rising cost of fossil fuels, coupled with the
uneven global distribution of energy resources
make energy security an important issue to
oil-importing countries. In particular, political

Figure 1. Graph of crude oil prices
from 1974 to 2008

Figure 2. Graph showing
trend of oil drilling cost
(figures obtained from
American Petroleum
Institute (May 2008), 2006
Joint Association Survey
on Drilling Costs)

Thousand dollars (US$) per well
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Figure 3. Power requirements for different military applications
Singapore relies heavily on natural gas
imported from Indonesia and Malaysia for
about 80% of our electricity consumption1. In
2007, the Ministry of Trade and Industry (MTI)
launched a ‘whole-of-government’ approach
to deal with the increasingly complex energy
issue, leading to restructuring that resulted in
the formation of an Energy Division in MTI
and the expansion of the Energy Market
Authority. At the national level, the strategy
is to diversify supply channels of energy
resources, adopt renewable energy as well as
maximise energy efficiency.

ENERGY AND POWER
CHALLENGES

dependence on continuous power and cooling.
As the Third Generation SAF expands with
exponential growth in computing and
networking power, the energy and cooling
requirements will follow suit. In 2003, the
average power consumption of a legacy server
was 2.5kW per rack. With the advent of high
density blade servers, the average power
consumption will grow to 8.5kW per rack. The
introduction of high density blade servers are
expected to reduce the server footprint by up
to three times, yet our projected need for Data
Centre space and power demand has continued
to grow.

Almost all the land, air and sea platforms of
our military are dependent on oil-based liquid
fuel in one form or another. Diesel fuel powers
our armour brigades, heavy oil powers our
navy frigates, kerosene fuel powers our fighter
planes and even our command and control
infrastructure runs on electrical power that is
backed up mainly by diesel-powered
generators.

Unmanned warfare has begun to dominate
the land, air and sea domains. The unmanned
systems complement and supplement manned
systems, and in some applications, they can
replace humans and thus remove them from
harm's way. To fully exploit the potential of
the unmanned systems, new energy sources
are required to increase their endurance and
safety. This would consequently lead to
increased range and payload, hence
operational flexibility.

In recent years, we have modernised as well
as brought in new fighting capabilities that
are more technologically sophisticated. We
now have armoured fighting vehicles with
better protection, new generation frigates
equipped with sophisticated weapon and
sensor systems and twin-engined F15s. The
ongoing transformation will have a
compounding effect on our total energy
demand and thus our thirst for oil.

Even as unmanned systems are increasingly
being harnessed, soldiers continue to play
critical roles in operations. Our Third
Generation soldiers will be equipped with a
myriad of sensor and communication devices
to connect them to the sensor-shooter network,
in order to increase their lethality and
survivability. Unfortunately, the proliferation
of these soldier portable systems also increases
the demand for more batteries.

A key trait of the Third Generation
transformation of the Singapore Armed Forces
(SAF) is the increasing dependence on networks
and electronic systems. A common vulnerability
of electronic and network systems is their high

Taking a long-term view of our energy situation
and challenges, we need to do more to address
the problem of our ever-increasing energy
demand.
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Figure 4. Progress from the 1970s to the modern soldier today

TACKLING THE
CHALLENGES FOR
INFRASTRUCTURES
Since the 1990s, an Energy Management and
Economisation Committee has been set up
under the auspices of the Ministry of Defence
(MINDEF) Economic Drive Committee to
regularly review the energy and water
consumption in all MINDEF building and
infrastructure assets. Over the years, the
committee has generated solutions such as
energy thermal storage, sea water cooling,
building integrated photovoltaic systems and
coastal wind turbines. There is still much that
can be done to reduce energy consumption,
improve energy efficiency and conservation
for MINDEF and the SAF.

Building Technologies
Mechanical & Electrical (M&E) systems in older
buildings can be further optimised with the
installation of energy management and control
systems. MINDEF is taking steps to implement
cost-effective measures to improve the energy
efficiency of these buildings. There are many
energy-efficient alternatives today which do
not require high capital investments. Examples
include variable speed drives for motor controls,

motion-triggered lighting devices and white
light-emitting diode (LED) lighting2. Fluid
dynamics simulation software can now be used
to study airflow vectors to optimise the design
of air ducting or under-floor cooling systems
commonly used in data centres. A facility
management system can be installed to enable
an automated control of M&E systems which
will better match the M&E system performance
to the operation patterns in the building.
Similarly for new buildings, an integrated
building design approach can be adopted
where the architecture and M&E systems of
the building are designed in consideration of
their impact on each other. The architecture
of a building affects the solar heat gain, the
amount of daylight entering the functional
space and the amount of natural ventilation.
The goal is to create an architectural design
that minimises solar heat gain and yet allows
the building to exploit the natural environment
for day lighting as well as for natural ventilation
to reduce air-conditioning requirements.

Renewable Energies
Renewable energy installations in MINDEF
facilities provide us with a test bed for free
energy exploitation by the SAF. They offset
our growing dependence on and offer
alternatives to grid power. There is much

potential for MINDEF to adopt renewable
energy solutions to satisfy part of our energy
demands, and in particular, solar energy has
been identified as a viable alternative. MINDEF
manages approximately 20% of mainland
Singapore and 60% of offshore land, most of
which are not densely built up. The long
coastlines of naval bases and islands serve as
good wind catchment areas which can be
exploited. Figure 5 shows an example of small
scale wind turbine systems (500W and 1kW)
installed at the pier of a coastal facility.
Most of the army camps are also located in
non-built-up areas and are suitable sites for
the installation of solar arrays. Since the late
1990s, building integrated photovoltaic systems
have been explored using solar panels as part
of the building facade and the resultant cost
savings help to offset part of the cost of the
solar panels. In some sites, solar panels have
been installed as part of the building facade,
in place of glass or metal panels to harness
energy, which is then fed back to the grid and
used to power lights at the atrium.

Energy Storage
Energy storage is another important aspect of
energy management. Wind energy, for
instance, is highly variable and thus unsuitable

to be fed directly to loads. Hence, an energy
storage device for wind energy is needed. A
reliable energy storage system enables the
wind and solar energy harnessed to be used
to support remote offshore installations.
Currently, computer applications are supported
by uninterruptible battery power systems (UPS)
for instantaneous backup power. The typical
UPS is inefficient, consuming 10W for every
100W of power supplied to the computer data
centre. To sustain the operability of the battery,
an additional 15W to 20W is required to
maintain the batteries in a cool ambient
climate. Furthermore, most UPS systems are
based on lead-acid battery technology which
can be costly and has a relatively short
operational lifespan. DSTA is currently studying
the application of a regenerative fuel cells
system as an alternative form of energy storage.
The regenerative system consists of a Proton
Exchange Membrane (PEM) fuel cells module
coupled with a PEM electrolyser module. The
PEM electrolyser module directs the electricity
from a renewable or grid source to break the
chemical bond of water to produce hydrogen
for storage, while the PEM fuel cell module
converts the energy released from the chemical
reaction of hydrogen and oxygen into
electricity. In collaboration with fuel cell
manufacturer P21 Gmbh, DSTA has developed

Figure 5. Small-scale wind turbines
at a coastal facility

Figure 6. Building integrated photovoltaic
panels installed as part of a building facade
replacing conventional metal or glass
materials
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a prototype self-regenerative fuel cell system
(see Figure 7) that is able to function as a
backup power system, especially for remote
appplications. The prototype can either be
connected to the grid or to renewable energy
sources. There are two operating modes –
Backup Power Mode and Energy Collection
Mode.
Flywheel and super-conducting magnetic
energy storage systems promise lower energy
wastage and are also currently being explored
by others as alternatives to the UPS.

Enabling Persistent Surveillance
It was shared at a Defense Advanced Research
Project Agency (DARPA) conference in 2008
that a fleet of eight Global Hawks would be
required to maintain constant monitoring of
a point target located 3,500 miles away. It
would be extremely costly and hence
impractical to sustain such an operation. There
are benefits to extend the endurance of
unmanned systems so that they could operate
with fewer platforms over a larger area of
operations, yet achieving the desired
persistence over targets.
Unmanned systems can be broadly classified
into four categories: Unmanned Ground

Sensors, Land Robots, Unmanned Aerial
Vehicles (UAVs) and Autonomous Underwater
Vehicles (AUVs). Today, these systems have
power demands ranging from 10W up to 10kW
and are likely to rise with more sophisticated
systems. Yet, the payloads are not expected to
become lighter. For robots, the energy source
needs to be ultra-compact due to the limited
space available. In addition, land robots are to
be ruggedised and semi-submersible to enable
use on all terrain. It is more demanding to
power UAVs and AUVs as they require both
compact and lightweight sources with a high
degree of reliability. Furthermore, a UAV power
system, for example, must be able to supply
peak power surges at several times the nominal
power during take-offs and dashes.

Hybridisation
It is our aim to power and sustain our UAVs to
extend their persistent envelopment. In the
short-term, this can be achieved through a
hybrid power system based on a smart power
manager capable of optimising power usage.
This hybrid system uses a battery and fuel cells
while simultaneously harnessing solar energy
through photovoltaic membranes on the body
of the UAV. A fuel cell-battery hybrid exploits
the high energy density of fuel cells for long
endurance glide and the high power density

Figure 7. A regenerative fuel cell system being tested for its application
as a remote or offshore power system

of a battery to provide peak power during
take-off. Hybrid systems have the potential to
satisfy power demands and at the same time
reduce the gross take-off weight of the UAV.
In addition, the harnessing of solar energy
further reduces the demands on the fuel cells
and batteries.

Fuel Cells
In the longer term, there is a need to develop
new power generation technologies for higher
efficiency and reliability. Solid oxide fuel cell
(SOFC) technology is a potential enabler to
ultra-efficient electric motors. The primary
advantage of SOFC is its ability to use a wider
range of fuels, as opposed to other fuel cells
in the market today. However, SOFC requires
long start-up times and it operates at high
temperatures of 800ºC to 1000ºC. These
unfavourable operating limitations must be
overcome before it can be useful to military
applications. DSTA and Nanyang Technological
University are now experimenting with the

idea of microtubular SOFCs, which have the
potential for higher power densities than what
can be achieved presently. The aim is to develop
small and lightweight energy solutions
to achieve flight persistence for the UAVs.

Advanced Composites
With the same given energy solution, the
lighter the UAV, the longer it can stay in flight.
Reducing the weight of platforms is therefore
a revolutionary approach to achieve
breakthroughs in power efficiency. Lightweight
steel alloys and polymer composites will soon
replace conventional materials, hence allowing
lighter platforms to be realised (Lovins, Datta,
Bustnes, Kooney and Glasgow, 2005). Currently,
such advanced materials are expensive. We
need to develop new processing and
fabrication technologies to drive down the
costs for such materials. DSTA understands the
benefits of low cost composite materials and
has partnered with DSO National Laboratories
and the local universities to develop new

Figure 8. An illustration of a tri-brid UAV system that exploits
solar cells, fuel cells and lithium-polymer technologies
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fabrication techniques. Combined with highly
integrated innovative structures with net
shaped composite parts, the aim is to reduce
the number of component parts and
assembling procedures and work towards
lightweight and cost-effective platforms.

SUSTAINING SOLDIERS'
PEAK PERFORMANCE
The Third Generation soldiers will be equipped
with an array of advanced soldier systems for
sensing, fire, protection and communications.
A Third Generation soldier equipped with the
Advanced Combat Man System (ACMS) alone
will need to carry a sizeable amount of batteries
for his missions. Apart from his basic combat
load the soldier needs to be supported by a
long logistic train. For a seven-day mission, the
battery weight is much greater at 23kg. This
energy load is too heavy for our Third
Generation soldiers and we need lighter and
more efficient solutions to enable peak soldier
performance during sustained operations
(Chua, Tang and Ho, 2007).

Figure 9. 90% composite airframe on display at
the Singapore Air Show 2008

Battery Technology
Battery technology has evolved over the years
with new chemistry and higher energy densities
continuously being achieved. Before the advent
of lithium-ion (Li-ion) technology, the use of
rechargeable batteries was limited as compared
to primary batteries due to low energy
densities. Nickel cadmium (Ni-Cd) and nickel
metal hydride (Ni-MH) batteries have energy

Figure 10. An illustration of the micro-tubular solid oxide fuel cells that can be developed
for military applications

densities below 100Wh/kg. Li-ion batteries,
with an energy density (approximately
160Wh/kg) comparable to that of primary
batteries, changed the scene. Their introduction
encouraged the use of secondary batteries and
gradually replaced primary batteries. DSTA
recognises this emerging trend and has initiated
the replacement of primary alkaline batteries
currently used in 900 series radios to provide
weight reductions to combat soldier loads,
bringing about significant cost savings for
the SAF.
Unfortunately, the current Li-ion batteries are
engineered to lower capacities due to safety
issues and are still too heavy to support the
ACMS. Research on improving the performance
of lithium-based batteries is intensive and
nanotechnology could be the new answer to
this challenge. Going small increases the active
surface area and also enhances the intercalation
of metal-ions between the electrodes. A123
Systems, for instance, has developed a form of
Li-ion battery that incorporates nanophosphate
electrodes. The improvements brought about
by this new concept include a high discharge
rate and fast charge capability3.
Nanotechnology holds the promise of increased
storage capacity, higher power, longer life and
improved safety due to lower heat generation.
In the near future, these 'nano-batteries' will

be a viable energy solution for our Third
Generation soldiers.

Forward Field Charger
For special operations, the primary concern is
getting re-supplied. Batteries should be
recharged in situ by drawing on available
energy resources. The aim is to plug-and-play
with any type of available power source and
distribute power optimally to a myriad of
equipment. Through this mode, emerging high
energy sources such as fuel cells can be
exploited to recharge field batteries. Solar
energy harvesting devices can also be used to
sustain prolonged operations which will reduce
overall mission weight and cost without
compromising their capability and endurance.
Although high energy sources such as fuel cells
are promising alternatives, batteries will remain
the dominant solution for the army's energy
needs in the near future as they are the most
reliable and rugged. An annual increase of
approximately 5% in terms of energy density
can be expected for lithium battery technology.
On the other hand, fuel cell technology is more
relevant for supporting lengthy missions and
energy intensive operations. In the longer term,
the goal is to have each soldier totally selfsustained. Imagine low-cost, printable solar
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Figure 11. Graph comparing energy densities attained by some batteries today
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cells with over 50% efficiency woven onto
every soldier's uniform, harvesting power in
situ. This is not an impossible feat4 and we will
continue to work closely with the various
national solar initiatives and overseas solar
research centres to realise this dream.

ENHANCING MOBILITY
AND POWER RESILIENCE
Our Third Generation command posts and
critical nodes in the battlefield must have the
flexibility to disperse and co-locate
expeditiously according to the operational
tempos and scenarios. For critical nodes such
as communication nodes that may be deployed
in isolation (such as on a hill top), a high level
of self-sustenance is essential. This may require
the power sources to be built and sustained
within the individual platforms. Although
conventional diesel generators may be the

immediate solution, the vibration and
intolerable noise level at close proximity to
these generators undermine the operating
conditions and could compromise the locations
of command posts and critical nodes.
Furthermore, the need for a large fuel resupply remains, thus curtailing the operational
tempo and flexibility of operations and at the
same time, presenting windows of vulnerability
that could be exploited by the enemy.

Silent Generators
One of the short-term solutions to provide
silent and efficient on-board power is the freepiston Stirling engine (named after its inventor,
Robert Stirling). Stirling converters were
originally developed for NASA space
applications, and the technology has translated
into power generators that are highly efficient,
reliable, maintenance-free and quiet. At the

Figure 12. An illustration of the benefits of a forward field charger for the advanced soldier –
the charger can be built upon various forms of fuel cell technologies

43rd Power Conference, the US Army presented
its focus on this emerging technology and also
announced that it has achieved a gross fuelto-electric efficiency of up to 22%. This is
substantially higher than the conventional
diesel/gasoline engines operating in the 1kW
to 3kW power range at an efficiency of 10%
to 15%. External combustion Stirling engines
have the advantage of quiet operations which
is essential for military action requiring low
signatures. They also have the capability to
accept a multitude of fuels – besides military
diesel, any combustible fuel will work.

Figure 13. Next generation 3kW free-piston Stirling
Generator by Infinia Corporation contract by US Army

Mobile 'Microgrid'
The resilience of future command posts can
also be improved by making use of a smart
power management system, as depicted in
Figure 14. Currently, the internal combustion
engine-based diesel generators deployed are
switched on continuously and their capacities
are specified to handle peak output
requirements. This is an inefficient use of
energy as the generators are mostly running
on part load. Furthermore, the excess power
capacity of individual generators cannot be
shared with adjacent generators to improve
the overall system resilience.

DSTA has initiated the development of a smart
power management system capable of
dynamically switching in and out of power
sources and loads for minimum disruption of
power supply. The system is being developed
to operate at varying engine speeds in response
to the loads so as to maximise energy efficiency
out in the field. The development of a high
resilience power distribution system will provide
superior field power surety and fuel savings,
hence reducing logistic footprint. In addition,
the ability to plug-and-play with renewable
sources will also be advantageous for extended
disaster relief missions.
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Figure 14. An illustration of power management for field command posts
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CONCLUSION
From the peacetime load growth of buildings
and infrastructures to the operational
sustenance of the soldier, the energy and power
demands of MINDEF and the SAF are wideranging and challenging. It is hoped that this
article will initiate further discourse on the
relationship of energy to our defence
ecosystem. This paper has attempted to suggest
a variety of energy solutions customised for
infrastructures, soldiers, vehicles and some
forms of unmanned systems. Through
innovations, energy management and adoption
of alternative energies, the operational
performance of our fighting forces can be
boosted. There are many other areas of energy
and power management that have yet to be
explored, especially for naval and air platforms.
To manage these issues, DSTA and MINDEF will
continue to innovate, harness and exploit
science and technology, as well as adopt an
integrated and systems solution approach, to
reduce consumption, eliminate wastage,
improve efficiencies and also power and sustain
the SAF’s capabilities in the battlefield.

Zhang S.S., Foster, D., Wolfenstine, J., Read, J.
(2008). Safety Issue and Its Solution of Li-Ion
Batteries. Proceeding of the 43rd Power Sources
Conference.

ENDNOTES
1

Speech by Prof S Jayakumar, Deputy Prime
Minister, Co-ordinating Minister for National
Security and Minister for Law (8 Nov 2006) at
the Singapore Energy Conference, Island
Ballroom, Shangri-La Hotel, Singapore.

2

Though current LED lighting performance is
80lumens/Watt, lower than that of fluorescent
lighting at 90lumens/Watt, its compact size
enables it to be located nearer to the
illumination target and hence allows more
flexible applications. DSTA is exploring the
wider applications of LED technology as its
performance is expected to match that of
fluorescent lighting in one to two years’ time.

3

A123 Systems, one of the largest lithium-ion
battery manufacturers for specialty vehicles.

4
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