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ABSTRACT
4HUHNPUN[OL0ZSHUK(PY+LMLUJL0(+:`Z[LTVM:`Z[LTZ:V:PZHJOHSSLUNLNP]LU[OLTHNUP[\KLVMLUNPULLYPUNLɈVY[
YLX\PYLK [V PU[LNYH[L JVUZ[P[\LU[ Z`Z[LTZ MYVT KPɈLYLU[ [LJOUPJHS KVTHPUZ LN ZLUZVY UL[^VYR JVTTHUK HUK JVU[YVS
and weapon) into the SoS. To address this, a DSTA team developed a SoS Diagnostic Tool with centralised monitoring, root
cause analysis, impact analysis and self-learning fault prediction to maximise IAD mission availability. It employs a fusion of
Bayesian network and machine learning to equip operators with a tool which uses both engineering knowledge and lessons
learnt to identify root causes. This article describes the background for the development of the tool, the methodologies and
its potential adaptability for future SoS.
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INTRODUCTION
The Republic of Singapore Air Force (RSAF) Island Air Defence
(IAD) System-of-Systems (SoS) comprises sensors, weapons
and command and control (C2) systems networked together.
While each system had its own monitoring tool, there was no
centralised tool to provide a global view of the IAD SoS health
status, and guide fault diagnosis in an expeditious way in the
event of a complex failure1.
The IAD SoS Diagnostic Tool developed by DSTA aims to
ease troubleshooting and accelerate system recovery, thereby
ensuring high SoS availability. The Root Cause Analysis (RCA)
engine within the IAD SoS Diagnostic Tool aims to deliver a
seamless decision-support solution for fault analysis under the
context of incomplete information, allowing the tool to infer the
most probable root cause from past failures.

COMPLEXITIES OF A
SoS
The RSAF IAD SoS overcomes the limitations of disparate
sensors and Ground-Based Air Defence systems by
networking the C2, sensors, and weapon systems together (see
Figure 1). It is designed and implemented to ensure a high level
of robustness, resiliency and supportability to the IAD SoS.
The IAD SoS provides an integrated real-time air picture to
support a multi-layered air defence by allowing operationally
independent systems to work together and engage targets
LɉJPLU[S` HUK LɈLJ[P]LS` ;OPZ JHUUV[ IL HJOPL]LK I` HU`
individual constituent system.
However, the integrated nature of the IAD SoS makes it highly
complex, especially when coupled with the constantly evolving
new threat environment and the addition of new technologies
HUK JHWHIPSP[PLZ :`Z[LT MH\S[Z JHU WV[LU[PHSS` HɈLJ[ V[OLY
downstream systems or result in unexpected behaviours.
As such, speedy and accurate diagnosis, as well as the
YLJ[PÄJH[PVU VM MHPS\YLZ ILJVTL L]LU TVYL JYP[PJHS [V LUZ\YL
mission success.
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Figure 1. Island Air Defence (MINDEF, 2017)

CHALLENGES IN MANAGING A SoS
With the target of reducing workforce size despite the
increasingly complex systems, there was an increased urgency
to develop a tool to aid the RSAF in managing the IAD SoS
^OPSLYLK\JPUN[OLTHPU[LUHUJLLɈVY[YLX\PYLK

faults, complement the constituent systems’ existing network
monitoring systems (NMS). Through these NMSes, the IAD
SoS Diagnostic Tool is able to collate and monitor the statuses
of all hardware residing on the network that support the
Simple Network Management Protocol. These include servers,
workstations, network equipment and uninterrupted power
supplies. DSTA then developed intelligent software to apply
sensemaking on the information.

One of the key hurdles faced was the limited pool of
Image/Chart
experienced maintenance personnel who could recognise and
DSTA implemented the RCA engine to provide end-to-end
identify SoS interoperability abnormalities as well as analyse
fault diagnosis, assess the impact of each fault, and introduce
and rectify SoS faults. Without them, timely system recovery
HZLSMSLHYUPUNLUNPUL[VÄUL[\UL[OLYLZ\S[ZI`PUJVYWVYH[PUN
^V\SKILKPɉJ\S[
past data and performing trending. With the smart intelligence
built into the tool, even less experienced operators are able to
SOLUTION
diagnose complex SoS faults swiftly and call upon the right
maintenance crew to recover the defective system.
The IAD SoS Diagnostic Tool (see Figure 2) and the
corresponding recovery process, based on manifested
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Figure 2. Functionalities of the IAD SoS Diagnostic Tool

Methodology
Traditional methods for reliability analysis, such as fault tree
analysis, are not robust enough to handle complex systems
with a large number of equipment. Typically, these methods
also do not consider the frequency of failures and the
PU[LYHJ[PVUIL[^LLUKPɈLYLU[Z`Z[LTZ
On the other hand, latest developments in deep learning and
reinforcement learning that leverage neural networks and huge
learning datasets heavily are not suited for troubleshooting or
diagnosis of complex SoS failures where large historical failure
datasets are not yet available.
Among the alternative approaches, the Bayesian network
stands out as a useful tool for knowledge representation and
inference under uncertainty. It has a wide range of practical
applications, and has been implemented and deployed by the
United States Army Communications-Electronics Command
in the development of the Virtual Logistics Assistance
Representative, an equipment diagnostic tool that enables a
combat soldier to maintain critical equipment (Aebischer et al.,
2017).
DSTA went a step further by integrating the use of a statistical
Bayesian network model innovatively with machine learning to
create an integrated knowledge-based diagnostic tool that not
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only improves its diagnostic capability, but can also be adapted
as a teaching tool for operators and maintenance crew.
The Bayesian network model considers the conditional failure
KLWLUKLUJPLZVM[OLZ`Z[LTKLZPNUHUKPKLU[PÄLZYVV[JH\ZLZ
ranked according to their probability of occurrence. It adopts
H [VWKV^U HWWYVHJO [V WYVISLT ZVS]PUN \ZPUN WYLKLÄULK
engineering knowledge of the system reliability and component
dependencies.
Machine learning complements the model with a bottomup approach. It correlates system behaviours beyond
engineering factors such as human or environmental factors
HUK JVUÄN\YH[PVU JOHUNLZ [OH[ HYL WVZ[\SH[LK [V HɈLJ[ [OL
diagnosis’ outcome. It also stores a repository of knowledge
where it self-learns from past diagnostic outcomes to sharpen
future predictions.
This fusion of diagnosis techniques (see Figure 3) provides
operators with a tool that uses both engineering knowledge
and past lessons learnt to draw conclusions on the root causes,
with minimal iterations and reliance on human interventions.
This enhanced availability of the IAD SoS capabilities through
faster insights into faults, resulting in a shortened recovery
time.
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Figure 3. Fusion of inputs for diagnosis

SYSTEM ARCHITECTURE OF THE
RCA ENGINE
The RCA engine comprises three key sub-engines: the Ops
Impact Analysis Engine, the Bayesian Diagnostic Engine,
and the Machine Learning Engine. Figure 4 illustrates its
architecture view.

Ɣ The Bayesian Diagnostic Engine ÄUKZ [OL YVV[ JH\ZL
of system failures in cases where fault symptoms cannot be
WVZP[P]LS`PKLU[PÄLKHUKYLZVS]LKI`[OLTVUP[VYLKJVTWVULU[Z
Bayesian networks are modelled to perform causal inference,
by considering both the network topology of the whole SoS
HUKÄLSK4LHU;PTL)L[^LLU-HPS\YLYH[LZVMUVUTVUP[VYLK
components. The open-source Microsoft Research Foundation
Class library is used to generate the probable root causes,

Ɣ The Ops Impact Analysis Engine employs a path-search
technique based on graph theory developed using C#
programming language. It draws inputs from live data of the
network topology and component status that are monitored
by NMSes such as SolarWinds. A change in the status of
monitored components will trigger the engine to assess if the
change would result in any critical ops impact. It then alerts the
operators by displaying the possible component failures and
associated ops impact at the entire SoS level, thus providing
decision support to assess the need for any mitigating

which are ranked based on their probability of occurrence.
Ɣ

The Machine Learning Engine works alongside the

Bayesian Diagnostic Engine to improve the deduction of the
fault. The engine implements the Random Forest approach
using the open-source R library (a software environment for
statistical analysis). Once the root cause has been positively
JVUÄYTLK I` [OL THPU[LUHUJL JYL^ [OL [VVS ^PSS \WKH[L [OL
cause and the respective learning variables in the knowledge
KH[HIHZL[VYLÄULM\[\YLKPHNUVZPZ

measures.

Figure 4. Architecture view of the RCA engine

DSTA HORIZONS | 2018

17

Bayesian Network

In the Bayesian network, a deductive process known as
probabilistic reasoning is performed by instantiating the prior

The Bayesian network methodology is used to represent
failure dependencies in the complex networked systems as

knowledge (evidence) that sets variables in known states,
HUK WYVWHNH[PUN [OLPY LɈLJ[ [OYV\NO [OL UL[^VYR [V KLYP]L
the probabilities of interest, conditioned on this evidence
(posterior probabilities). Bayes’ theorem is used to update the
probabilities:

a compact model with joint probabilistic relationships, where
causal knowledge could be inferred for diagnostic assessment.
A Bayesian network is a directed acyclic graph which comprises
nodes and arcs. The nodes of the graph represent variables
of interest, and the arcs between pairs of nodes represent
statistical or causal dependencies among the variables which
HYLX\HU[PÄLKI`JVUKP[PVUHSWYVIHIPSP[`
The conditional probability distribution for a random variable
HZZVJPH[LK[VHUVKLJHUILKLÄULKHZ[OLWYVIHIPSP[`VMLHJO
of its state conditioned on the combination of the states of its
parent nodes, and the joint distribution of any set of variables
J  M
J
 L is given by the product

&J  M  L   

 

where  denotes some value of the variable  and the parent
(  ) denotes some set of values for the parents of  .
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Bayes’ theorem relates the conditional and marginal events
of A and B. P(A) is the prior probability where there is no
information about B, P(B|A) is the conditional probability of B
given A, and P(B) is the prior probability of B which acts as a
normalising constant.
For the RCA engine, the Bayesian network is synthesised
from its Reliability Block Design (RBD) using a systematic
mapping algorithm (Darwiche, 2010; Torres-Toledano &
Sucar, 1998). Figure 5 explains how logic operators are used
to translate each block in an RBD into a Bayesian network
fragment with component states 0 (down) and 1 (up). Figure
ZOV^ZHZPTWSPÄLKYLSPHIPSP[`UL[^VYRHUK-PN\YLWYLZLU[Z
the Bayesian network after the conversion. This semantics is
then used to compute the conditional probabilities of each
component’s availability.

Figure 5. Mapping algorithm to translate RBD to Bayesian network

-PN\YL:PTWSPÄLKYLSPHIPSP[`UL[^VYR
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Figure 7. Bayesian network after conversion

VM[YLLZ[Y\J[\YLKJSHZZPÄLYZHUKHNNYLNH[LZ[OLPYYLZ\S[ZZLL
Figure 8). Decision trees are constructed based on a pre-

Machine Learning
The integration of machine learning in the diagnosis brings
about several advantages. Essentially, it allows the examination
of system behaviours beyond engineering factors such as
human or environmental factors. It also serves as a displayable
repository for subject matter experts’ knowledge, thus
reducing the reliance on experienced maintenance personnel
on the ground to perform fault diagnosis. In terms of code
THPU[HPUHIPSP[` HUK YL\ZHIPSP[` P[ HKKZ ÅL_PIPSP[` I` HSSV^PUN
UL^WVZZPISLMHJ[VYZMVY[OLMH\S[KPHNUVZPZ[VILKLÄULKHUK
edited, without the need to redesign the code. The machine
learning engine provides a scalable solution by allowing new
WVZZPISLMHJ[VYZ[VILKLÄULK
The RCA engine employs the Random Forest algorithm to
predict the cause of failure from past failures. Random Forest
is an ensemble learning method which generates a collection

KLÄULKZL[VMMHPS\YLH[[YPI\[LZWYLKPJ[VY]HYPHISLZ([L]LY`
node of every tree, a subset of predictors is chosen randomly
and the predictor variable that provides the best split, according
to some objective function, is used to perform a binary split on
that node. The prediction of new data is done by aggregating
the predictions from all the trees in the ensemble. The ability of
the algorithm to handle many predictor variables quickly and
LɉJPLU[S`THRLZP[HULɈLJ[P]L[VVSMVYWYLKPJ[PVU
However, the disadvantages of machine learning techniques
include the need for a sizable amount of data in order to selflearn, and its inability to handle rare failure events where there
PZ UV Z[H[PZ[PJHS ZPNUPÄJHU[ OPZ[VYPJHS KH[H ;OPZ PZ ^OLYL [OL
Bayesian network, grounded on the engineering fundamental
principle of the complex network, will complement the
statistical inference.

Figure 8. Demonstration of the Random Forest methodology
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)LULÄ[ZVM4VK\SHYP[`

new operators to gain insights into how the SoS functions as a
^OVSLHUK\UKLYZ[HUK[OLPU[YPUZPJILOH]PV\YZVM[OLKPɈLYLU[

The RCA engine is scalable and can be adapted with minimal
costs for other systems, ranging from individual military

systems that form the SoS.

platforms to complex C2 networked systems. For example,
other SoS in the Singapore Armed Forces (SAF) are reusing the
RCA engine for their own diagnostic tools. As these systems
adapt the RCA engine for their operating environment, they
contribute to DSTA’s experience and knowledge in this area.

FURTHER WORK
After the tool’s deployment on RSAF premises in January
2018, the team expects a run-in period of up to three years to
HJJ\T\SH[LZ\ɉJPLU[SP]LKH[H[VM\Y[OLYYLÄUL[OL9*(Y\SLZL[Z
and enhance its machine learning capability. Upon completion
of the run-in period, it may be possible to benchmark the
results with other available tools for root cause analysis.
In addition, the current Bayesian network model only
considers two states of the networked components: up or
down. One extension of the model could be to model multistate components with multiple failure modes (Zhou, Jin, Dong
& Zhou, 2013). The consideration of varying degrees of failure
^PSS HSSV^ T\S[PWSL LɈLJ[Z VM [OL Z`Z[LT WLYMVYTHUJL [V IL
examined.
)L`VUK SVJH[PUN MH\S[Z HUK ZOVY[[LYT Ä_LZ [OL Z`Z[LTH[PJ
MHPS\YLHUHS`ZPZTH`HSZVIYPUNHIV\[ZPNUPÄJHU[PTWYV]LTLU[
in the aspects of manpower, machines, methods, material,
measurement or environment. This could be done through
rigorous analysis of the potential failure causes, removal of any
non-conformance and prevention of recurring problems.

VALUE-ADD TO OPERATIONS AND
SUPPORT
From the knowledge repository residing within the RCA
engine, the adverse impact from the turnover of experienced
maintenance crew members will be mitigated. At the same
time, new operators and maintenance crew members will
have a quicker pace of learning, with less reliance on tacit
knowledge.
The RCA engine could potentially evolve into a training
platform for maintenance technicians. By providing detailed
explanations on how the results are derived, it could allow
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Through the machine learning diagnosis, maintenance crew
members can gain insights into the potentially weaker links
within the complex SoS, and be able to design out or manage
potential failures with forward planning, and enhance its
reliability.

CONCLUSION
Development of the IAD SoS Diagnostic Tool has enhanced
both DSTA and the RSAF’s understanding of inter-dependency
and inter-operability across each IAD constituent system
and their ops impact on the overall IAD SoS capability. This
knowledge can be applied when designing the architecture for
future SoS systems.
DSTA has also built up competency in the development of
smart diagnostic algorithms covering SoS fault inference,
machine learning and data analytics. More experience could
be gained through the potential application of the knowledge
to other SAF systems.
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ENDNOTES
1

Complex faults refer to faults manifesting in one of the
constituent systems, caused by abnormal system behaviours
from another constituent system.

DSTA HORIZONS | 2018

21

