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ABSTRACT
In protective infrastructure design, building industry rules and regulations governing peacetime usage can sometimes run
counter to the design intents for war. When designers try to meet regulatory requirements for both peacetime and also
design for war, trade-offs often need to be made. However, the process of trade-offs produces buildings and infrastructures
which are sub-optimal for either scenario. A dilemma thus occurs when a building infrastructure designer cannot find a way
to fully satisfy both peacetime and wartime requirements for a building, and therefore has to manage trade-offs. Drawing
from the context of prescribing fire safety in protective design, this article shows how such a dilemma may be resolved
by adopting radically different approaches which involve technologies from non-building domains coupled with changing
mindsets.
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INTRODUCTION
Protective infrastructure, which includes buildings, roads,
water, power and communications utilities connecting the
building, is designed to withstand weaponised attacks and to
keep occupants, equipment and operations within the building
safe from associated weapon effects like bomb blasts. This
is traditionally achieved by limiting access to the building,
configuring ventilation points to reduce the impact of blasts,
and hardening building elements and systems.
Protective buildings house people through peace and war,
and are also governed by the same rules regulating all other
buildings in Singapore. However, some of these regulations
require the building to function in the exact opposite way to
what is required in protective design. This places designers in
a dilemma of having to choose peacetime over wartime design
considerations, which often leads to sub-optimal solutions.

TRADE-OFFS AND DILEMMAS IN
DESIGN
Similar trade-offs also occur when designing for physical
security against intruders, versus ensuring the safe and rapid
escape of occupants in the event of a fire. In terms of fire safety

76

DSTA HORIZONS | 2017

regulations, instead of keeping people in and threats out, fire
regulations function to allow people to exit and firefighters to
enter the building.

Fire Safety in Protective Design
Looking at fire safety and protective design in further detail, a
fire can occur if oxygen, fuel and heat are present.
When there is a fire, the assumptions are that people must
evacuate the building in the safest and fastest way. In addition,
the fire must not spread out of control and that firefighters need
to be able to put it out safely and effectively by entering the
building swiftly to remove heat and if possible, oxygen and fuel.
Keeping building contents undamaged and ensuring continuity
of operations in the building are often of lower priority.
Automated firefighting and fire management systems such as
automatic fire detectors, fire doors, exit staircases, smoke-stop
lobbies, emergency lighting, sprinklers, fire-rated dampers and
ducts, and smoke control fans are incorporated into buildings
which have been divided into fire-rated compartments. When
a fire occurs, the inherent fire compartments, fire doors and
exit staircases all serve to contain the fire within the affected
locations, and to maintain a protected egress and ingress
route for building occupants and firefighters, respectively.

Smoke extraction fans, ventilation openings and fire-rated
ducts all work in tandem to draw smoke out of the building for
occupants to evacuate swiftly and for firefighters to operate
more effectively. Fire safety regulations are also designed
to ensure adequate exit routes and ventilation openings for
smoke control systems.
In comparison, buildings which have to be hardened against
weapon effects are intentionally designed with provisions to
keep out hostile attacks and prevent the associated weapon
effects from harming the building’s occupants and contents.
Beyond reinforcing the building structures and envelopes,
hardening is also achieved by limiting access and ventilation
points at the external parts of the building. However, such
features also hinder rapid smoke discharge in the event of a fire,
impede the evacuation of building occupants and limit access
by firefighters. In the end, fire evacuation provisions as well as
rescue and firefighting operations have to be specially designed
for such buildings. Since most occupants and firefighters would
assume such buildings possess similar emergency provisions
to that of conventional buildings, designing special emergency
provisions for such buildings could run the risk of confusing
occupants and firefighters during an emergency.
In Singapore, the fire safety provisions in all buildings, including
government facilities, require the approval of the Singapore
Civil Defence Force (SCDF). For hardened buildings, the
authorities have to consider the implications of requests for
deviations constantly, and propose alternative solutions that
are aligned with prescriptive requirements of the Fire Code.

Characteristics
Standard Basements

Protected Structures

As seen above, protection and security features contradict fire
safety requirements fundamentally.
Deviations are granted only after a rigorous search for
alternative solutions that can meet acceptable safety levels
stipulated by experts from the SCDF. Deviations are acceded
to by authorities only after careful consideration to the alternate
solutions proposed; this is because of the complexity involved
in firefighting within such facilities, and also due to the lack of
open-source information in general on classified structures. The
authorities thus cannot be sure of the challenges firefighters
will experience during actual firefighting in such hardened
buildings.
To understand the problems the SCDF faces when considering
various deviations for fire provisions in hardened buildings,
it should be taken into account how a firefighting regulator
might view firefighting in such facilities. Similar challenges in
evaluating alternative solutions for hardened structures can be
found in basement designs.
According to the Singapore Fire Code, basement storeys are
storeys situated “at such a level that more than half the height
of such storey is below the level of the ground adjoining its
perimeter walls for more than half the length of such perimeter
walls” (SCDF, 2013). With most of the basement storey
concealed underground, ventilation and access points are
severely limited. While there are some differences, firefighters
would in general face challenges similar to those found in
protected structures (see Table 1).

Comments

Limited ingresses and egresses

-

Hot gas and smoke accumulation due to limited ventilation
points

-

Reinforced Concrete Walls

Walls are designed to
withstand weapon attacks
and are usually thick

Firefighters would not be able to create wall
openings due to reinforced walls of protected
structures.

Fire Rated Doors

Thick and Heavy Metallic
Doors

Metallic doors in protected structures could expand
in times of fire, resulting in the doors getting stuck.

Prominent Entry Points

Concealed Entry Points

Firefighters would require more time to locate the
concealed entry points to get into the protected
structures.

Table 1. Comparison of challenges between standard basements and protected structures
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Basements bear unique features which hinder firefighting
operations and present specific firefighting challenges. They
are generally constructed with limited ventilation openings
and entry points. The lack of sufficient ventilation points and
air circulation intensifies heat, causing fires to spread at an
exponential rate. This elevates internal room temperatures
significantly, reduces visibility drastically and generates large
amount of toxic gases such as carbon monoxide.
The few entry points available to responders present an
additional potential hazard. If opened, these access points
provide a means of introducing fresh oxygen to the otherwise
air-starved fire, causing flames to flare out through them rapidly.

In 2012, NFPA highlighted an investigation regarding on-duty
firefighter fatalities since 1997 that was carried out by the US’
National Institute for Occupational Safety and Health (NIOSH).
NIOSH disclosed that a total of 18 on-duty firefighter fatalities
were solely due to basement fires in the past 15 years (Klaene
& Sanders, 2012). These fatality rates thus emphasised the
challenges faced in tackling a basement fire.

Re-examining Assumptions to Resolve the
Fire Safety Dilemma in Protective Buildings
At the root of the fire safety dilemma are several assumptions
that

These problems will hinder firefighters’ movements and pose
difficulties in extinguishing basement fires. A single lapse of
concentration may result in fatalities. Further compounding
the problem is the possibility of illegally stored flammable and
hazardous products within basements. The combined effects
of the flammable contents’ accelerated rate of combustion and
trapped heat results in flashovers that speed up the spread of
fire, endangering the safety of firefighters.

•	in a protected facility, there are things that can burn and
that the fire can grow;
• people can and must evacuate the building;
•	the speed of evacuation is benchmarked to a member
of the general public; and
•	firefighters are a different group from the evacuees,
whereby they must and will come into the building for
rescue operations.

Lastly, a fire breakout affects the structural integrity of buildings.
According to the US’ National Fire Protection Association
(NFPA), a total of 97 fatalities involving firefighters on duty were
reported in 2013 and 8% of the fatalities were due to structural
collapse, including an accident resulting from a floor collapsing
into the basement (Fahy, LeBlanc & Molis, 2014) (see Figure 1).

The problem is compounded as hardened spaces grow and
reach huge proportions, just as the infrastructures which
contain them increase in size.
Nonetheless, what if the above assumptions are inaccurate?
What if during a crisis, civilian firefighting resources are so

Figure 1. NFPA data showing distribution of firefighter deaths
by cause of injury in 2013
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stretched that they are unavailable to fight the fire in hardened
buildings? What if a fire breaks out within the hardened building
during an enemy attack, where bombs and other threats
are around? Would firefighters not be prevented from even
approaching the building? While the relevance of conventional
fire safety provisions seems to diminish in such scenarios, they
are no less necessary as the building is still bound by local fire
safety regulations.
It appears that fire regulations are therefore premised on a
whole series of considerations in the interest of public safety.
The steps to find ways around the regulations often involve
tackling each of the underlying fire considerations, on a case
by case basis.

CASE STUDY: THE UNDERGROUND
AMMUNITION FACILITY
In the large Underground Ammunition Facility (UAF)1, long
tunnels with expansion chambers are required for explosive
storage safety (see Figure 2).

While the evacuation distances in the UAF exceeded allowances
stated in the Fire Code, it was noted that these allowances had
been developed with the general public in mind. To determine
appropriate evacuation provisions for trained Singapore Armed
Forces personnel who are typically physically fitter than the
general public, DSTA conducted physical evacuation trials
on site. From the trials, a more realistic speed for evacuation
was recorded, justifying the use of longer than conventional
evacuation distances in the UAF.
The UAF also contains large chamber blast doors to ensure no
sympathetic explosion is possible between adjacent chambers.
The Fire Code required these doors to be fire rated. However,
there was no suitable laboratory capable of fire testing doors
of this size and mass. Hence, DSTA redesigned a protected
one-way hatch door bypass that can not only be used in
emergencies, but also accommodate trials to demonstrate the
viability of blast doors.
In addition, the UAF faced challenges arising from physical
security and fire safety design. A sensitive facility like the UAF
would usually conceal the presence of alternative paths from
occupants to fulfil security requirements. The enforcement
of this security requirement had impacted the fire evacuation
analysis submitted to the authorities. Concealed exits had to be
discounted from the simulation model of occupant evacuation.
It also took much effort for the authorities to arrive at a solution
that could balance this aspect against fire and security
requirements. Eventually, by augmenting the analysis with
actual trials and drills conducted in the complex, the authorities
were satisfied that the facility was safe for operations.
In this instance, the regulatory requirements prescribed by
the Fire Code were contradictory to the protected facility’s
requirements. A reframing of what people within the facility can
and should do, supported by evacuation simulations, analysis
and physical trials, convinced the authorities that the proposed
trade-offs were acceptable.
In the case of the UAF, the task of evaluating dilemmas for
acceptable trade-offs was arduous but eventually yielded a
balanced design. However, more often than not, even hard
work and rigour are not enough to avoid sub-optimal designs.

Figure 2. The long tunnels in the UAF require occupants to travel
through the chambers to exit the facility in the event of a fire

If the UAF had been populated by a diverse community with
various age groups and health conditions, it would have been
even more challenging to develop optimal design solutions.
In fact, it is such dilemmas which hinder the development of
mega underground complexes in Singapore.
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LOOKING AHEAD TO SOLVE
DILEMMAS AND FIND BALANCE:
LEARNING FROM OTHERS TO BE
SMART
From the previous section, it can be seen that the fire safety
dilemma was resolved with much reliance on the competence
and capability of the building’s occupants. In addition, the use
of systems and technology from the building and infrastructure
domains, such as one-way hatch doors and fire safety
computer simulations, helped address hazards and mitigate
risk. These systems and technology were developed largely to
address the functional needs of conventional buildings such
as offices, hotels, institutions, goods storage spaces and
more. However, they may be inadequate to solve dilemmas in
more complex and massive protective infrastructures. There
is arguably a need to look beyond traditional solutions in
seemingly unrelated areas.

The Future of Firefighting in Mega
Complexes
Currently, building volume is limited by firefighting and
fire safety considerations. Future facilities may need large
volumetric spaces to allow flexible usage or activities. By the
time hardened skins are developed to envelop the spaces, a
large volume mega complex could have similar fire issues as
those in mega underground complexes.

For example, an automatic storage and retrieval warehouse’s
maximum height is currently constrained to about 14m due
to limitations in fire protection system capabilities. However,
future mega underground complexes may have enormous
caverns with demountable multi-storey structures within.
Common spaces consisting of enormous atriums would link
these multi-storey clusters of structures together for people
from different clusters to interact, work and play.
The current fire protection approach to an underground atrium
would require installation of both sprinklers to control a fire’s
spread, and large smoke extraction fans to remove smoke
generated by a fire (see Figure 3).
The current technology for fire detection in such a large atrium
would only be able to detect a fire after it has grown large
enough, to about 5MW in size. A 5MW fire is similar to a fire
ignited from burning a standard warehousing wooden pallet
stacked to a height of 3m. However, if a fire were to grow to
5MW, it would be too late to save the people and contents in the
underground atrium as the fire protection systems in the atrium
would not only fail to contain the fire, but also fail to prevent
the spread of damage within the mega underground complex.
Beyond burning, the fire would have caused extensive collateral
damage to warehouse stores. Such a large fire would generate
great quantities of soot and very high humidity levels due to
the mix of smoke and water spray. The smoke and humidity
would normally cover the entire atrium, damaging all contents
within and spread to the adjacent multi-storey building inside
the mega underground complex.

Figure 3. Sprinkler discharging firefighting water
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To minimise collateral damage, a new strategy similar to the
military’s detect, analyse, search and destroy process loop
would be required.
Accordingly, all fires must not be allowed to develop into large
fires and no fires should grow beyond 100kW (i.e. that of a
burning wastepaper basket) in the mega complex. A system
that targets fires precisely by using an extinguishing medium of
gas or liquid would need to be developed.
Future mega underground complexes would likely have to
contain a smart detection and response system which could
determine the coordinates of the incipient fire source within
the large space quickly. This system should also be able to
analyse the fire’s likely size and spread zone, as well as isolate
the energy source that fuels the fire if possible. Such forms of
smart detection would use advanced video analytics, coupled
with smart building materials with embedded sensors, to detect
rapid temperature rise or the presence of smoke. The system
would also tap social media as well as the complex occupants’
image capturing devices for more information.
Furthermore, a firefighting drone squadron could always be
placed on standby and positioned strategically throughout the
complex for prompt activation. In fact, drones are being used
by the SCDF in trials for real-time aerial mapping of incident
sites (see Figure 4).

Drones of the future could also be equipped with small amounts
of chemical gas or water to extinguish fires. A small amount of
gas or water would be required because the rapidly autonomous
manoeuvring drones are able to analyse the situation, zoom in on
the ignition source and precisely discharge their extinguishing
medium onto the fire source. This concept is similar to the use
of fire extinguishers, except that the drones are faster, eliminate
direct exposure of the firefighter to the hazard, and possess
greater resistance to heat and smoke. Drones could also be
used to safely verify that the fire threat has been neutralised
or activate reinforcements in the form of more drones. These
drones could use peer-to-peer wireless mesh networking to
coordinate their firefighting effort and communicate constantly
with the remote master controller. The network would enable
communication, regardless of availability of conventional data
connections by connecting nearby devices to one another
over Bluetooth networks or peer-to-peer Wi-Fi. Emerging
technologies using micro-electro-mechanical systems could
fulfil the low energy consumption requirements for devices to
work in such networks.
Besides the firefighting drone, other drones could perform
search operations to identify the position of occupants who
need assistance. This would greatly limit collateral damage and
the inconveniences of mass evacuation from a mega complex.

Figure 4. Adoption of drones by SCDF for a better appreciation of on-site situation
(Ministry of Home Affairs, 2015)
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Moreover, preventing large fires is beneficial to the environment
because it minimises the release of by-products from
combustion. It also reduces health threats to emergency
responders. Studies in the US (Willette, 2015) have found that,
products from combustion left on a fireman’s suit after a fire
incident could lead to later stages of cancer if they are not
removed thoroughly.

point coverage over these areas, thereby ensuring a balance
between protection and firefighting.

All in all, mega complexes could be built with unprecedented
high levels of fire safety and greatly reduce risks to firefighting
personnel.

In the future, technologies in buildings could evolve even
further to provide buildings with the ability to think, decide and
deploy autonomous means of repair. Advances in technology
could also be applied to solve design dilemmas of other types
of military buildings, such as those which arise from operations,
security, fire safety and ammunition safety.

However, the application of technology needs to be nestled
within a larger design framework to ensure coherence. One
possible framework to draw inspiration from may be that of the
human body.
Consider how the body can sense and interact with the
environment, shutting out or moderating harmful effects to
maintain its core functions. For example, humans instinctively
squint to reduce glare from bright lights and cover their ears
to reduce loud noises. In short, when a threat is detected,
the human body is designed to process the sensed data and
respond by reflex to preserve itself. Internally, the human body
has ways to heal injuries to a certain extent, and possesses
an immune system which sends white blood cells to affected
locations to protect the body from infectious diseases before
they cause appreciable damage. All of these functions are
controlled by the brain.
Similarly, a building has to be protected against various
weapon effects under all sorts of harmful environments, while
performing various functions and complying with many other
key considerations of peacetime usage such as fire, ventilation,
accessibility and more. Drawing inspiration from the design of
the human body, what is lacking in protective design is arguably
the ability to sense and respond to threats.
Building on the scenario of firefighting in future mega
complexes, complexes equipped with sensors would allow
them to respond to incipient fires before damage becomes
significant enough to affect business continuity. They might
also be designed to open or close different access points
automatically, and to have air flow directions and smoke
extraction systems adjusted depending on the fire’s spread
so that people, equipment and operations could remain safe
and secure. In hardened designs, technologies might also be
applied for protective purposes. If active defence systems
were built into the complexes, certain access points could be
opened to isolate and redirect fires while the systems provide
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Firefighting drones that respond to instructions from a
centralised control and monitoring system would then serve as
the building’s ‘white blood cells’, targeting affected areas upon
detection.

CONCLUSION
Finding balance in design and solving dilemmas does not
rely solely on science and technology. Instead, a key enabler
lies in getting stakeholders and agencies on board to build a
shared vision and form a community that has the collective
will to revise bureaucratic and prescriptive regulations, but
will not accept any sub-optimal solutions from trade-offs. This
community has to search deep within every set of building
requirements to produce designs which integrate technologies
across domains, unfettered by building traditions, to produce
buildings which meet both peacetime and wartime needs.
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ENDNOTES
The UAF is an underground facility carved out of a granite
rock quarry, and houses storage chambers which store
ammunition. The UAF was designed with long tunnels and
expansion chambers, such that in the event of any accidental
detonation of the ammunition in a storage chamber, the blast
and fragmentation effects are attenuated in a manner which
would prevent it from detonating the ammunition stored in
other chambers.
1
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