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ABSTRACT
Singapore maritime agencies face the challenge of identifying maritime crimes and threats such as piracy, smuggling and
terrorist plots from thousands of vessels on Singapore waters daily. To address this issue, DSTA created a sensemaking
system to identify suspicious vessels by fusing and exploiting data from Singapore maritime agencies and beyond through
various data analytics techniques. This article describes the development of this system and outlines some of its key
underlying concepts.
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INTRODUCTION

MOTIVATIONS

Singapore is a maritime nation. According to the Maritime and
Port Authority of Singapore (MPA), maritime establishments
contribute about 7% to Singapore’s gross domestic product.
Annually, more than one million visitors to Singapore arrive
by sea, and over 130,000 ships arrive in Singapore. With
Singapore’s limited resources, it is critical that its maritime
security agencies (i.e. Immigration and Checkpoints Authority,
MPA, Police Coast Guard, the Republic of Singapore Navy
(RSN), and Singapore Customs) work closely together to keep
its sea lanes open and secure.

Need for Common Situation Picture

A team, consisting of members from DSTA, DSO National
Laboratories (DSO) and ST Electronics, thus developed the
National Maritime Sensemaking System (NMSS). The system
integrates data from various maritime security agencies and
utilises data analytics techniques to provide early identification
of suspicious vessels.
This article describes the development of the NMSS and
outlines some of its key underlying concepts.
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Before the development of the National Maritime Sensemaking
System (NMSS), each maritime agency monitored its own area
of responsibility and no agency had a comprehensive picture of
shipping activities on Singapore waters. It was hence difficult
to determine which of the numerous vessels required closer
monitoring in order to detect and deter maritime crimes and
threats.
To have a more systematic manner of assessing vessels,
one must first have a comprehensive picture from which
assessment could be done holistically. The RSN and the team
initiated discussions with various maritime security agencies
on the idea of data sharing across agencies. Through these
discussions, the concept of a single system that would integrate
data, facilitate the sharing of information and provide insights to
the agencies, was born. The common fused maritime situation
picture, which incorporates open source and commercial
information for global coverage, augments the surveillance
coverage of individual agencies beyond their existing system
coverage. It also provides a common information baseline to
support collaboration among maritime security agencies in
jointly tackling maritime security threats.

Need for Data Analytics and Early Warning
The NMSS possesses and accumulates a great amount of
information that cannot be processed by human operators
efficiently. The team thus introduced data analytics to help
detect data discrepancies and anomalies among the many
vessels that pass through Singapore waters every day. The
system is also capable of performing automated threat
evaluation to prioritise vessels with anomalies, reducing the
workload of human operators greatly. Furthermore, detecting
possible threats or suspicious ships long before they arrive
in Singapore waters provides Singapore maritime security
agencies with early warning capabilities and more opportunities
to channel their resources for a timely response.

DELIVERING SENSEMAKING
CAPABILITY FOR MARITIME
SECURITY
Following discussions with various agencies, the system
architecture of NMSS began to take shape (see Figure 1). As
information streams in, it is fused with accumulated knowledge
to derive a comprehensive real-time situation picture. Every
piece of information is analysed immediately to identify and build

profiles of vessels, minimising information gap and reducing
the number of unknown vessels that require investigation.
To achieve early warning, real-time analytics engines process
information concurrently as it streams in and tap the knowledge
base to detect anomalies. Operators are notified immediately of
potential threats for investigations through the anomaly alerts.
The trending and deriving of information for real-time analytics
are typically computational intensive and hence processed in
batches separately. The output of these batch analytics are
then written back into the knowledge base to be tapped by the
real-time analytics engines. There are many other use cases
where real-time analytics depend on insights generated from
the batch processing cycles. The Lambda Architecture1, first
coined by Marz and Warren (2013), was adapted to achieve this
integration of batch and real-time workflows.
The following sections will drill deeper into three key
components of the system architecture, namely the common
situation picture, the analytical test-bed where both real-time
and batch analytics are first tested on accumulated historical
data before being fed into the system, as well as the actionable
insights.

Figure 1. System architecture of the NMSS
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Common Situation Picture
The common situation picture consists of all available
information on vessels, including their past and predicted
movements. With it, Singapore’s national maritime security
agencies are able to collaborate and synchronise their
responses to maritime threats. The challenge lies in fusing
large amounts of data accurately in a timely manner, with key
data sources such as surveillance sensors and the Automatic
Identification System streaming time-sensitive data in real time.
This fusion of data is known as entity resolution (ER).
Data from the various maritime security agencies reference the
same set of real-life entities. For example, a vessel is picked
up by multiple sensors and is referenced in its crew and cargo
manifests. As such, ER is a critical process to link multiple
records from different sources as well as data spanning across
recent years, so as to reduce efforts in tracking multiple
instances of the same entity.
The team applied real-life principles, such as the fact that a
vessel cannot be in two places at the same time, to improve the
accuracy of ER results. To ensure scalability, pre-processing
had to be done.
Besides the need to work with large number of data sources, it
was discovered that many sources do not have the data quality
needed to be used in a sensemaking system directly. The
main reason was that the purpose of the originating systems
is often not to support sensemaking as most of them are used
for regulatory or safety purposes, and only require a few data
fields to be of high quality.

In some cases, erroneous data may be generated as the
original data fields are free-text entered into the system by
hand. For structured fields (e.g. enumerated fields), different
agencies adopt different naming conventions for their data.
The challenge was how to cross-check or combine similar
sources to give better resolution of the entities. In-depth study
of the data sources is therefore necessary so that the team
can design and implement appropriate methods to prepare the
data for exploitation.

Analytical Test-Bed
After the data is fused through entity resolution, it is then
scanned for anomalies. The rules and models that are codified
into the anomaly detection engine, which is a real-time analytics
engine, are first built, tried, tested and tuned regularly using an
analytical test-bed.
Figure 2 shows how operators, analysts and the system work
collectively to discover and build new threat models from the
accumulated data through the use of an analytical test-bed.
They can also investigate and monitor potential threats in real
time supported by an anomaly detection engine. With this
collective effort, Singapore maritime agencies are able to adapt
continuously to an environment where the definition of a threat
is ever-changing.
The analytical test-bed is the enabler of continuous system
improvement. It allows the analysts to try out different analytical
techniques, improve the accuracy of existing business rules
and evaluate the usefulness of new data sources.

Figure 2. Operators, analysts and system interaction
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The test-bed also facilitates collaboration among different
stakeholders: the technical team, analysts, researchers
and algorithms scientists, providing a platform for a tighter
operations technology integration.
A hybrid analytical approach is used in conjunction with the testbed to guide the development of the real-time analytics engine
for anomaly detection. The team adapted it from Henderson
and Hammersburg (2013) SAS Enterprise Hybrid Analytical
Techniques, which was used for fraud detection originally.
This approach was also applied to border management and
security management use cases. It allows the system to
go beyond traditional rule-based approach to exploit data
comprehensively and effectively using different data analytics
techniques.

Analytics lies at the intersection of disciplines such as
computer science, machine-learning, statistics and operations
research. Till date, the development of the system was largely
driven by software engineers and developers. More recently,
engagements with analysts from DSTA’s Centre of Operations
Research (COR) have yielded interesting insights into the
modelling approach for detecting outliers from maritime data
(see Table 1). Moving ahead, collaboration with the Operations
Analysis (OA) and Modelling and Simulation communities will
be expanded to leverage their skills in statistics and modelling,
as well as their experience and domain knowledge gained from
supporting maritime-related OA studies.

Technique

Description

Business Rules

Based on the concept of operations in the monitoring of compliance of port regulations,
infringements, and suspicious behaviours, analysts draft the indicators for various threat
scenarios. These indicators are implemented as rules. The rules are useful for detecting known
patterns that may contribute to a threat scenario when occurring concurrently.

Database Searching

There are various watch-lists that are available. Vessel-related information is matched against
these lists to quickly sieve out known threats. While this is a simple approach, it is humanly
impossible to perform this efficiently without the use of a machine.

Outliers Detection

As a high volume of data is accumulated, the system is able to detect outliers across multiple
vectors in the data using machine learning techniques. The team worked with DSTA’s COR to
incorporate clustering techniques for detecting vessels with outliers’ characteristics.

Data Exploration

Unlike outlier detection, data exploration requires more human input and instinct to sieve out
trends by performing visual analysis. It is a data discovery process in which analysts assemble
a variety of data sets to derive insights visually. It is performed for raw and processed data.
Statistics such as mean and standard deviation are also generated to establish norm values. For
example, with the norm values of crew composition or crew age, a business rule is implemented
to detect vessels which do not conform to the norm of their vessel type.

Advanced Analytics

With the use of advanced analytics techniques, analysts build predictive models to detect
probable suspicious activities. The team also incorporated DSO research in geospatial trending
algorithms to detect deviation of vessel routes and unusual voyages. This technique is used when
the pattern is not discernable by humans and there are sufficient samples for the machines to
learn the pattern.

Network Analysis

Relationships are uncovered using network analysis techniques. The formation of networks
pivoted against owners, crew and more, allow analysts to study their links.
Table 1. Description of techniques in hybrid analytical approach
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Deriving Actionable Intelligence
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It would take a lot of coding and software engineering of
the highest level to code the rules using any of the popular
procedural or object-oriented languages such as Java, thus
making the system hard to manage and maintain. Instead, the
team used complex event processing technology to detect
anomalies in data streams.
Anomalies are deviations from normalcy, which is the usual
behaviour for each and every entity such as a vessel and crew,
established across multi-year data. Normalcy can also be
seasonal trends, such as the typical percentage of a particular
class of vessels in anchorage on a daily or weekly basis.
With thousands of records arriving every second, there are
billions of records every month to work with for the generation
of normalcy. Even though representations of normalcy are
generated using batch workflows, the team had to introduce
several techniques to ensure that the execution time of the
batch workflows remain reasonable.

CONCLUSION
This article has highlighted some ways in which data analytics
has been used to detect suspicious vessels in the complex and
busy maritime environment of Singapore.
Data analytics provide the game-changing capability to sieve
through voluminous data, flag out potential threats and derive
useful insights. In spite of the progress made on the use of
advanced data analytics techniques, rules continue to play a
central role in sensemaking. The use of multiple data sources to
cross-validate observations will improve the accuracy of both
the situation picture and the detection of suspicious vessels.
In the development of the system, the team has tackled various
challenges and identified several areas to improve with further
research and technology injection.
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ENDNOTES
Lambda architecture is a data-processing architecture
designed to handle massive quantities of data by taking
advantage of both batch- and stream-processing methods.
1
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This approach to architecture attempts to balance latency,
throughput, and fault-tolerance by using batch processing
to provide comprehensive and accurate views of batch data,
while simultaneously using real-time stream processing to
provide views of online data.
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