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ABSTRACT
Email is a pervasive and indispensable communication means in most enterprises today. Designing, implementing and
operating a robust and secure email system is imperative in ensuring continuous business operations. This article outlines
three principal considerations in architecting an enterprise email system: high availability, design for sustainment and design
for security.
The article also describes the architecture and technologies deployed in building a highly available email system that requires
minimal maintenance downtime and ensures quick recovery during disasters. It explains how email data is protected through
a data redundancy and replication mechanism. In addition, the article shares how the email system is secure by design –
incorporating features such as mail scanning and filtering, as well as identity verification methodologies to mitigate the risk
of malware and unauthorised email access.
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INTRODUCTION
Email is an important communication tool in today’s digital age
for both personal and enterprise use. Although other instant
messaging tools like WhatsApp and WeChat have become a
part of many people’s social lives, email still holds an important
place to keep people connected due to its ubiquity and utility.
In the enterprise, email remains an effective tool not just for
internal communication, but for external correspondence as
well, in part due to the unmistakeable “user@domain” that
uniquely identifies the users and their organisation to the
external world.
As email forms an integral part of the enterprise’s
communication and work processes, ensuring the continual
service availability of the email system is a critical consideration
for the IT department. There is also the need to balance service
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availability with the cost of supporting the infrastructure,
especially in today’s climate where engineering manpower
is in short supply. With cyber threats necessitating vigilant
protection and monitoring of the infrastructure, the task of
architecting an email system becomes instrumental in ensuring
business expectations are met.
In architecting a robust email system, achieving high availability,
design for sustainment and design for security are critical for
success. This article thus outlines the high availability technology
covering hardware components, application design and site
considerations which help ensure the availability of the email
system. It also describes the concept of design for sustainment
to ensure optimal operations and support, covering areas such
as patch management, service automation and service failover.
Furthermore, the considerations for security in areas of mail
filtering, identity verification and event alerting are explained.

HIGH AVAILABILITY
A typical email system consists of a front-end client (e.g.
Outlook) connecting to back-end infrastructure. The
infrastructure comprises servers hosted in a data centre, which
runs a messaging application (e.g. Microsoft Exchange). To
ensure robustness of the entire system, high availability must
be built in at various levels, such as within infrastructure,
applications, databases and sites.

Infrastructure Availability
Server and Storage
At the core of an email system are servers that process email
messages. To prevent a single point of failure, where a fault in
one component can potentially bring down the whole system,
servers are equipped with redundant components. Redundant
power module and multiple network interface cards are
standard features to increase server hardware availability. For
infrastructure that email messages are stored on, Redundant
Array of Inexpensive Disk is used to protect against single disk
failure. Server and storage technology work in such a way that
when one component fails, the redundant component will take
over automatically to prevent system-wide failure.

Data Centre
The server and storage infrastructure is hosted within a
data centre which provides power and cooling. For added
resiliency, data centre facilities are equipped with generators

and uninterrupted power supply to provide continuous power
during power outages. Cooling units are also designed with
redundancy in mind, where main and backup coolers work
together to provide uninterrupted cooling to the computing and
storage equipment.

Application Availability
The functionality of sending, receiving and storing emails is
provided by an email application installed on servers. Microsoft
Exchange is one of the commonly used email applications in
enterprises. It includes a number of high availability features
that can be implemented to increase the availability of the email
service.

Client Access Service
When an Outlook client starts up, it will attempt to connect to a
Client Access Service (CAS) in Microsoft Exchange through the
network via Messaging Application Programming Interface over
HTTP, or Remote Procedure Call over HTTP for connectivity,
depending on the version of Exchange servers used. The CAS
is the connection broker between the Outlook client and the
Exchange Mailbox server where the user’s mailbox is stored.
It manages all client connection requests and redirects them
to the correct mailbox database. The CAS also authenticates
client connections and encrypts the connections through the
Transport Layer Security. An array of CAS is employed to
achieve high availability. A load balancing solution such as
hardware load balancer or the native Windows Network Load
Balancing is then implemented to direct incoming connections
to the CAS server within the array (see Figure 1).

Figure 1. Load balancing client access service
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Cached Exchange Mode
At the Outlook client, the Cached Exchange Mode provides
users with a better experience by allowing them to work offline
when there is a connection problem caused by network or
server unavailability. When Cached Exchange Mode is turned
on, a copy of the user’s mailbox is downloaded to his or her
computer. The user is able to work on the offline copy while
waiting for the connection to be re-established. By default, if
Cached Exchange Mode is enabled, Outlook client will cache
email messages from the last 12 months. Emails older than
12 months would be removed from the local cache and only
stored in the Exchange servers. This duration can be changed
by configuring the Cached Exchange Mode Sync Settings in
the Exchange server.

Database Availability
Users’ email messages are stored on the Exchange Mailbox
server. Microsoft Exchange adopts a high availability feature
called the Database Availability Group (DAG) to provide
redundancy for the mailbox databases. A DAG consists of a
group of up to 16 Exchange Mailbox servers. Each member
server of the DAG is able to host active or passive copies of

mailbox databases that reside on the servers in the group.
As an example, the DAG in Figure 2 consists of three Mailbox
servers, with Mailbox Server 1 configured with two active
Mailbox databases and Mailbox Server 2 and 3 configured
with one active Mailbox database each. Each member server
of the DAG also hosts a passive copy of the other databases.
The passive copies are kept consistent via a continuous
replication process that occurs between the member servers.
The replication can be based on file mode or block mode. In
file mode replication, when a transaction log is fully written, it
will be copied from the DAG member with the active database
to the rest of the DAG members hosting the passive database.
The passive DAG members then replay the transaction log to
update their passive databases. In block mode, each database
transaction is sent to the log buffer of the members with the
passive copies of the database. Once the log buffer is full, the
passive members will replay the log to update their passive
databases.
When Mailbox Server 1 fails, one the remaining member servers
in the DAG will take over its role by activating Databases 1 and
4. In this set-up, failure of up to two mailbox servers can be
prevented.

Figure 2. Database Availability Group
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Site Availability

Patching and Maintenance Strategy

Having designed high availability to protect against local
failure, the next step is to consider protection against whole
site failure. The Exchange DAG can be extended between
two sites with the databases replicated across the sites to
provide for site redundancy (see Figure 3). If multi-sites setup is used, there is a need to consider whether both sites
are serving users (i.e. active) or if one site is only used for
disaster recovery purpose (i.e. passive). If both sites contain
active mailboxes that serve users, the set-up is called Active/
Active. If one site contains all active mailboxes while the other
contains only passive mailboxes, the set-up is referred to as
Active/Passive. An Active/Active set-up is more complex but
it enables constant validation of the system’s working state.
While an Active/Passive set-up is less complex, usually some
configuration checks are necessary when the system goes into
failover mode from the active to the passive site.

Patch management is an important component in ensuring
that security vulnerabilities are plugged. However, patching
carries inherent challenges – the need to reboot results in
service downtime and potential application failure due to the
patch affecting application or customised source codes. To
address the challenge of service downtime, the design of the
email system must allow the system to remain available when
maintenance activities are carried out. This eliminates the need
to conduct them during planned downtimes, which are mostly
carried out after office hours or over weekends.
Service availability is addressed during the design phase where
high availability is built in. As outlined earlier, load balancer is
commonly deployed to maintain and redirect traffic between
client applications (e.g. Outlook, Web Browser) and client
access servers. The connectivity between the client access

Figure 3. Email site resiliency

DESIGN FOR SUSTAINMENT
The cost of maintaining any system increases with the amount
of manpower required to sustain it. It is thus necessary to
design the email system to be easily supportable. Automation
and user self-service are two of the key approaches to reduce
the efforts required to perform regular tasks such as patch
management and execution of service requests.

servers and mail database servers also has automatic switchover capabilities to maintain mailbox database access. This
allows services at different layers of the email system to remain
available when patching and rebooting of the servers are
performed in batches.
All patches should be tested before production to mitigate
the risk of system failure caused by updates or changes.
Functional and end-to-end interoperability testing should be
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done in a staging environment. The production system may
also be segregated by user groups or system components.
This allows patches to be deployed in phases, thereby limiting
the impact of application failure. However, this needs to be
balanced against the additional resources required to achieve
the segregation.
Code level customisation to the email system must be properly
documented and tested after patching. Unless necessary,
code level changes should be avoided entirely.
Centralised and automated distribution of system patches forms
another crucial component of streamlining the patching cycle.
This can be achieved through scheduled patch deployment.
Depending on the email system architecture, automated
installation and reboot of servers can be done. This may be
aided by scripts or software that can coordinate, validate and
test the resumption of email services after patches are applied.

Service Orchestration and Automation
Service automation is the process of automating routine tasks
through the use of a service orchestration and automation
application. This reduces the engineering resources required
to sustain an email system significantly, yielding substantial
manpower savings while also improving the processing time
of a request.

Service automation starts by identifying and listing the most
common and time-consuming tasks faced by the service
desks and engineers. Common email service requests include
restoration of deleted emails, creation of new email accounts
and modification of email quota. These tasks are translated
into system-level commands and packaged into the service
orchestration and automation application.
The application replaces the service desk by presenting
requesters with an interface, such as a web-based request
form. The requester provides the required information and
the application proceeds to validate the request. The request
is routed to an approving authority, where required. Upon
approval, the application will send system-level commands
directly to the email system for execution. Once the execution
is completed, the application sends a notification to the
requester (see Figure 4).
Most email systems also have a “Deleted Item” folder that
allows users to recover emails that have been deleted. In
Microsoft Exchange, this is further enhanced by allowing users
to restore items purged from the deleted items folder. While
this feature requires the overall email storage sizing to be
increased, it reduces the number of restoration requests to the
service desk significantly. A user with 1GB mailbox size may
require an actual storage allocation of 1.2GB at the back-end.

Figure 4. Service automation process
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DESIGN FOR SECURITY
Identity Verification
In an office environment, a user may authenticate his or her
identity through the use of a smart card on his or her computing
device, such as a notebook or desktop, before email access is
granted. Email access may also be made available only through
the office intranet or via a Virtual Private Network channel.
However, as the workplace evolves, the need for email access
is shifting beyond the office space and into a wide range of
devices, including users’ mobile phones and public devices
such as airport kiosks. This challenges existing identity
and verification methods, such as the use of smart card on
a mobile device. Alternative mechanisms such as SMS onetime passwords (OTP) or token keys affect the usability of the
email as it is frequently accessed, resulting in a corresponding
generation of OTP and keys required by the user for each
session of email access.
An alternative approach to identity verification has been
adopted in some email systems. Users are linked to the
devices used for their email access. When a new device is
used, additional verification is required for email access.
Concurrently, notifications are sent to the user’s alternative
email, informing him or her about the new access device. While
this approach does not prevent an unauthorised user from

accessing the user’s email through a known device, it seeks
to protect against the threat of identity theft and unauthorised
access.

Mail Scanning and Filtering
Email systems are regularly exposed to malware and malicious
files as they are required to receive and accept files that are
sent to and from a user. Threats facing the user also include
spam and phishing emails. Often, a malicious sender would
disguise himself as another sender to lure users to click on a
malicious URL. From an organisation’s standpoint, emails are
also sources of information leakage. To mitigate the range of
threats, different security capabilities are required.
Besides email anti-virus software installed on mail servers,
email gateways are deployed to scan and detect malicious
emails (see Figure 5). These gateways perform checks on the
credibility of the sender’s email domain. Other capabilities
also include the ability to inspect files attached to an email in
a sandboxed environment for malware, as well as embedded
URLs to determine if they are malicious. When an email is
classified as unsafe, it will either be filtered off as spam or kept
in quarantine, pending release by the user.
To guard against data leakage, outgoing emails can be scanned
for sensitive information such as a predefined set of keywords.

Figure 5. Increasing security through identity verification and email gateways
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CONCLUSION
Email has become an important and mainstream form of
documented communication. It has evolved from being the
mere exchanges of messages between persons, to becoming
a requirement for registering and receiving notifications from a
wide range of services. Hence, building a robust messaging
system encompassing the elements of high availability,
sustainability and security is critical.
High availability is required to be implemented at all levels
of the email system architecture, covering all layers of the
system from the client application, network load balancer, mail
applications, databases, and servers down to their individual
hardware components. It also extends to the data centre
level where an alternative data centre provides the messaging
services in parallel. In designing for sustainment, the downtimes
and risks associated with patching can be mitigated through
the design of high availability and having a scaled-down set-up
for patch testing. Separately, laborious service request tasks
can be identified and automated through the use of service
orchestration and management applications, which interface
directly between the user and email system. Email security
gateways are deployed in response to malware and malicious
email threats. They provide reputation checks and validate
embedded URLs and file content before delivering the email
to a user.
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