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ABSTRACT
The IT users in Ministry of Defence (MINDEF) have a rising expectation for faster pace of system delivery and greater agility
in responding to business changes. This article shows how DSTA conceived and implemented the Smart IT Development
initiative to address these challenges. It describes the three key enablers behind this initiative and shows how they reduce
complexity and simplify IT system delivery to meet the desired outcomes of speed and agility.
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INTRODUCTION

REALISING THE CONCEPT

The use of IT has been an important proxy to the capabilities
of defence and also an important touch point for employees,
National Servicemen and the public from the perspective of
engagement and commitment to defence.

The Smart IT Development initiative comprises three key
enablers. The first enabler is the establishment of a Corporate IT
(CIT) Development Store which gives project teams quick and
easy access to IT resources via a self-service web portal. The
second enabler is the adoption of a Model-driven Application
Development that enables rapid development of IT applications.
The third key enabler is the setting up of a Reuse Framework
to harvest and develop components commonly used by
development teams to speed up application development.

The recent trend of IT consumerisation1 has led to a higher
expectation for faster pace of system delivery and greater
agility in responding to business changes. However, the
current IT development process has become inadequate
to meet the desired outcomes of speed and agility. For
example, long lead time is required to derive costings for the
requirements, procurement, installation, configuration and
securing of IT resources such as servers and databases prior
to actual implementation. The process is manual and involves
collaboration with multiple parties largely through e-mail.
In addition, the use of the hand-coding method to develop
IT applications is tedious and does not cater well for rapidly
changing requirements. This is further compounded by the
difficulty in hiring skilled IT developers in the face of a shrinking
engineering resource pool in Singapore.
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CIT Development Store
The CIT Development Store is a one-stop self-service portal
designed to eliminate the need for project teams to liaise with
many different parties in order to get the necessary resources
for their projects (see Figure 1).
The user experience has been thought through carefully
and designed to resemble an online shopping experience
such that project teams can easily use the CIT Development
Store without any training. The store also calculates project
costs upon selection of resources to facilitate the process
of obtaining budget approval, which is a pre-requisite for all
MINDEF CIT projects.

Figure 1. Concept of the CIT Development Store

How It Works
Before the commencement of a project, the project team
submits a request for IT resources such as software, servers,

database and client devices through a simple and standardised
interface. Figure 2 depicts an order form to request server
resources for web and mobile development.

Figure 2. Order form for a server resource
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Once the order is submitted, the respective costing summary
is generated for the project team to incorporate into its project
budget (see Figure 3). At the same time, the required resources
are reserved while the project team proceeds to seek approval
for funding. Once project funding is obtained, the project
team confirms the order. Upon confirmation, the resources
are provisioned for the project’s development and application
hosting automatically. These resources are pre-configured to
comply with the enterprise system and security standards.
This approach encapsulates the backend complexities and
overheads in the procurement and set up of IT resources that
are commonly required in a typical IT project development.
As a result, the project team can better focus on building the
functionalities, business rules, processes and user interfaces.

Model-driven Architecture Development
The second key enabler for Smart IT Development is the
adoption of the Model-driven Architecture (MDA) approach for
application development. MDA is an initiative under the Object
Management Group (OMG) that advocates the use of platformindependent models to represent business functions. These
models can then be used for the production of artefacts such
as source codes and executable systems via a technology
platform.
Currently, there is an emergence of development tools in the
market that adopt the MDA concept. These are termed Low
Code or Rapid Application Development (RAD) platforms.

Figure 3. Costing summary generated by the CIT Development Store

To provide a ready buffer against on-demand provisioning
of IT resources, a resource provisioning and management
engine was built by DSTA to translate project teams’ orders
into infrastructure requirements and monitor their actual
utilisation. DSTA also applied cloud computing practices such
as Infrastructure-as-a-Service and Platform-as-a-Service to
operate the CIT Development Store. In other words, the CIT
Development Store operates like a cloud service provider
– similar to those available in the commercial domain (e.g.
Amazon Web Services and Microsoft Azure) – that provide
resources with configurations unique to DSTA’s environment
settings.
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These platforms provide visual modelling of business
processes, drag-and-drop composition for user interface (UI)
design, and configuration of data models. The models and
declarations created are converted to executable codes that
can be deployed in the production environment.
Such platforms are not meant to replace hand-coding
completely. They help to alleviate efforts to build common
building blocks required for application development and
create capacity for the limited pool of IT developers to focus
on complex business logic development. They also offer
opportunities for engineers with non-IT background to pick up
application development quickly, thus expanding the pool of
resources for IT development.
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Reuse Framework
The Reuse Framework promotes the life cycle process to
harvest, develop, publish and maintain components commonly
used by development teams to speed up application
development. Figure 4 shows the reuse repository that DSTA
has developed using the RAD platform.
The repository comprises a list of software components,
templates and reference implementations. These components,
which are harvested from projects and open source community,

are assessed and refactored (if required) before being
published in the repository for project teams to use. The level
of reuse is measured and monitored to gauge demand and
impact analysis is performed should the software component
be changed or retired.

Time Savings
With Smart IT Development, it is envisioned that the time taken
to develop an IT application will be shortened by about 50%
(see Figure 5).

Figure 4. Reuse component repository

Figure 5. Expected application development timeline before and after the roll-out of Smart IT Development
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IMPLEMENTATION CONSIDERATIONS
The existing operating model and paradigm had to be changed
in order to realise the Smart IT Development initiative. The
following are the key considerations that were taken into
account by DSTA.

Funding Model
Currently, the budget for CIT projects largely follows an initial
capital investment and a subsequent recurring maintenance
cost model. From the service provider’s perspective, an
upfront investment to create a ready infrastructure and support
on-demand resource provisioning is required. In MINDEF, this
upfront investment comes in the form of a seed funding to set
up the base platforms. In this initial stage where the platforms

Enterprise Technical Architecture
Governance
In response to the Government Instruction Manual 8 which
requires all Singapore government agencies to develop their
agency-wide technical architecture, DSTA implemented the
Enterprise Technical Architecture (ETA). ETA comprises a set of
technology standards and solution patterns that project teams
can adopt to ensure the delivery of secure, quality and coherent
IT systems. The compliance to ETA is executed through the
manual review of design and security configurations. The
process is tedious and not comprehensive enough to cover
all aspects to ensure compliance. This undermines the
effectiveness of ETA in achieving its objective.
With Smart IT Development, there is a shift from the manual

are cultivating adoption, the seed funding provides the
necessary budget for continual support and operation. With
the build-up of user base over time, this seed funding can be
replaced by the subscription (or pay-per-use) model to sustain
the subsequent operations of these platforms.

approach of “Governance by Review” to that of “Governance
by Design”. The platforms under the CIT Development Store
adopt the technology standards and security configuration
stipulated under ETA so that project teams using these
platforms for development and deployment conform to ETA.

From the project team’s perspective, adopting the subscription
model would change the way IT projects are budgeted. The
new approach also eliminates substantial upfront capital cost,
with a constant recurring operating (subscription) cost for
all supporting IT services, throughout the development and
maintenance phases of the project. This change reflects a more
accurate picture of resource utilisation over time.

Operating Model

Capacity Management
A private cloud model was employed to operate the platforms
due to security considerations. DSTA put in place capacity
management measures to ensure that adequate resources
such as computing, storage, licences and devices are available
for the project teams on demand.
To better anticipate future demands, procurement contracts
such as framework agreements and period contracts were
established to allow for quick acquisition and top-up ahead of
demand. Leasing mechanisms were also put in place for some
resources to tide over peak periods. Moving forward, DSTA will
incorporate capacity analytics to understand trends and usage
behaviour, which in turn allows it to gain a more actionable view
of future capacity needs.

The CIT Development Store is organised much like a
shopping mall which has many different store managers (each
managing and providing a different service) and a central mall
management team (which governs and maintains oversight
of the mall’s operation). Smart IT Development entails setting
up multiple teams with each focusing on a specific platform
or infrastructure service, and a centralised governance team
to maintain oversight and ensure consistency of the services
provided in the CIT Development Store. Their roles are as
follows:
• Governance Team – The governance team defines
the application design and common processes to ensure
a consistent user experience across all services in the CIT
Development Store. Under the application design, a set of
predefined database schema and screen layouts is made
available for each service provider to kick-start their store
development, with the flexibility of extending from this base.
The team specifies common processes such as deployment
procedures, monitoring parameters and user feedback
mechanisms for each store to adopt.
• Service Provider Teams – These teams are in charge
of defining their own service catalogue, developing their
storefront UI, handling capacity management and ensuring the
smooth operation of their infrastructure or platform to meet the
demands of the project teams.
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Industry Engagement

ENDNOTES

The majority of CIT development is performed by insourced
(as part of in-house development teams) and outsourced
industry resources assuming the roles of analysts, developers
and testers. The standardisation of application platforms and
tools under the Smart IT Development initiative allows DSTA
to influence and engage industry players to harmonise delivery
approaches. This creates opportunities for industry players
to organise and possibly specialise around technologies or
expertise within the delivery value chain. As a result, they
are able to deliver applications according to DSTA’s specific
standards, thereby establishing a software factory ecosystem.
The envisaged outcome is that the specialisation of local IT
players will lead to improved application quality and delivery
lead time for CIT projects.

1

IMPLEMENTATION

Consumerisation is the specific impact that consumeroriginated technologies can have on enterprises.
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