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ABSTRACT
System safety has been recognised as an effective tool to
analyse the risks and hazards associated with the construction
and usage of a facility. In Singapore, the Defence Science &
Technology Agency (DSTA) has been entrusted with the
development of an Underground Ammunition Facility (UAF).
System safety was not mandated as a requirement when the
project was conceptualised. Although the facility was designed
to comply with the existing industrial codes for buildings and
infrastructure, and ammunition storage, the Ministry of Defence
(MINDEF) and DSTA decided to implement a retrospective
system safety assessment of the facility to take stock of the
residual risks and improve downstream design to enhance
safety considerations. It is also the intention of MINDEF to
continue with the system safety activities when the facility is
handed over to the operations and support phase. As the
system safety activities were introduced retrospectively, the
construction of some components of the facilities is in progress
whilst some aspects of the construction work are in the final
planning stage. This mixture of retrospective cum prospective
activities makes this system safety effort intriguing. This paper
discusses the approach adopted to tackle the challenges under
these situations.
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INTRODUCTION
Background
A study done in the early 1990s raised the
possibility of supporting the future needs of
the Singapore Armed Forces (SAF) ammunition
stockpile storage in an underground
ammunition facility (UAF). This option was
particularly crucial in land-scarce and densely
populated Singapore. Two obvious advantages
were immediately recognisable:
• Ability to provide good protection for the
stockpile
• Less sterilisation of surface land
The current site was chosen following
numerous geological engineering studies and
surveys. At the conceptual stage, two reputable
agencies were also engaged to conduct
preliminary safety analysis of the UAF: Sandia
National Laboratories and Bienz, Kummer and
Partner. The studies provided insights on the
following areas:
• Adequacy of engineering design principles
for
tunnels/chambers
and
mechanical/electrical systems
• Explosive safety
• Blast and shock effects
• Fire detection and fire-fighting concept
• Best practice for operations
DSTA is entrusted with the responsibility of
planning and managing the development and
construction of the UAF. The facility belongs
to and will be operated by the SAF. The
planning and construction of buildings and
infrastructure for military use is governed
primarily by the Singapore Building Control
Act and the MINDEF Infrastructure Guide. These
guides provide the prevailing codes of practice
for compliance by DSTA. For ammunition
depots, the SAF Directive on the licensing of
explosive facilities has to be complied with.

References were also made to the NATO Allied
Ammunition Storage and Transport
Publications (AASTP-1) Parts 3A
and 3B.
The UAF is currently at a relatively advanced
stage of construction. Even at this stage, DSTA
management felt that a system safety effort
would be beneficial from two perspectives:
• To do a retrospective system safety
assessment of the safety considerations
that were already embodied during
the conceptualisation and planning
phases of the project and to improve
on downstream safety by influencing
the design, where possible
• To p r o v i d e a p i l o t p r o j e c t f o r
“experimentation” in the performance of
a Facility System Safety Assessment effort
To achieve the above, DSTA decided to take
the approach of a Safety Case (UK Ministry of
Defence, 1996). The UAF Safety Case Report
provides a condensed and balanced appraisal
of the UAF project at its current state of
development. The Safety Case will provide
appropriate documentation of the design
criteria of the UAF, demonstrate through
assessments that identified hazards have been
mitigated to an acceptable level and justify
that the system is safe and suitable for inservice use. Finally, the Safety Case serves as a
vehicle to enable the users (namely, the SAF)
to control the residual risks and maintain the
required level of safety throughout the life
cycle of the UAF.

THE APPROACH
Objectives
The main objectives of this system safety
assessment effort are:
• To apprise DSTA management of the
significant safety concerns that were
identified and d e l i b e r a t e d b y t h e
v a r i o u s s a f e t y assessments

• To c o m m u n i c a t e t h e a c t i v i t i e s
undertaken in mitigating the identified
h a z a r d s a n d t h e l e v e l o f re s i d u a l
risks remaining, as well as any
associated constraints and limitations, if
any
• To seek acceptance of the residual safety
risks at the appropriate management level
aligned to the Risk Acceptance Matrix for
this project
To accomplish this effort, the UAF System
Safety Working Group (SSWG) was
inaugurated. The Programme Manager of the
UAF leads the UAF SSWG with members from
the other supporting specialists divisions
in DSTA and the SAF. The P r o g r a m m e
M a n a g e r f o r t h e U A F h a s overall
responsibility for the system safety effort for
the UAF. The contractor working on the
project was also inducted as a member of
the SSWG. None of the members had any
formal training in system safety at the onset.
Knowledge and experience were obtained
through participation in the International
System Safety Society Conferences and
visits/dialogues with reputable system safety
practitioners such as the US Army and the
UK Ministry of Defence.

System Safety Programme Plan
The initiating activity for the SSWG was to
craft out the System Safety Programme Plan
(SSPP). The plan was drafted with four key
issues in mind:
• Providing details of the organisational setup
of the UAF SSWG
• Description of the activities, deliverables
and milestones required to provide
an assessment of the safety risks of the
project and follow-up recommendations,
where applicable
• Description of the boundary of interest
• Endorsement of the Risk Acceptance
Authority Matrix

The SSPP also documented the management
organisation for the endorsement of the SSWG
activities and the Safety Case Report
(see Figure 1).

Weapon System Safety Assessment
Board Final Endorsement

Project Steering Committee
Initial Endorsement

Project Director

SSWF (UAF)
Figure 1. UAF System Safety
Management Organisation

System Safety Approach
The System Safety Assessment for the UAF
programme was initiated as a retrospective
assessment of the reviews conducted by Bienz,
Kummer & Partner (BK&P) and Sandia National
Laboratory (SNL). This review demonstrated
that the fundamental principles of the design
were sound. Subsequent to this initial review,
the approach taken by the SSWG was to hold
dialogue sessions with the various Subject
Matter Experts (SME) in successive stages of
hazard identification, allocation and analyses.
To facilitate the discussions, the Hazard
Identification Checklist was used as a prompt
list for hazard identification (UK Ministry of
Defence, 1996).
This System Safety Assessment was carried out
under a spirit of experimental learning. This
meant that while an SSPP was developed to
guide the general approach in managing the
effort, the plan is tolerant to fine-tuning based
on experiential feedback. The experiential
lessons and feedback have resulted in evolving
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Table 1 - Hazard Assessment Criteria
Severity
Catastrophic

Critical

Marginal

Negligible

Frequent

1

3

7

13

Probable

2

5

9

16

Occasional

4

6

11

18

Remote

8

10

14

19

Improbable

12

15

17

20

Probability

Figure 2 provides a graphical
representation of the three
levels of consideration. Tied
to each of these safety
considerations are studies and
analyses within the specific
domains and boundaries of
interests.

Table 2 - Residual Risk Acceptance Authority Matrix
Mishap Risk
Assessment Value

Mishap Risk Category

3. S t a n d a r d h a z a r d s
associated
with
engineering designs and
operational processes

Risk Acceptance Level

Stage 1 Analysis - This stage

forms the preliminary hazard
analysis of the facility. The
1-5
High
Chief of Defence Force
domain of analysis in
6-9
Serious
Project Steering Committee
safeguarding the general
10 - 17
Medium
Head of Service
public from the MCE impact
resides within the knowledge
18 - 20
Low
Operations Manager
and applications in
Engineering Geology, Shock
the System Safety Assessment approach from
Propagation, Blast Effects and Simulation Tests.
a purely retrospective review to a combination
The SAF Directive on the licensing of explosive
of retrospective review and active hazard
facilities (based on JSP482, UK Explosive
analyses.
Regulation) mandated the criteria for safety
regulation. The MCE safety considerations
Hazard Assessment Criteria and governing the construction of the UAF began
Risk Acceptance Authority
with the assumption of an MCE having taken
Matrix
place. Then, it was reckoned that the impact
from such an MCE would give rise to hazards
We adopted the Hazard Severity Categories
external to the facility as well as internal
and Hazard Probability Levels as recommended
aggravation of the MCE condition. Subsequent
in MIL-STD-882D (Department of Defense, 2000)
safety analyses, experimentation and
(see Table 1). The Risk Acceptance Authority
simulations that were carried out resulted in
Matrix was subsequently developed and
the introduction of other safety barriers in the
endorsed (see Table 2).
construction design to mitigate the identified
MCE effects. The mitigation was achieved from
Boundary of Interest
two perspectives and some of the solutions
are also shown:
As in any system safety effort, it is important
• Prevention of exceeding MCE level (primary
to define the boundary of the system under
mode of mitigating an explosion of
consideration. For this effort, the SSWG decided
MCE Proportion)
to work on three levels of safety considerations
associated with the UAF programme:
a. Blast doors designed to withstand the
1. Impact of Maximum Credible Event (MCE)
explosion on the general public and
occupants within the UAF
2. Explosive hazards associated with
inadvertent triggering of the
explosive stores

explosion pressure from an adjacent
chamber. The development and design
was validated through large-scale trials.
The blast doors within the same cluster
are interlocked to ensure that only one
door is opened at any one time.

Figure 2. Boundary of Interest

b. Sufficient rock separation between
adjacent chambers to prevent breaching
and subsequent possible sympathetic
explosion by rock spalling
c. Controlling and limiting the Net
Explosive Quantity (NEQ) of each
chamber and other transient areas
(tracking devices and procedural control)
• Reduction of MCE effect (secondary mode
of mitigating the effect of an explosion of
MCE proportion)

c. Multiple debris traps to reduce external
debris hazards and reduce exit pressure
d. Barricade wall outside entrance to stop
any residual exiting debris and to further
reduce airblast hazard distance by
redirecting the blast upwards
Figure 3 shows the schematic layout and the
key safety features of a typical underground
storage cluster.

a. Multiple tunnels
turning from
the chamber to
the entrance of
the UAF
b. E x p a n s i o n
Vo l u m e t o
reduce blast
pressure and
slow down gas
flow in the
tunnel
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All key safety designs have been validated
through a series of large-scale tests in a tunnel
facility. The final yellow line (no inhabited
public buildings within the designated area)
defined based on this mitigation, is lower than
that of a shotgun type of tunnel. This line has
been registered with the appropriate
government land-use authority to safeguard
against any future public development.

at the next stage of the analysis. These are the
“triggers” that can initiate an explosion. The
most important primary effects of explosion
of ammunition are airblast and debris throw
and they are the main sources of hazards to
personnel. Should an explosion occur, the
design considerations discussed at Stage 1 will
contain and limit the explosion effect to be
below or at worst, approach the MCE level.

Stage 2 Analysis - This stage of safety activities

Stage 3 Analysis - This stage of System Safety

centres on eliminating and/or mitigating
hazards associated with the triggering of
explosive stores. To this end, there are two
categories of hazards – namely those relating
to the intrinsic safety integrity of the explosive
stores and those relating to the initiation of
explosion from external stimuli. Examples are:

activities as depicted in Figure 4 represents the
bulk of the effort in this System Safety
undertaking. Unlike stages 1 and 2 which focus
on explosion-related safety, this stage deals
with the analysis of all other credible hazards.
Relevant to the main focus of this System Safety
effort, the boundary of interest can be defined
from two different vantage points – an
Engineering Systems perspective (i.e. Functional
Analysis of the Engineering Systems) and from
a Functional Locations perspective (i.e. Zonal
Analysis). The former provides the team with
an effective way of addressing hazards relating
to the specific engineering systems while the
latter allows for the assessment of interface
hazards as a result of the physical disposition
of the engineering systems and its components
in its installed or operating domain.

-

Self initiation due to explosive instability
Fire
Static discharge
Lightning
Shock
Electromagnetic radiation
Electrical surge

The intrinsic safety integrity of the explosive
stores is assured through a formal process of
certification and surveillance similar to the one
for above-ground ammunition depots operated
by the SAF. Crucial considerations are the NEQ
within the various areas of the UAF and tight
control of the storage mix of the various types
of munitions. The external stimuli are addressed

Figures 4 and 5 provide a simplified view of
the two perspectives.

Systems

Electrical

Mechanical

Structures

Group

Group

being evaluated for the UAF. Associated

Civil & Structures (C&S) - The SSWG assessment

and hypoxia due to excessive nitrogen

was that the C&S group are functionally passive
and unlikely to be an initiator of mishaps. Its
intrinsic safety as an operational facility is
assured to a large extent by the building
codes and regulations and the extensive rock
and soil analysis carried out for the facility.
Prominent hazards such as cave-ins, rock falls
and flooding are adequately addressed through
the design of the facility. In addition,
instrumentation and monitoring was carried
out to verify the design during and after
construction.

concentration have been identified

Munitions
Handling
Equipment

Figure 4. Engineering Systems Perspective

Depot
Management
System

hazards relating to possible asphyxiation

for mitigation.

Munitions Handling Equipment (MHE) These are designed to move and stack the
munitions within the UAF. Options exist for
the use of electrical or diesel power for the
prime mover. Both options are required to
meet ATEX Directive 94/9/EC (Equipment and
Protective Systems intended for use in a
potentially explosive atmosphere). Hazards
associated with the MHE would primarily be:

Electrical Group - The identified hazards

a. Shock to the load (ammunitions) should

associated with this group were found to be
manageable with the hazard controls that
were put in place or recommended (for systems
that have yet to be installed). The bulk of the
hazards was associated with the possibility of
arcing (fire initiation), gassing (battery
charging), wireless communications system
(Electromagnetic Interference/Electromagnetic
Compatibility) and power failure, and the
mitigation effort has been demonstrated to
be adequate.

the MHE make contact with the cavern

Mechanical Group - The significant hazards for
this group arise primarily from the subsystems
of Air-conditioning and Mechanical Ventilation
(ACMV) and Fire Protection System (FPS).
a. ACMV – The primary purpose of the
system is to provide forced ventilation
of the underground complex as well as
smoke extraction in the event of a fire.
Ventilation hazards arise primarily
from the accumulation of vehicle exhaust
gases. Real time fan status monitoring
linked to a gas concentration detection
system and multi-fan design provide
adequate mitigation of the hazards.

UAF Engineering

Civil &

Engineering Systems

b. FPS – At the onset, a comprehensive fire
protection system (detection and
suppression) was deemed as a core
requirement. An innovative approach
to use nitrogen as a fire preventive
measure within the storage chambers is

structure or drop from height –
mitigation is primarily from procedural
control and the training of drivers
assisted by proximity sensors mounted
on the equipment.
b. Fire from batteries and/or electrical
motors (for electrical prime movers) or
fire from diesel engines (for diesel engine
prime mover) – sensors in compartments
coupled to fire extinguishing
suppression agent.
c. Exhaust fumes from diesel prime movers
designed to meet or exceed Euro2
exhaust emission control levels.

The Depot Management System (DMS) is a
Management Information System, which
provides solutions for the Tracking of
Ammunition/Vehicular/Personnel Movement,
Operational Activities, Training & Simulation
and Facilities Maintenance. The system
performs these roles by monitoring and
updating the various activities/services through
appropriate sensors such as Radio Frequency
Identification, gas/temperature/motion sensors
and other hand-held input devices such as
Personal Digital Assistants (PDAs). A key concern
is the integration of the appropriate software
safety assurance into the hardware and
humanware aspects of the UAF. In addition,
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that have yet to be installed). The bulk of the
hazards was associated with the possibility of
arcing (fire initiation), gassing (battery
charging), wireless communications system
(Electromagnetic Interference/Electromagnetic
Compatibility) and power failure, and the
mitigation effort has been demonstrated to
be adequate.

the MHE make contact with the cavern

Mechanical Group - The significant hazards for
this group arise primarily from the subsystems
of Air-conditioning and Mechanical Ventilation
(ACMV) and Fire Protection System (FPS).
a. ACMV – The primary purpose of the
system is to provide forced ventilation
of the underground complex as well as
smoke extraction in the event of a fire.
Ventilation hazards arise primarily
from the accumulation of vehicle exhaust
gases. Real time fan status monitoring
linked to a gas concentration detection
system and multi-fan design provide
adequate mitigation of the hazards.

UAF Engineering

Civil &

Engineering Systems

b. FPS – At the onset, a comprehensive fire
protection system (detection and
suppression) was deemed as a core
requirement. An innovative approach
to use nitrogen as a fire preventive
measure within the storage chambers is

structure or drop from height –
mitigation is primarily from procedural
control and the training of drivers
assisted by proximity sensors mounted
on the equipment.
b. Fire from batteries and/or electrical
motors (for electrical prime movers) or
fire from diesel engines (for diesel engine
prime mover) – sensors in compartments
coupled to fire extinguishing
suppression agent.
c. Exhaust fumes from diesel prime movers
designed to meet or exceed Euro2
exhaust emission control levels.

The Depot Management System (DMS) is a
Management Information System, which
provides solutions for the Tracking of
Ammunition/Vehicular/Personnel Movement,
Operational Activities, Training & Simulation
and Facilities Maintenance. The system
performs these roles by monitoring and
updating the various activities/services through
appropriate sensors such as Radio Frequency
Identification, gas/temperature/motion sensors
and other hand-held input devices such as
Personal Digital Assistants (PDAs). A key concern
is the integration of the appropriate software
safety assurance into the hardware and
humanware aspects of the UAF. In addition,
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hazards associated with Hazards of
Electromagnetic Radiation to Ordnance, Fuel,
Personnel (HERO, HERF and HERP) are being
addressed.
The next series of activities involves the
assessment of interface hazards as a result of
the physical disposition of the engineering
systems and its components in its installed or
operating domain. At the current stage of the
effort, the zonal analysis has just commenced.

SUMMARY AND
DISCUSSION
Systems within a System - Due to the size
and complexity of the facility, some of the
engineering systems themselves are being
assessed as a separate system safety effort. At
the highest level, the UAF Safety Case attempts
to provide the “big picture”. One example is
the DMS, which would entail a large dosage
of software system safety. One of the challenges
is the integration of the safety cases for such
systems into the overall UAF Safety Case.

Isn’t compliance with codes and regulations
good enough? - In the proceedings of the
SSWG, we have more then once argued about
the effectiveness and comprehensiveness of
the applicable building and engineering
codes/regulations/specifications that have to
be complied with. In the end, we agree that
the codes/regulations form a good basis for
our mitigation effort. The system safety effort

has shown that there can be enhancement to
the mitigation effort with suggestions that
exceed the scope of the codes/regulations. An
example is the study of the concept of
increasing the concentration of nitrogen to
inhibit the possible initiation of a fire in the
storage chambers.

Operations & Support (O&S) Hazard
Analysis - As the study has shown, the various
codes and regulations have provided for a
good foundation to mitigate the hazards
associated with a UAF. In the process of our
analysis, we have also come to realize that
hazards that may arise from the O&S activities
within the UAF may form the bulk of the
hazards in the safety case. A wide range of
procedural risk mitigation would remain and
we will develop appropriate procedures and
regulations to convey the risks to the operators.
In this aspect, this area will be the next focus
for the SSWG.

CONCLUSION
The implementation and execution of a system
safety effort for the UAF has proven to be a
viable and positive option. The experience
gained from this effort has contributed to the
development of the framework for future
system safety effort not only for the Building
and Infrastructure sector but also for the
weapon system groups in DSTA.
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